WNM 2013, The 7th IEEE Workshop on Network Measurements

Measuring the Accuracy of Open-Source
Payload-Based Traffic Classifiers Using Popular
Internet Applications

Shane Alcock
Department of Computer Science
University of Waikato
Hamilton, New Zealand
Email: salcock @waikato.ac.nz

Abstract—Open-source payload-based traffic classifiers are
frequently used as a source of ground truth in the traffic classifi-
cation research field. However, there have been no comprehensive
studies that provide evidence that the classifications produced by
these software tools are sufficiently accurate for this purpose.
In this paper, we present the results of an investigation into the
accuracy of four open-source traffic classifiers (L7 Filter, nDPI,
libprotoident and tstat) using packet traces captured while using
a known selection of common Internet applications, including
streaming video, Steam and World of Warcraft. Our results show
that nDPI and libprotoident provide the highest accuracy among
the evaluated traffic classifiers, whereas L7 Filter is unreliable
and should not be used as a source of ground truth.

I. INTRODUCTION

In the field of traffic classification, the biggest problem
facing researchers is the validation of their results. There are
no labelled public datasets that can be used for this purpose,
although recent projects such as [1] represent a significant
step forward in this area. Instead, the most common source
of ground truth when evaluating or developing new traffic
classification techniques are the results produced by other
existing traffic classification software. Payload-based methods
are preferred in these situations because they typically offer
the greatest accuracy [2].

However, this approach is only suitable if the existing
technique achieves a high level of accuracy. If the technique
produces incorrect or unreliable results then those errors may
also be replicated in the new approach, given that the aim of
the validation is typically to match the existing classifications
as much as possible. This is especially problematic in the
case of traffic that is designated as Unknown by the original
approach; no ground truth is available for that traffic so it
cannot be validated against. For example, if a classifier used
to provide ground truth reports 30% of traffic as Unknown, a
new technique will only be able to validate itself against 70%
of the available traffic. Even if the new technique achieves
95% accuracy against the ground truth data, it has still only
proved that it can correctly classify 66.5% of the total traffic
in that dataset.
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As licenses for commercial traffic classification software
are expensive, many researchers use open-source alternatives
to provide ground truth and validate their own work. While
open-source traffic classifiers can be easily downloaded and
used for this purpose, there is little published evidence that the
classifications produced are accurate and reliable. L7 Filter [3],
in particular, frequently appears in recent traffic classification
literature, either as a source of signatures that were used to
develop the classification engine [4] or to provide ground truth
during validation [5] [6] [7], despite earlier studies suggesting
that L7 Filter has a high rate of misclassification [8] [9].

However, if L7 Filter is unsuitable for this purpose, it is
pertinent to ask which of the open-source traffic classifiers
available to researchers should be used instead. Aside from
the previously cited works which consider L7 Filter alone,
there is an obvious lack of published material that evaluates
and validates existing traffic classifiers with a sufficient level
of depth to allow researchers to make an informed decision.
We suspect that in many cases L7 Filter is chosen because it
was used in earlier studies, rather than because it is the best
available option.

In this paper, we present the results of a study designed
to investigate and document the classification accuracy of
four prominent open-source payload-based traffic classifiers.
L7 Filter [3], nDPI [10], libprotoident [11] and tstat [12]
were evaluated by running each classifier against packet traces
captured from a single Internet end-host while using a variety
of popular Internet applications. By adopting this approach,
we can compare the accuracy of each classifier on a per-
application basis where the ground truth has already been
established. The evaluation included twenty-eight different ap-
plications or application protocols, including Steam, YouTube,
Facebook, BitTorrent, RTMP and World of Warcraft.

Our principal findings can be summarized as follows:

1) L7 Filter produces inadequate results when used to

classify traffic from many popular Internet applications.
L7 Filter achieved a satisfactory level of accuracy for
only six of the twenty-eight applications observed in
our test dataset. Eleven of the twenty-two failures were
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applications supported by L7 Filter, suggesting that
many L7 Filter signatures are incorrect.

nDPI achieved a very high level of accuracy in our
study but still failed to correctly classify five of the
twenty-eight applications. Provided full packet payload
is available and the processing requirements of a deep
packet inspection approach are not an issue, nDPI is
demonstrably the best of the traffic classifiers that we
evaluated, given that it can also subclassify HTTP traffic.
libprotoident also achieved a high level of accuracy,
especially given it employs a lightweight approach that
only examines the first four bytes of payload for each
packet. In situations where deep packet inspection is not
feasible (e.g. full payload is not available or processing
speed is important), our results show that libprotoident
is a reliable and accurate alternative.

2)

3)

II. BACKGROUND

L7 Filter [3] is an application-level classifier that was
originally designed for use with Linux NetFilter to perform
traffic shaping and accounting. L7 Filter compares packet
payload against a series of pre-defined signatures (described
using regular expressions) and identifies the application based
on what signature, if any, is matched by the packet payload.
L7 Filter includes signatures for many application protocols,
including well-known applications such as HTTP, BitTorrent,

DNS and World of Warcraft. The most recent release of

signatures was in May 2009, so recently released applications
are unlikely to be supported by L7 Filter.

Historically, the L7 Filter signatures have been popular
within the traffic classification community. L7 Filter is an open
source project that was publicly released in 2003, when it was
becoming apparent that port-based classification techniques
were unreliable [13] [14]. At that time, researchers requiring
a free deep packet inspection (DPI) tool to provide ground
truth data for testing and evaluating classification techniques
found that L7 Filter was the only viable option. Despite the
appearance of other open-source DPI libraries and tools in
subsequent years, L7 Filter is still frequently cited in recent
literature in the traffic classification field. These citations often
occur in the context of validating the results in the presented
research or establishing ground truth, e.g. [5], [6], [7].

nDPI [10] is a fork of the OpenDPI project, which was
an open-source release of an early version of the commercial

PACE traffic classification engine. Following the purchase of

the company that developed PACE, OpenDPI was removed
from the public domain but the original algorithm and payload
signatures have been preserved within the nDPI fork. The
nDPI developers have subsequently extended the ruleset to
include more recent applications and encrypted protocols.
Like L7 Filter, nDPI uses deep packet inspection to search
the packet payloads for recognized patterns based on hand-
written signatures. nDPI signatures are expressed in the C
programming language rather than regular expressions which
enables complicated patterns to be expressed more easily using
branching logic. It also allows state to be retained across
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multiple packets so nDPI is able to match request-response
patterns such as a ‘GET’ request and an ‘HTTP’ response. In
addition, nDPI is able to examine the packet payload size and
compare the size against the value present in a length field in
the application protocol header.

Libprotoident [11] is a traffic classifier that has been
designed to be effective in situations where deep packet
inspection methods are not viable, e.g. due to privacy concerns
or because DPI is too resource-intensive. Libprotoident uses
a technique called ‘lightweight packet inspection’ whereby
only four bytes of packet payload are inspected rather than
the entire payload contents. This approach also means that
libprotoident can classify public packet trace datasets that it
would not be possible to analyze using DPI-based software,
such as the ISPDSL-I and Waikato VIII datasets [15] where
the packet payload has been truncated.

Aside from the differences in the amount of payload re-
quired, the techniques employed by libprotoident are very
similar to those used by nDPI. The libprotoident classification
rules are also expressed as C code and use a combination
of payload signatures, payload size and port numbers to
determine the application protocol for a given traffic flow. To
match request-response patterns, flow state must be maintained
by the program that is using libprotoident.

Finally, tstat [12] is an open-source traffic analysis tool
that includes an application-level classification component that
is based on deep packet inspection. Unlike the other tools,
classification is not the primary goal of tstat; the software is
intended for broader analysis of Internet traffic and therefore
supports the fewer application protocols compared to the other
classifiers. Much like nDPI, payload sizes and flow state are
also frequently used to classify applications that do not have
obvious payload signatures. Tstat is becoming increasingly
prominent in literature and has been used as a source of ground
truth in several recent studies [16] [17] [18].

III. RELATED WORK

There have been several surveys of the traffic classification
field in recent years, such as [2] [19] [20]. These reviews
discuss traffic classification research at a broad level, summa-
rizing the strengths and weakness of different classification
approaches rather than investigating the accuracy and reliabil-
ity of specific implementations. Dainotti et al. [20] describe the
problem of obtaining ground truth to evaluate traffic classifiers,
particularly given the difficulty in sharing sensitive data (e.g.
full packet payload traces). The authors also mention the need
for classifier implementations to be compared and evaluated
against diverse Internet traffic in situations where the ground
truth is already known, which reinforces the motivation for
this study.

There has been some evidence presented in earlier studies
that suggest that L7 Filter is not an ideal source of ground
truth for traffic classification applications. Firstly, Canini et
al. [8] evaluated the accuracy of L7 Filter against the ground
truth obtained using their own iterative heuristic approach. The
authors noted that L7 Filter produced many false negatives
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Classifier Version Released Protocols

Libprotoident | 2.0.6 Nov. 2012 | 250

nDPI 1.3.0 Apr. 2012 149

L7 Filter 2009.05.28 | May 2009 | 114

Tstat 2.3 Apr. 2012 | 42
TABLE I

THE EVALUATED TRAFFIC CLASSIFIERS.

for all traffic classes except for Web browsing, but this result
was not strongly emphasized in the paper. This work differs
from ours in that their evaluation of L7 Filter only considered
accuracy by application category, e.g. mail, web, P2P, whereas
our results are reported for each individual application. Also,
the dataset used in their evaluation is a packet capture from
a research facility during normal operation and is therefore
biased towards the applications that are used in that context.
Our dataset was manually generated to include a wide variety
of well-known Internet applications.

Dusi et al. [9] conducted a study to evaluate the accuracy of
both port-based and deep packet inspection techniques when
classifying traffic at the application layer . The ground truth
for this study was provided by gt [1], a tool that determines
the application for a traffic flow using a daemon that associates
each flow with the process that created it. This study concluded
that deep packet inspection was better than port-based analysis,
but still prone to a notable amount of error. However, the only
example of a DPI classifier examined by this study was L7
Filter and it can therefore be argued that the error was not
because of a flaw in the deep packet inspection approach but
rather because of flaws in the L7 Filter implementation.

IV. METHODOLOGY

To evaluate the accuracy and utility of the traffic classifi-
cations produced by the open-source classifiers, we designed
a series of experiments that would test each classifier in
situations where the ground truth was already known. We
captured packet traces from a single Internet end-host while
we used a variety of pre-selected popular Internet applications.
Each trace contained traffic for a single application. In this
experiment, the Internet end-host was an iMac desktop running
OS X 10.6.8. As application protocols tend to be independent
of the operating system, we believe there is no bias in choosing
OS X over Windows or Linux.

The host was located on a private RFC 1918 network and
could access the public Internet via a gateway NAT device, but
could not be connected to from outside the private network.
This meant that unsolicited traffic and backscatter from the
public Internet would not be present in our packet traces,
without affecting the behavior or usefulness of the applications
running on the end-host.

The packet traces were captured using the tracesplit tool
included with libtrace [21]. The packets were captured by
using the pcapint format module to listen on the network
interface for the host machine. BPF filters were employed in
most instances to remove unrelated traffic from the capture.
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e.g. ports 53 and 139 were filtered out of most of the traces.
Traffic destined for multicast or broadcast addresses were also
discarded during capture. The remaining captured packets,
including all packet payload, were written to disk using the
pcap file format without modification, i.e. no anonymization
or truncation was performed.

The captured traces were then analyzed separately using
each of the tools under consideration. The version numbers,
release dates and number of supported application protocols
for each classifier are shown in Table 1. The classifiers were
not modified in any way before running the analysis. After
performing an initial analysis, the results for each trace were
carefully inspected for the presence of traffic flows that were
not intended to be part of the experiment. If such traffic
was found, we removed it from the trace using tracesplit and
repeated the analysis.

To run L7 Filter against our packet traces, we used the L7
Filter module included with the Traffic Identification Engine
(TIE) [22]. This allowed us to utilize the L7 Filter regular
expressions to classify traffic in userspace using our pcap
packet traces as input. For this study, we used the unmodified
default L7 Filter configuration included with TIE, as we
anticipate this is how L7 Filter is most likely to be used.
The TIE module was updated with the most recent release
of the protocol signatures from the Clear Foundation. We
configured TIE to retain the first 10,000 bytes of payload for
each observed IP flow, which the regular expressions would
be matched against.

The output from each classifier was merged into a single
output file by matching lines from the individual classifier
results that described the same flow five tuple (source IP,
source port, destination IP, destination port, transport). The
merged output was then manually analyzed to determine how
well each of the four classifiers had performed, using our pre-
existing knowledge of the application traffic that should be
present in each trace file.

A. Subclassified Traffic

One problem that we had to account for during our analysis
was the differing level of detail in the classifications produced
by each classifier. For example, a YouTube video flow is
usually classified as ‘flashvideo’ by nDPI but libprotoident
will only recognize the same flow as "HTTP’. We use the term
subclassification to refer to situations where a classification
provides additional detail about the purpose of the traffic flow
beyond just the application protocol being used to transfer
the data. In the above example, nDPI has subclassified the
YouTube flow to indicate that the HTTP flow is being used to
transfer Flash video rather than conventional HTML content.

nDPI subclassifies HTTP traffic by examining fields inside
the HTTP header, particularly the Content-Type field, and
making inferences accordingly. The differing interpretations
are problematic when we are considering the correctness of
a classification. While, technically speaking, the classification
produced by libprotoident is accurate as the HTTP protocol is
being used to transfer the video, the classification provided by
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Application Bytes | Complete Flows
DNS 44 KB 231
Facebook (HTTPS) 3.2 MB 229
FTP Control 2 KB 4
FTP Data 102 MB 4
Gtalk (XMPPS) 51 KB 12
IMAPS 2.1 MB 5
iTunes Store 127 MB 240
News Video 105 MB 322
POP3S 137 KB 15
PPStream 155 MB 1892
RDP 1.5 MB 4
SecondLife 35 MB 3632
Skype TCP 343 KB 49
Skype UDP 26 MB 99
SMTP 130 KB 2
Spotify 14 MB 1
Spotify P2P 10 MB 12
SSH 1.4 MB 2
Steam 7.2 GB 65
Steam Friends 1.7 MB 96
TF2 Game 2.4 MB 4
TF2 Server 330 KB 1143
TVNZ (RTMP) 56 MB 210
uTorrent 206 MB 278
Web (HTTP) 17 MB 657
World of Warcraft 902 KB 16
XMPP 224 KB 3
YouTube 52 MB 88
TABLE 11

THE TRACES THAT WERE CAPTURED FOR THIS STUDY

nDPI better reflects the underlying application that generated
the traffic. In the case of libprotoident however, it is unfair to
say that a classification of ‘HTTP’ in our example is incorrect
because the library was designed to classify traffic in cases
where the information that would disambiguate the situation
(the HTTP header fields) is not available. In such cases, HTTP
is the best possible classification regardless of the application.

Therefore for this study, we have decided to ensure the com-
parisons are fair by treating both classifications as correct. In
the given example, nDPI was more specific than libprotoident
but, as the underlying protocol was still HTTP, libprotoident’s
classification would also be marked as correct in our analysis.
However, we acknowledge the importance of subclassification,
especially for HTTP traffic, and consider it to be a significant
advantage of deep packet inspection techniques.

V. DATA SET

The four traffic classifiers were evaluated using a dataset
consisting of traffic traces captured while using 28 different
applications or application protocols. Where possible, we
captured traffic for each application into a separate trace file
but there were some cases where it was either not possible or
not sensible to separate the application traffic in that fashion,
e.g. the IMAPS and SMTP traffic were included in the same
packet trace because the traffic was produced during the same
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email application session. In these cases, the initial capture
was subsequently manually split into separate traces for each
application that we were evaluating.

In this section, we describe the applications that were in-
cluded in our data set in more detail and how each application
was used. This is intended to allow the reader to be confident
that our data set is fair and representative of contemporary
Internet usage patterns. Note that whenever a web browser
was used, the browser was Google Chrome. The quantity of
traffic captured for each application is shown in Table II.

The applications that we evaluated and our usage of them
were as follows:

DNS: For DNS, tracesplit was configured to only capture
traffic observed on port 53 (both TCP and UDP). We then
used a web browser to access a variety of popular URLs,
including facebook.com, google.com, youtube.com, cnn.com,
slashdot.org and nzherald.co.nz. We also entered a URL that
we were confident would not be present in a local DNS cache
(abcdefg.com).

Facebook: We logged into a personal Facebook account
over HTTPS, browsed the news feed, uploaded a photo and
played a Facebook game (Howzat Cricket). We also messaged
and ‘poked’ other Facebook users who were in our Friends list.

FTP: Using a web browser, we went to ftp.kernel.org
and browsed the directory listing. We then downloaded the
latest version of the Linux kernel. When evaluating FTP, we
considered the control and the data connections separately, as
identifying the control flows is much easier than identifying
the data flows where most of the traffic occurs.

Gtalk: Using a web browser, we logged into a Google
account and used Google Talk to chat to friends. The chat
used the XMPPS protocol, i.e. XMPP encrypted using SSL.
We also attempted a Google+ “hangout” using video but this
was unsuccessful.

IMAPS: Using the built-in Mail application in Mac OS X,
we logged into an existing mail account using SSL-encrypted
IMAP. We received new mail, moved mail between folders
associated with the account and saved a draft email.

iTunes Store: Using the iTunes app in Mac OS X, we
browsed the iTunes store, watched a video on iTunes U,
listened to an audio podcast and watched a video podcast.
iTunes uses HTTP and HTTPS for all data transfers and
QuickTime as the preferred format for the podcasts.

News Video: Using a web browser, we visited several
news websites to browse news articles and watch news video
clips. The sites visited were the BBC (textual HTTP only),
NZ Herald (textual HTTP articles and RTMP for video) and
Fox News (Flash video embedded within HTTP).

POP3S: Using the built-in Mail app in Mac OS X, we
accessed an email account using SSL-encrypted POP3 and
downloaded some new mail messages to the local machine.

PPStream: PPStream is a Chinese P2PTV service that we
have often seen in traces of residential traffic. We used the
standard PPStream client to watch a single video, then left the
client running for sometime afterwards to ensure we observed
any P2P network maintenance traffic.
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RDP: We connected to a Windows 8 PC on the same
local network using Microsoft Remote Desktop Connection
for Mac. Once connected, we browsed the open windows on
the remote desktop before closing the connection.

SecondLife: We briefly played Second Life with an
existing avatar using Second Life Viewer 2.

Skype: We logged into an existing Skype account using the
6.0.0.2968 Skype client for Mac. Once logged in, we added
a new contact and video called another Skype user. When
evaluating this application, we treated the TCP and UDP flows
as using separate application protocols as some classifiers were
capable of accurately identifying the UDP flows but not the
TCP flows.

SMTP: Using the built-in Mail app in Mac OS X, we
logged into an existing mail account via IMAP and sent an
email. SSL encryption was used for both the login and the
sending of the mail.

Spotify: Spotify is a music streaming service linked to
Facebook that had recently become available in New Zealand.
Spotify uses two protocols for streaming music which we
evaluated separately: a protocol for streaming from servers
owned by Spotify and a P2P protocol for streaming music
from other Spotify users. Using the Mac Spotify application,
we searched the database of available music and streamed a
small selection of songs.

SSH: Using the scp command line tool, we copied a file
to a remote host on the local network. We also logged in to
the same host using ssh and did a directory listing to check
that the file had copied successfully.

Steam: Steam is the leading digital game distribution plat-
form at present. Using the standard Steam client application
for Mac, we logged into a new Steam account, updated the
Steam client and downloaded the free game Team Fortress 2.
In evaluating the Steam application, we considered the Steam
Friends protocol (used to communicate with fellow gamers
through the Steam client) separately as it is quite noticeably
different to regular Steam traffic.

TF2: Team Fortress 2 is a popular multiplayer team-based
first-person shooter game that is played via Steam. Using the
Mac Steam client, we started the Team Fortress 2 game, joined
a game server and spent several minutes playing the game
with another player. Neither the server nor the other player
were located on our local network. When evaluating the Team
Fortress 2 application, we have considered the server browsing
protocol separately from the protocol used to exchange data
about a game in progress.

TVNZ: To test the classifier’s ability to identify RTMP,
we used a web browser to watch a video from the TVNZ on
Demand site. TVNZ is one of two major free-to-air television
providers in New Zealand and is a big contributor of RTMP
traffic in New Zealand '. The TVNZ on Demand content was
delivered using the Brightcove streaming platform.

uTorrent: Using the 1.6.5 version of the uTorrent client for
Mac, we downloaded a Debian ISO. Use of the uTP protocol

INetflix, Hulu and other similar services are not available in New Zealand.
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over UDP for data exchange was enabled (as this is the default
option), so much of the traffic was over UDP rather than TCP.

Web: In addition to the more specific web services, such
as News Video and Facebook, we also used a web browser to
perform conventional web browsing with the aim of producing
a trace containing primarily standard HTTP traffic. We limited
the capture to TCP port 80 only and visited several popular
websites including Wikipedia, TVTropes, ESPNCricinfo and
Stuff (a New Zealand news site).

World of Warcraft: Using the Mac OS X client for World
of Warcraft, we briefly logged into the WoW Starter edition
and played the game for a short period of time. The captured
trace included only gameplay-related traffic; it did not include
the download of the client or any game updates.

XMPP: Using Adium (a popular chat client for Mac)
we used an account created on the jabber.meta.net.nz server
to exchange messages with another XMPP user. We also
transferred a file to the other user. Unlike with GTalk, the
XMPP protocol was unencrypted.

YouTube: Using a web browser, we went to youtube.com
and watched a single video. We then logged into a YouTube
account, uploaded a short video, and proceeded to watch the
video we had just uploaded. The YouTube traffic all used
HTTP or HTTPS (much like iTunes) and the videos were Flash
media contained within HTTP.

VI. RESULTS

The accuracy results for the evaluated traffic classifiers
against each of the traces in our dataset are shown in Tables III
and IV. The accuracy values were calculated by iterating over
each classification produced by the classifier in question and
comparing it against the known ground truth for that traffic
flow. A classification was deemed to be correct if it either
matched the ground truth or was a suitable subclassification
(see Section IV-A for more details on subclassification). A
classification was marked as incorrect if the classifier produced
a positive answer but the answer was incorrect, e.g. the
classifier reported RTP for an SSL flow, or if the classifier
reported the traffic flow to be unknown.

We considered a classifier to be able to successfully identify
an application if it correctly classified more than 99% of both
the bytes and flows in our test trace file. We defined a classifier
as partially successful if the classifier correctly identified at
least 95% of either the bytes or flows for an application
but did not achieve sufficient accuracy to meet the preceding
condition. This is intended to recognize situations where the
classifier was generally correct but failed in certain edge cases.
All other results were regarded as a failure.

To summarize our results, we found that two of the four
traffic classifiers performed well when analyzing our dataset.
Libprotoident (LPI) failed to correctly classify three applica-
tions, whereas nDPI outright failed on five applications. While
neither classifier achieved a perfect result, a combination of
nDPI and libprotoident would have produced correct classi-
fications for every application that we examined except for
Spotify P2P. nDPI was also able to provide more detailed
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CLASSIFIER ACCURACY FOR THE FIRST 17 EVALUATION TRACES

Application Classifier | Bytes (%) | Flows (%)
TPl 1000 100.0
nDPI 100.0 100.0
DNS L7 Filter 98.1 97.4
Tstat 100.0 100.0
TPl 100.0 100.0
nDPI 100.0 100.0
Facebook (HTTPS) | 7 pipeo, 315 393
Tstat 100.0 100.0
LT 100.0 100.0
nDPI 100.0 100.0
FTP Control L7 Filter 100.0 100.0
Tstat 0.0 0.0
LPT 100.0 100.0
nDPI 0.0 0.0
FTP Data L7 Filter 0.0 0.0
Tstat 0.0 0.0
LPT 100.0 100.0
nDPI 100.0 100.0
Gtalk L7 Filter 81.4 833
Tstat 100.0 100.0
P 100.0 100.0
nDPI 100.0 100.0
IMAPS L7 Filter 0.0 0.0
Tstat 100.0 100.0
P 100.0 100.0
Tunes Store nDPI 100.0 100.0
L7 Filter 99.8 96.3
Tstat 100.0 100.0
P 1000 100.0
. nDPI 100.0 100.0
News Video L7 Filter 92.4 733
Tstat 100.0 100.0
Pl 100.0 100.0
nDPI 100.0 100.0
POP3S L7 Filter 10.6 13.3
Tstat 100.0 100.0
TPl 100.0 100.0
nDPI 100.0 100.0
PPStream L7 Filter 0.0 0.0
Tstat 100.0 100.0
TPl 100.0 100.0
nDPI 100.0 100.0
RDP L7 Filter 0.0 0.0
Tstat 0.0 0.0
3] 100.0 100.0
. nDPI 100.0 100.0
SecondLife L7 Filter 614 99.0
Tstat 62.6 99.5
LPT 2 612
nDPI 998 98.2
Skype TCP L7 Filter 112 612
Tstat 112 612
LPT 9.9 818
nDPI 100.0 100.0
Skype UDP L7 Filter 100.0 100.0
Tstat 0.0 0.0
P 100.0 100.0
nDPI 100.0 100.0
SMTP L7 Filter 100.0 100.0
Tstat 100.0 100.0
P 100.0 100.0
Spotify nDPI 0.0 0.0
L7 Filter 0.0 0.0
Tstat 0.0 0.0
P 0.0 0.0
. nDPI 0.0 0.0
Spotify P2P L7 Filter 0.0 0.0
Tstat 0.0 0.0
TABLE III
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Application Classifier | Bytes (%) | Flows (%)
TPl 100.0 100.0
nDPI 100.0 100.0
SSH L7 Filter 100.0 100.0
Tstat 100.0 100.0
TPl 100.0 100.0
Steam nDPI 100.0 100.0
ca L7 Filter 0.0 40.0
Tstat 0.0 44.6
TPl 100.0 100.0
. nDPI 0.0 0.0
Steam Friends L7 Filter 0.0 0.0
Tstat 0.0 0.0
TPl 100.0 100.0
nDPI 100.0 100.0
TF2 Game L7 Filter 0.0 0.0
Tstat 0.0 0.0
LPI 100.0 100.0
nDPI 0.0 0.0
TF2 Server L7 Filter 511 85.1
Tstat 0.0 0.0
LPI 100.0 100.0
nDPI 100.0 100.0
TVNZ (RTMP) |y 7 Filter 25 87.6
Tstat 17.5 97.6
LPI 100.0 99.6
Torrent nDPI 100.0 98.6
v L7 Filter 100.0 95.0
Tstat 100.0 98.6
LPI 100.0 100.0
nDPI 100.0 97.0
Web (HTTP) L7 Filter 33.0 59.4
Tstat 99.8 96.6
LPI 100.0 100.0
nDPI 100.0 100.0
World of Warcraft L7 Filter 0.7 63.8
Tstat 0.9 81.3
LPI 100.0 100.0
nDPI 100.0 100.0
XMPP L7 Filter 100.0 100.0
Tstat 100.0 100.0
TPl 100.0 100.0
nDPI 100.0 100.0
YouTube L7 Filter 95.2 443
Tstat 100.0 100.0

TABLE IV

CLASSIFIER ACCURACY FOR THE REMAINING 11 EVALUATION TRACES

subclassifications for much of the HTTP traffic in our dataset
without introducing any false positives.

By comparison, L7 Filter was by far the worst performing
classifier with our dataset. Of the 28 evaluated applications,
L7 Filter correctly classified only six, with partial success
being achieved for a further five applications. In particular, L7
Filter was unable to consistently identify traffic that had been
encrypted using SSL and was also unreliable when presented
with conventional HTTP traffic, particularly smaller flows.
Given the frequency of these types of traffic on the modern
Internet, this was an unsatisfactory result for L7 Filter.

Tstat was also disappointing, correctly classifying just 12
of the 28 evaluated applications. With the notable exception
of Skype, the failures were primarily due to a lack of support
for the applications in our data set. At this stage, it appears
that Tstat lags behind nDPI and libprotoident when considered
solely as a traffic classifier.
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In each instance where a classifier failed to correctly identify
an application, we investigated the cause of the failure so that
we would be able to explain how the error occurred and, in
some cases, how it might be corrected.

The results of our investigations follow:

DNS: 2.6% of the DNS flows were classified as Unknown
by L7 Filter because the regular expression used to match
DNS did not account for query names that contain underscore
characters, e.g. SRV records. All of the other classifiers had
no such problems classifying the DNS traffic.

Facebook: The reason for L7 Filter’s failure with Face-
book, as well as all other SSL encrypted traffic, is due to
the classifier incorrectly reporting a significant portion of the
encrypted traffic as Skype. This is because the first four
bytes of one of the SSL handshake packets are (in hex)
0x16 0x03 0x02 0x00. However, a common method for
matching Skype traffic is to detect packets where the third byte
is 0x02, creating the possibility of an erroneous classification
if SSL traffic is not definitively ruled out first. In the case
of Facebook, the error causes L7 Filter to incorrectly classify
48% of flows and 66% of the observed bytes as Skype. In
addition, 11% of the flows were classified as Unknown by L7
Filter; these flows were correctly classified as either HTTPS
or SSL by the other tools.

FTP: Both nDPI and L7 Filter were able to correctly iden-
tify the control traffic, but were unable to use this information
to recognize the subsequent data transfer. Tstat had no support
for FTP at all and therefore fails for both control and data.

Gtalk: L7 Filter again misclassified HTTPS traffic as
Skype due to the same problem that affected the Facebook
classification.

IMAPS: L7 Filter reported all of the IMAPS traffic as
Unknown, except for one flow which was classified as RTP
(Real-time Transport Protocol). This is because that flow was
using SSLv2, which begins with the byte 0x80: the same byte
that RTP payload can begin with. However, RTP uses UDP
rather than TCP so this should be easy to disambiguate.

iTunes Store: L7 Filter fails to correctly identify some
of the smaller HTTP flows, resulting in 3% of flows being
classified as Unknown.

News Video: L7 Filter was unable to correctly classify the
RTMP flow used by the NZ Herald video. The Fox News
video used Flash video encapsulated in HTTP and L7 Filter did
successfully identify these flows as HTTP, but it also missed
a number of standard HTTP web browsing flows. Overall, L7
Filter incorrectly classified 27% of the flows in the packet
trace, mostly by reporting them as Unknown.

POP3S: L7 Filter incorrectly identified 86% of the POP3S
flows as RTP due to the same error from the IMAPS results.

PPStream: L7 Filter does not have a set of regular ex-
pressions for matching PPStream traffic, so all of this traffic
was reported as Unknown. The other three classifiers had no
problems identifying the PPStream traffic.

RDP: The signature for RDP in L7 Filter appears to be out-
dated, as all of the RDP flows were classified as Unknown by
L7 Filter. Tstat misclassified all of the RDP traffic as SSL.
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SecondLife: Both L7 Filter and Tstat correctly identified
the TCP flows as HTTP but classified all of the UDP traffic
as Unknown. Although, UDP traffic only constituted a small
proportion of the observed flows, these flows accounted for
38% of the total observed bytes in the packet trace.

Skype TCP: Only nDPI was able to correctly classify TCP
Skype traffic, which accounted for 1.2% of the bytes in the
Skype trace. The other tools were only able to successfully
identify the HTTP traffic generated by the Skype client, but
not the Skype protocol itself.

Skype UDP: Libprotoident reports the occasional Skype
UDP flow as Unknown. The source of the misclassification
appears to be due to the first observed packet not having
expected value of 0x02 in the third byte of payload. Tstat
was unable to correctly identify any of the UDP Skype traffic
in our data set.

SMTP: All four tools correctly classified all of the SMTP
traffic, although the use case was relatively simple compared
to the variety of SMTP traffic that can be seen on the Internet
(e.g., no spam, no SMTP errors and we were using a mail
server that we were authorized to use).

Spetify: Only libprotoident had rules for identifying Spotify
traffic, however it was only able to identify the streaming
traffic from the Spotify servers. The P2P traffic was labeled
as Unknown by libprotoident.

SSH: All tools correctly classified the SSH traffic.

Steam: Tstat and L7 Filter were unable to correctly classify
the flows associated with downloading the Steam updates or
the game itself, reporting them as Unknown. They were able
to identify the HTTP traffic associated with the Steam client,
which is why they were successful for 40% of the flows.

Steam Friends: Only libprotoident had rules for identifying
the Steam Friends protocol, which contributed 7% of the
flows observed in the original Steam trace. The other tools
all reported this traffic as Unknown.

TF2 Game: L7 Filter and Tstat classified the game traffic as
Unknown, whereas the other two tools identified the traffic as
belonging to the Half-Life protocol. The game uses the Half-
Life 2 engine so it makes sense that the network protocol is
very similar to the protocol used by the parent game.

TF2 Server: Tstat and nDPI classify the server browsing
traffic as Unknown, whereas Libprotoident recognizes the
traffic as “Steam UDP”. L7 Filter managed to classify most
of the server browsing flows as belonging to Team Fortress
2, but a small proportion of flows (including the larger flows)
were reported as Unknown.

TVNZ: The current release of L7 Filter does not have a rule
for RTMP (although one has been committed to the source
code repository) so L7 Filter classified 97% of the traffic in
this trace as Unknown. Tstat also failed to correctly identify
the RTMP flows in this trace.

uTorrent: All four tools were excellent at classifying un-
encrypted BitTorrent, including the uTP flows. Only a small
number of single packet flows were missed by each classifier.

Web: L7 Filter classified 40% of the flows and 67% of
the bytes in the Web trace as Unknown. In each case, both of
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the endpoints were behaving conventionally, i.e. the client had
sent a standard GET request and the server had replied with a
standard HTTP response. One possible reason for the problem
is that the regular expression for matching HTTP in L7 Filter
attempts to match based on the presence of certain fields in the
HTTP response header, such as Content-Type or Date, rather
than simply matching based on the payload beginning with
“HTTP” as the other tools do.

World of Warcraft: The World of Warcraft protocol was
recently re-designed as part of a game expansion released in
late 2010. The rulesets for L7 Filter that we were using had not
been updated to account for this change, so L7 Filter classified
the World of Warcraft traffic in our trace as Unknown. Tstat
did not support World of Warcraft and was therefore unable
to classify the traffic in the trace.

XMPP: All tools correctly classified the XMPP traffic.

YouTube: Again, L7 Filter was unable to correctly identify
many of the HTTP flows in the YouTube trace, although it
did successfully classify the flows used to stream the video
content. Over half of the flows were reported as Unknown
by L7 Filter but these flows only accounted for 5% of the
observed traffic. L7 Filter also misclassified some of the
account login traffic as Skype.

VII. CONCLUSION

In this paper, we have presented an evaluation of the accu-
racy of several payload-based open-source traffic classifiers.
The evaluation was performed by running each of the classi-
fiers against a series of packet traces, each containing traffic
belonging to one of a variety of popular Internet applications.
The contributions of this work are twofold. First, we have
validated and confirmed earlier studies that had indicated that
the classifications produced by L7 Filter are not a reliable
source of ground truth. Unlike previous efforts, we have
evaluated the effectiveness of L7 Filter on a per-application
(rather than per-category) basis and have documented the
causes of many of the incorrect classifications.

We have also demonstrated that the failures of L7 Filter
are not indicative of payload-based techniques as a whole, as
was inferred by Dusi et al. [9]. nDPI and libprotoident were
successful at correctly classifying most (although admittedly
not all) of the applications that we examined and only one
of the evaluated applications could not be classified by both
tools. nDPI’s ability to subclassify HTTP traffic suggests that
it is the best option, provided full-payload packet capture is
available. If not, our results demonstrate that libprotoident
offers excellent accuracy given the minimal amount of payload
required and is therefore worth consideration as an alternative.

As a final point, we note that L7 Filter has been frequently
used as a source of ground truth by the traffic classification
research community for several years, but our results suggest
that it should be abandoned in favor of more reliable and
accurate classifiers. L7 Filter’s protocol signatures have not
been updated since 2009 and many of the signatures that are
present are either wrong or flawed, particularly the signatures
for identifying web and SSL-encrypted traffic. Therefore, we
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wish to emphasize that there is little reason to continue using
L7 Filter for this purpose, especially when libraries such as
libprotoident and nDPI are freely available to researchers and
have been shown to be more accurate than L7 Filter.
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