Wireless Sensor Networks (WSNs) will play a fundamental role in the future Internet-of-Things (IoT), with millions of devices actively exchanging confidential information with each other in a multi-hop manner. Ensuring secure end-to-end communication channels is crucial to the success of innovative IoT applications, since they are essential to limit attacks’ impacts and avoid exposure of information. End-to-end security solutions, like IPsec or DTLS, do not scale well on WSN devices due to limited resources. In this chapter the optimized two-way authentication solution for tiny devices (TinyTO) combines end-to-end secured communication with WSN design. TinyTO provides confidentiality and integrity within a fast and secure handshake, works with public-key cryptography, and uses Elliptic Curve Cryptography (ECC) for message encryption and authentication. ECC lowers the resource consumption and suits devices with 10 kByte RAM and 100 kByte ROM. TinyTO does not need a network-wide shared secret, it is application-independent, and it supports in-network aggregation.
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