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Introduction

The Department of Informatics (IFI) of the University of Zurich, Switzerland works on
research and teaching in the area of computer networks and communication systems.
Communication systems include a wide range of topics and drive many research and
development activities. Therefore, during the autumn term HS 2022 a new instance of
the Internet Economics seminar has been prepared and students as well as supervisors
worked on this topic.
Even today, Internet Economics are run rarely as a teaching unit. This observation seems
to be a little in contrast to the fact that research on Internet Economics has been es-
tablished as an important area in the center of technology and economics on networked
environments. After some careful investigations it can be found that during the last ten
years, the underlying communication technology applied for the Internet and the way
electronic business transactions are performed on top of the network have changed. Al-
though,a variety of support functionality has been developed for the Internet case, the
core functionality of delivering data, bits, and bytes remained unchanged. Nevertheless,
changes and updates occur with respect to the use, the application area, and the technol-
ogy itself. Therefore, another review of a selected number of topics has been undertaken.

Content

This new edition of the seminar entitled “Internet Economics XVI” discusses a number of
selected topics in the area of Internet Economics.
The first talk, Talk 1, provides an overview of the future of digital user-to-user com-
munication techniques, highlighting its economic aspects and market potential. Talk 3
discusses Ransomware from an economic and technical point of view, analyzing whether
companies should pay the ransom to the attackers. Talk 5 presents an overview of crypto-
related scams and their key properties. Furthermore, it shows the detection techniques
of cryptocurrency scams. Talk 6 introduces the Business Process Compromise (BPC)
attacks, elaborating on the reasons for their success and the consequences they caused.
Besides, it suggests countermeasures which could help to prevent becoming a victim. Talk
8 explores, on the one hand, the technical aspects of pulse-wave Distributed denial of ser-
vice (DDoS) attacks and, on the other side, the economic aspects related to the actors
involved in such an attack. Finally, Talk 9 investigates the relationship between consumer
trust and Internet of Things (IoT) products by diving deeper into the privacy concerns
IoT product categories display, analyzing consumers’ attitudes toward IoT devices and
reviewing public policy and economic implications regarding the privacy concerns for IoT
products.
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Seminar Operation

Based on well-developed experiences of former seminars, held in different academic en-
vironments, all interested students worked on an initially offered set of papers and book
chapters. Those relate to the topic titles as presented in the Table of Content below.
They prepared a written essay as a clearly focused presentation, an evaluation, and a
summary of those topics. Each of these essays is included in this technical report as a
separate section and allows for an overview on important areas of concern, sometimes
business models in operation, and problems encountered.
In addition, every group of students prepared a slide presentation of approximately 45
minutes to present its findings and summaries to the audience of students attending the
seminar and other interested students, research assistants, and professors. Following a
general question and answer phase, a student-lead discussion debated open issues and
critical statements with the audience.
Local IFI support for preparing talks, reports, and their preparation by students had
been granted by Alberto Huertas, Bruno Rodrigues, Chao Feng, Christian Killer, Eder
John Scheid, Eryk Schiller, Jan von der Assen, Katharina O. E. Müeller, Krzysztof Gogol,
Muriel Franco, and Burkhard Stiller. In particular, many thanks are addressed to Chao
Feng and Bruno Rodrigues for organizing the seminar and for their strong commitment
on getting this technical report ready and quickly published. A larger number of pre-
presentation discussions have provided valuable insights in the emerging and moving field
of communication systems, both for all groups of students and supervisors. Many thanks
to all people contributing to the success of this event, which has happened in a lively
group of highly motivated and technically qualified students and people.

Zurich, January 2023
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Chapter 1

New Means of Communication - Sending
Emotions through the Air?

Jordi Küffer

Mobile communication has long become irreplaceable for our daily lives. Just a few years
ago we were not able to access the internet on our mobile devices. Today we are doing
this hundreds of times a day with enormous speeds. 5G networks that are being deployed
right now are once again bringing new specifications and opportunities to mobile. But
researchers are already wondering what the next generation networks will be like.
To date, each generation has brought new innovations and means of communication with
it. In this paper we present a look back at the technology and repercussions of previous
generation as well as a look ahead on 6G network visions. We are also evaluating new
means of communication that could be stimulated by 6G. For each major user-to-user
communication technology, we present our views for its future market potential.
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1.1 Introduction

Mobile communication is gaining popularity every year. In Switzerland alone, the num-
ber of landline subscriptions has dropped to less than 40 per 100 inhabitants while mobile
subscriptions have been steadily increasing [2]. The different generations of mobile com-
munication each stimulated new technologies in user-to-user communication.
1G, for example, has brought voice calls among mobile phones and landlines. 2G enabled
Short Message Service (SMS) communication, 3G brought the internet to the palms of our
hands, 4G stimulated the internet of applications and 5G is said to stimulate the internet
of things [23]. Although most users have just become accustomed to mobile broadband
provided by 4G, like on-the-go video calls or sharing snap videos of day-to-day lives on
the internet, 5G is now being deployed, and society has yet to fully benefit from the 5G
repercussions. Certainly, new mobile communication generations carry a lot of potential
for emerging communication technology businesses and markets.
But what will the potential brought forward by the next generation be? Current research
suggests that 6G could enable terabit-per-second links [34]. This could make science-
fiction technology feasible as for instance holographs would require a data rate of approxi-
mately 4.32 Tb/s. The idea to further digitize the human senses and transfer them across
networks [23] expands the concept of digital communication even more. We might even
be able to send emotions through the air soon enough...
The goal of this paper is to understand the previous mobile communication generation in
terms of technology and innovations to then analyze the current research on 6G and future
means of communication stimulated by 6G. Furthermore, it should discuss the economical
aspects and market potential of these new communication technologies.

1.2 Methodology

To understand the mobile communication generations, the author gathered relevant lit-
erature by searching publication databases such as ACM, IEEE, Elsevier, Springer, and
MDPI for literature on previous mobile network generations. The author then summarized
the most relevant findings in his paper. To achieve this the keywords ”mobile networks
evolution”, ”1G to 5G”, ”communication technologies”, and similar were used.
The same approach was taken to understand the current opinions in the field of 6G
research. Finally, the author presented published research on visionary means of commu-
nication and their market potential and feasibility with 6G mobile communication as well
as his own opinions on these topics.
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1.3 Previous Mobile Communication Generations

The evolution of mobile communication has profoundly changed our everyday lives gener-
ation after generation. Every new generation introduces new innovations and capabilities
to mobile users. In this chapter, we want to take a look at the evolution of these gener-
ations and understand technical aspects, applications & innovations as well as challenges
and the need for the next generation.

1G

The first mobile generation was introduced in the 1980s and was still an analog system
[28]. Its main use case was voice communication and was implemented by using frequencies
around 900MHz [29]. It used frequency division multiple access(FDMA) for modulation
and provided up to 2.4 kbps [22].
Even though the voice quality was good, the capabilities were still very limited. Fax
communication was only available partly and communication across borders, unlike with
existing landline networks, was basically impossible as the systems were incompatible and
often completely different equipment was needed. [20]

2G

With the introduction of digital modulation schemes such as Time Division Multiple
Access (TDMA) [22] the systems progressed noticeably. In the beginning, speeds up to
64kbps were possible and new means of communication like the short messaging service
(SMS) or multimedia message service (MMS) were developed [22].
The regulation also moved from state-owned monopoly operators to an open competition
for multiple operators chosen by regulators [20]. Despite many new technologies, ”Global
System for Mobile Communications” (GSM) became the standard and was the first one
to support international roaming to enable users to use their mobile phone connections in
different countries [22]. This was enabled by the need for standardization. Organizations
like the 3rd generation partnership project (3GPP) were formed to continuously work on
standardizations for cellular networks in the future [7].
During the second generation, mobile phones became progressively smaller, lighter, and
also smarter [20]. Along with the progression of the internet the desire to interconnect
was fueled, and for that much higher speeds were needed.

3G

The third generation introduced much higher speeds, in local coverage areas up to 2Mbps.
This really enabled users to connect to the internet on the go. For the first time, users
were able to check their emails or open a website with their mobile phones [20; 22].
In 3G the main technology was Universal Mobile Telecommunication System (UMTS),
which used Code Division Multiple Access (CDMA). It was this technology that promised
a never seen 2Mbps connection. But it seemed like the technology was not able to live up
to that promise in most cases. Additionally, UMTS faced competition by rising WLAN
technology that provided cheap and high bit rates. It was clear that the next generation
was in need of different technology to further progress data transmission speeds. [20]

4G

While 3G introduced higher data transmissions over cellular networks and connected our
phones to the internet, the fourth generation improved the user experience by a multiple.
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Only with speeds of hundreds of Mbps or even 1Gbps [22] it became feasible to really
enjoy videos on the go, browse the internet, or use intensive communication technologies
like video calls.
[20] describe 4G as a ”cleverly modified copy of WLAN, which has proven to be an ideal
technology for high-speed wireless communications.” They also state that it is based on
orthogonal frequency division multiplexing (OFDM) which allows for combating the delay
spread challenge.
During the past years, data transmission has seemingly exploded. Especially video stream-
ing has and will further increase the amount of handled data by wireless networks. Addi-
tionally, the number of mobile devices has been rapidly growing. [14] 4G could not keep
up with these rising demands for mobile network capabilities.

5G

With millimeter-wave (mmWave) communications, 5G is already able to achieve a max-
imum of 20Gbps peak data transmission [35]. Today 5G is still in its early stages but it
is said to support massive machine-to-machine communication and highly stimulate the
platform of the Internet of Things (IoT) [20].
With these specifications, 5G cellular networks are enabling industry applications [15] and
extend their capabilities beyond individual cellular usage.
Although some industry applications like telesurgery in e-health might already be limited
by the capabilities of 5G networks [26].
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1.4 6G: The Next Generation

During the past four decades, mobile communications have advanced over four genera-
tions, beginning the fifth right now. Each of the generations introduces new technology
and new innovations. The exploration of higher frequency spectrum has led to increas-
ing channel capacity and speeds. These advancements also had a tremendous economic
impact. The number of mobile subscriptions amounted to 8.335 billion in 2020 [9]. Each
subscription is connected to a mobile device, presumably most being smartphones but
also laptops, tablets, smartwatches, and IoT devices. Which are in turn all connected to
a wide range of digital applications.
Research for the sixth generation has already started and visions and requirements for 6G
mobile networks are being formulated.

Figure 1.1: Evolution of cellular networks, from 1G to 6G, with a representative applica-
tion for each generation [23].

1.4.1 Vision of 6G Networks

The visions of 6G networks focus on a highly digitized, fully connected, and data-driven
information society. The Annual mobile data usage is expected to more than threefold by
2024 [3]. With these assumptions, researchers (most notably [35; 23] envision:

• underwater and space communication

• massive IoT connectivity

• fully autonomous vehicles supported by 6G Networks

• extremely low power communications

• ultra high definition video streaming

To allow these use cases 6G networks should be able to deliver a much higher data rate (>
1 Tbps) by using TerraHertz Communications. With decreasing wavelength the energy
and bandwidth increase [23]. To provide ubiquitous access effective integration of satellites
in non-terrestrial networks as well as underwater networks will be needed [30]. A selection
of important key performance indicators (KPIs), applications, and characteristics of 6G
networks and the comparison to their predecessors are listed in Figure 1.2.
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Figure 1.2: Network features of 4G to 6G simplified from [35]

1.5 Visionary Mobile Communication stimulated by 6G

The current visions of sixth-generation mobile networks indicate another massive techno-
logical advancement. With the increasing need for remote communication and interaction,
we are expected to see many new innovations in the upcoming years following the deploy-
ment of 6G networks.
Will it be groundbreaking technologies like communication involving all five senses or will
the current means of communication mainly increase in quality and user experience? In
this chapter, we want to analyze which means of communication could be possible with
the 6G specifications.

1.5.1 Virtual Reality (VR)

The technology and idea for virtual reality have been around since the 1960s [33]. But it
has been very recently that the hardware and software are affordable and of high quality.
The worldwide market revenue for consumer and enterprise Virtual Reality currently
(2022) is 11.97 billion US dollars and is expected to grow by around 17 billion dollars
until 2026 [1].

1.5.1.1 Metaverse

With the rising interest in virtual reality and virtual worlds, the term metaverse has
been gaining popularity. It describes a post-reality universe, an interconnected web of
social, networked immersive environments in persistent multi-user platforms [16]. The
most notable brand associated with the metaverse according to a survey published by
Ipsos [12] is Meta (formerly known as Facebook), which is investing massively in a future
driven by virtual reality.
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(a) Meta Horizon Worlds [6] (b) The Sandbox [11]

Figure 1.3: Example of metaverse avatars

Facial expressions are very important when it comes to nonverbal communication. They
play an important role in conveying emotions. [13] We are already used to reading the
feelings and emotions of our communication partner(s) in real life. This is likely why
difficulties with collaboration and communication have been one of the main struggles
when working remotely [10].
Meta’s newest headset (Quest Pro) now also introduces face tracking to mimic facial
expressions to your virtual avatar [8]. With technology like this, it might be possible to
better communicate emotions in VR meetings or when participating in the metaverse.
However, there are still some limitations to this. The visual quality of avatars is still very
low (Figure 1.3). Increasing the resolution would currently overload available network
bandwidth and further increase computation overhead and latency [18]. Even though 5G
is said to make advancements in mobile VR, it will not be possible to introduce a truly
immersive mobile experience with current networks. 6G on the other hand could be able
to provide the required specifications. [23]

1.5.1.2 Market Potential

The innovations in the VR space will continue to reshape our digital lives. As previously
mentioned the VR market is growing rapidly. 5G networks will push the potential even
further and might cause the technology to become more mainstream.
Let’s assume 6G will be able to provide a fully immersive VR experience wherever you
go. Accompanied by a headset that is lightweight and portable, more like glasses, it could
have the potential to replace our smartphones as personal devices. The current global
smartphone market revenue is estimated to be almost 500 Billion US dollars [5].

1.5.2 Holographic-type communication (HTC)

After introducing the possibilities to enhance communication through virtual reality, we
can introduce extended reality (XR) with an example of holograms.
HTC describes the transmission and interaction with a holographic. Holographs, not to be
confused with 3D graphics, add parallax which allows the user to look at the holographic
from different angles. [19]
The advantages of HTC are quite similar to those of VR communication. Increasing
the presence of the communication partner by allowing non-verbal communication and
increased interaction possibilities. [23] suggest that ”a raw hologram, without any com-
pression, with colors, full parallax, and 30 fps, would require 4.32 Tb/s.”This requirement
would already be very demanding for 6G visions but may still be possible.
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1.5.2.1 Market Potential

Assuming 6G networks will be able to support HTC, with the current visions it will most
likely only be the early adoption of this type of communication. It might not be able
to provide a high-quality standard, possibly like the quality we are seeing across VR
platforms today.
In this scenario, we will most likely not see HTC replace our daily communication. Instead,
it could be focused on very important business meetings or applications in e-Health like
remotely diagnosing patients or telesurgery [26]. It would still be a huge technological
advancement with many parties willing to invest and push the technology further in the
mainstream direction.

1.5.3 Brain Interfaces

Traditional means of communication present certain limitations when it comes to express-
ing abstract constructs or emotions. This is why neural engineers have already spent years
developing new technology to overcome these limitations [31]. Brain-computer interfaces
already allow humans to control prosthetic limbs [32]. More recently researchers were
able to create the first non-invasive multi-person direct brain-to-brain interface (BBI)
called BrainNet [24]. Brain activity is recorded and decoded using electroencephalogra-
phy (EEG) and then transmitted over the internet to a receiver whose brain is in turn
magnetically stimulated. [24] suggest that using a cloud-based BBI server could make
BrainNet globally operable and potentially open new frontiers in human communication
and collaboration.
With continuous research in this field, the technology might be much more advanced by
the deployment of 6G networks. 6G networks could make this technology mobile which
could increase availability and interest. Currently, there is limited research linking 6G
networks with brain-to-brain interfaces, thus making assumptions purely hypothetical.
The combination of using BBIs and VR technology seems particularly interesting. A
truly immersive VR experience combined with the possibility to control your avatar with
your thoughts on top of communicating with other users through tech-boosted telepathy
really paints the picture of how far we could get.
There have also been studies with invasive devices, meaning implants. Yet these methods
carry risks associated with surgical procedures, which decreases the potential of future
commercial applications [25].

1.5.3.1 Market Potential

Because the widespread application of brain-to-brain communication interfaces still is
a futuristic vision, only hypotheses about future market potential are possible. However
brain-computer interfaces (BCI) are already more advanced and the global market revenue
is expected to grow to 283 million US dollars until 2025 [4]. After the adoption of BCIs, we
could expect BBIs to gain more traction. As of now concerns about safety and long-term
effects might decrease consumer interest in brain-to-brain interfaces.

1.5.4 Emotion Detection

While instant messaging still is a very popular form of communication, we have long
surpassed the sole usage of letters and numbers when texting. Emojis and their emoticon
ancestors deal with the lack of opportunity to share non-verbal cues [27]. The usage of
such emojis has gained a lot of popularity as almost half of all verbal messages shared
on digital platforms include emojis [17]. Still, users have to pick and choose which ones
represent their current emotional state often leaving room for interpretation.
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[21] presents a variety of technologies that could be used to automatically detect emotions.
They conclude that emotion detection is a thriving field of research and expect more
advancements to be made in the coming years. Visions include that emotions could be
detected automatically by a multi-modal system and shared instantly, opening a bunch
of creative doors for communication applications.
6G could provide the necessary foundation to be able to process the input information
in real-time and mobile, assuming detection algorithms will be computationally intensive
and done remotely.

1.5.4.1 Market Potential

As [21] pointed out, the interest of companies in collecting affective information about
their clients has created a new market for established firms or startups to enter. The
economical incentive behind collecting and interpreting this data seems to bring large
potential. Microsoft for example is developing the Emotion API which can detect emotions
from facial expressions in pictures or videos [21]. Although the current focus is not in user-
to-user communication, as the technology advances application programming interfaces
like the mentioned Emotion API can be used to build user-to-user focused applications.
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1.6 Evaluations and Discussions

Understanding the evolution of mobile networks helped us to identify trends in user-
to-user communication. Each generation revolutionizes mobile communication in some
areas. Most recently 4G networks brought higher speeds to mobile devices, enabling
video streaming and user-friendly internet surfing. The communication method brought
forward by 4G is video calling. 5G is currently being deployed, and using mmWaves
introduces a much lower latency and larger data rate. With 5G networks, we will see the
connection between people and things rather than only people.
Researchers are now wondering which technology 6G is stimulating. Visions include a
fully digitized society with 6G networks facilitating the interaction of people and the
world. We discovered four major means of communication that are gaining momentum
and where 6G could provide further stimulation.

Communication Technologies

Virtual Reality is forecasted to gain popularity with large companies like Meta heavily
investing in the space. The metaverse provides a virtual world where users can meet and
interact digitally. New headsets like the Quest Pro continue to make the experience more
immersive and user-friendly for example by introducing face tracking to bring the user’s
facial expressions to the avatar. Facial expressions have been shown to be important when
it comes to communicating emotions. 6G networks could be able to provide the necessary
specifications to introduce higher quality and a truly immersive experience to VR users.
So that user-to-user communication can be experienced almost like in real life.
Another technology often connected to 6G visions is Holographic-type communication.
We compared the effects of HTC in terms of emotional communication to communication
in a truly immersive metaverse and concluded that the same advantages of enabling non-
verbal communication apply to HTC.
We also discussed current research on brain-to-brain interfaces and discovered BrainNet
as the first non-invasive multi-person direct brain-to-brain interface. Due to limited lit-
erature connecting 6G and brain interfaces we were only able to hypothesize about the
advancements in BBI technology and their potential to utilize mobile internet connections
to transmit thoughts.
Finally, we discussed automatic emotion detection and the possibility of using multi-modal
systems to capture body signals and translate them into emotions. This technology could
stimulate a variety of creative communication applications in the future. 6G networks
could provide the necessary data rate and latency to perform emotion detection online
and enable this technology on our phones.

Economical Aspects

In terms of economical potential, we realize that HTC as well as BBI technology is still in
a very early stage and possibly will not be consumer ready with the first deployments of
6G networks. The market for these types of communication could be very large as soon
as the technology is sophisticated enough to provide a safe and user-friendly experience.
VR on the other hand is a very relevant industry that is projected to grow very quickly
in the coming years. Companies like Meta are heavily investing to be the key player in
this space. With the increasing quality of hardware and software, VR devices have the
potential to become our day-to-day devices.
Emotion detection is another growing field of research and companies are starting to gen-
erate value by monetizing APIs that afford to detect emotions from different inputs. We
see potential in utilizing this technology to integrate it into communication applications.
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Future Research

This paper focused on a few communication methods that are currently discussed in rela-
tion to 6G networks. However, with researchers closing in on the vision and requirements
of 6G networks, there are more technologies available that could be brought in connec-
tion with 6G and show how 6G could improve or evolve these systems. It could also
be interesting to investigate which means of communication will be eradicated with 6G
networks.

1.7 Conclusion

The future of digital user-to-user communication is closing in on the real-life experience.
In the past video calling has introduced a visual component to digital communication,
making the users feel more involved in the conversation. New technologies expand on
this idea and introduce 3D visual components to communication. We have seen that by
transmitting more and more non-verbal signals to the communication partner, we are able
to understand them beyond their words. Understanding emotional signals thus becomes
more and more possible. Technologies that are still early in the development phase have
shown means of communication that even go beyond the real-life experience enabling users
to share and receive thoughts. With these technologies in mind and the advancements
to be made until 6G deployments we conclude that new means of communication really
could be able to send emotions through the air and even enabling this experience on
mobile devices with 6G networks. We have also shown the market potential behind these
technologies to be promising, some markets being worth billions of dollars already.
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Chapter 3

An Economic Analysis of Ransomware
Attacks: Should Companies Pay or Not?

Mark Rueetschi

Ransomware attacks can be described as hackers targeting organization’s systems and en-
crypting all the data available. After that, they demand the payment of a ransom to
restore access to the system. Additionally, the attackers frequently are threatening to leak
the stolen files online.
This kind of attack became an increasing threat over the last years and caused enormous
economic impacts. The cybersecurity market is reacting and growing rapidly as companies
invest in different countermeasures. Politics and government agencies are also reacting
to the increasing threat. However, the payment of ransom is still a frequent approach
followed by targeted companies.
This work focuses on the following question: Should a company pay for a ransom or not?
To answer this question, a game-theoretical analysis will be conducted. It will show, why
it might be beneficial for criminal hackers to be fair to their victims.
The theoretical results are compared to observations on ransomware attacks. These find-
ings show that hackers are not always acting like theory suggests. Even if paying the
ransom might be a feasible option from an economic point of view, observations show,
that it is very unlikely for victims to regain full access to their files. Additionally, there
are more dimensions to be considered, which are legal aspects, reputational damage and
becoming attractive for further ransomware attacks. Therefore it is better not to pay a ran-
som. Organisations should invest in countermeasures and increase awareness instead.
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3.1 Introduction

Ransomware attacks became one of the most dangerous economic threats over the last
years. In this section, the evolution of ransomware, the business models of ransomware
gangs, and different counter measures are introduced and discussed.

3.1.1 Evolution of Ransomware

One of the first appearance of ransomware was the, so called, AIDS virus. A floppy disk
was sent to researchers around the world labelled with information about the AIDS virus.
After a defined number of restarts, the screen of the computer would be locked. To un-
lock the screen again, a letter with cash should be sent to Panama [1; 2]. This kind of
ransomware that locks a computer to prevent access is called locker ransomware [1].
Today, the most common is a more advanced type of ransomware called crypto ran-
somware. This type of ransomware encrypts the data on a computer to make it unusable.
To regain access, a decryption key is needed. The hackers ask for a ransom payment in
exchange for this key. A prominent example was WannaCry [3]. It used a flaw in the win-
dows operating system and was able to spread itself. Therefore, it was able to infect many
devices around the globe. After the files on a computer were encrypted, it demanded a
ransom payment of $ 300 in Bitcoin. This amount would double after three days [3]. Even
WannaCry infected many devices and became one the more famous ransomware attacks,
it did not generate lots of income for the hackers. WannaCry itself could be cracked very
quickly by cybersecurity experts and only a small number of payments were recognized
[3]. As all transactions were made in bitcoin, it was possible to track all payments to
certain addresses on the blockchain [4].
Bitcoin and other cryptocurrencies enabled large international payments without the need
of a physical exchange of cash. This is a key factor in most ransomware attacks in re-
cent years as it lowers the risk of getting caught drastically for criminals [5; 6]. In the
last years, especially during the pandemic, ransomware became a large economic threat.
Instead of widely spread attacks like WannaCry that aim to infect as many devices as
possible, hackers conducted more targeted attacks on large organisations [1]. Ransomware
gangs are targeting organisations that handle sensitive data, where they can extort more
money. The most affected sectors in 2021 were Government, Education and Healthcare
[7].
Due to the increasing threat and the economic damage [8], government agencies agencies
and politic are getting involved in order to fight ransomware attacks. After the attack on
colonial pipeline, the US president Biden addressed the Russian president Putin directly
about this problem. This attack took the largest pipeline in the United States out of
operation. Most of the east coast could not be supplied with oil causing disruptions on
gas stations and in aviation [9; 10]. Interpol listed ransomware as second highest threat
after money laundering in their 2022 global crime trend report [11].

3.1.2 Ransomware as a Service

Ransomware gangs became more professional and better organized. While earlier forms or
ransomware attacks were conducted by developers itself, ransomware gangs are undergoing
an evolution and specialization [12]. In spring of 2022 the hacker group CONTI got hacked
and suffered a data breach. The leaked data contained protocols from communication
with affiliates as well as internally. With these protocols, the internal structures of the
hacker group were reverse engineered. It showed an organization similar to a modern
company with 80 to 100 employees. They had teams for development of own software and
for reverse engineering of anti-virus software. Additionally, they had a human resources
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and a financial department. Another team was responsible for handling the negotiations
with their victims. They were even recruiting staff on regular job-websites and they paid
regular salary [13; 14; 15].
Modern affiliate attacks are often conducted by a collaboration of large groups like CONTI
and their affiliates. The affiliate groups are handling the network access and disrupt the
victims’ system. Therefore they use the ransomware provided by CONTI or other groups
[15]. Typically, the provider of the ransomware handles the negotiation and the payment
as well. In the end, the split the their profit from the ransom payment. Mostly the larger
share of the profit goes to the group that conducted the attack and compromised the
system [16].

3.1.3 Countermeasures

A ransomware attack has high economic consequences for a company. Mostly they will
have to rebuild their systems in a more secure way than before the attack. On top of
that, they are often taken out of business [17]. Companies are investing a lot in counter-
measures. The cybersecurity market generated a total revenue of $ 176 Mio. in 2021 and
it is expected to grow rapidly in the upcoming years [18].
In most ransomware infections, human error is involved [19]. The most common way of
a ransomware infection is via phishing e-mails that contain malicious links or files. Most
companies that invest in cybersecurity also invest in awareness-training for their staff
[19].
Another weakness that is often used are stolen credentials [20]. To reduce the risk of
an infection due to stolen or weak credentials, companies should enforce two-factor-
authentication for their logins [14]. An additional point of access for is outdated software.
Vulnerabilities often get patched by software providers quickly, but hackers are still able
to use it on devices that have not been updated [21]
In addition to staff training and awareness, companies invest in technical measures like
firewalls and malware scanners. These technologies aim to reduce damage by detecting
an infection early [14]. Probably the most important countermeasure is to have regular
backups of a company’s system. Optimally, these backups should be stored offline, in
order to prevent an infection [14]. In case of a ransomware infection, this should ensure
that the company is able to recover quickly without having to pay a ransom and reducing
the costs of such an attack [16].

3.2 Related work

Chesti et al. [1] analysed the evolution of ransomware and gathered data on affected sys-
tems and countries with the most attacks. They also analyzed different entry methods of
ransomware and suggested several countermeasures. Other authors looked at the business
models of ransomware gangs [2; 4]. While Cartwright et al. [2] looked at the economics
around ransomware and their welfare consequences, Oosthoek et al. [4] were tracking
Bitcoin payments to analyze the market around ransomware attacks. They were able to
associate a large set of Bitcoin addresses to several ransomware gangs. However, the focus
of these papers was rather on widely spread ransomware attacks than on targeted attacks
on organisations. The focus of this report is on targeted attacks on organisations rather
than widely spread attacks.
Two other theoretical papers are conducted for this report. Both are using game theory
to analyze the behavior of hackers and victims during a ransomware attack [8; 22]. The
theoretical part of this work will be based on their studies.
There are different cybersecurity companies observing the current development of ran-



26 An Economic Analysis of Ransomware Attacks: Should Companies Pay or Not?

somware. Cyberseason [23] and Sophos [24; 25] are conducting surveys every year. Their
reports contain global statistics and give a good overview on ransomware attacks and
caused damage. Sophos considered organisations with 100 to 5000 employees for its sur-
vey [24], while Cyberseason asked cybersecurity professionals from companies with 700
or more employees [23]. Trend Micro Research [16] conducted an in depth analysis of
ransomware business models combined with case studies and research in the darknet.
In this report, the theoretical behaviour modeled with game-theory will be compared to
findings on ransomware attack in recent years.

3.3 Approach

To answer to question if a victim should consider paying a ransom or not, incentives
to take certain actions on both, the hackers’, and the victim’s side, will be analyzed.
Therefore, a game theoretical approach of a sequential game will be used, meaning that a
player knows about every previous decision and actions are happening sequentially [26].
Costs and benefits of every possible outcome can be compared to find an optimal outcome
for each player.
The model is based on several assumptions. Both players are acting rationally. Moral
reasoning or legal aspects are neglected. Therefore, legal consequences for the hackers will
be neglected as well. This model will also not take multiple attacks on the same victim
into consideration.
However, effects of multiple attacks on multiple victims will be discussed. In most cases of
ransomware, there is a possibility to communicate with the hacker which give the option
for bargaining [8]. This might affect the height of a ransom payment. For simplification,
in this analysis, bargaining will not be considered.
A hacker decides to conduct a ransomware attack on one or many computers. This effort
causes initial costs of Cinitial to the hacker. For simplification, Cinitial will be omitted
in the following model. However, it should not be ignored, as it might be an important
cost factor to the hackers. A victim sees all files on its computer encrypted and the
hackers asking for a ransom payment in order to return access to the files. This will be
the starting point to all the following game theoretical scenarios. After the theoretical
analysis, a comparison to findings on ransomware attacks in recent years is conducted.
The goal is to find out how hackers and victims are acting in ransomware scenarios and
whether it aligns with their theoretically optimal strategies.

3.3.1 Base Case

In the first stage of this two-stage game, the victim faces an encrypted computer and a
demand for a ransom payment R. The victim gets to decide whether to pay the demanded
ransom or not [8]. In the second stage of the game, the hackers receive the information
if the victim has paid or not. Based on that information, the hackers decide to return
access to the file or to destroy them. As the hackers are criminal, there is no guarantee for
the victim that any files are returned. The hackers might destroy them even if the victim
paid the ransom [8]. Returning the files will bring small costs of Creturn to the hackers.
These costs come from support that is needed to restore corrupted files. If the files are
destroyed, the victim faces very high costs for rebuilding the systems Cdamage. The cost
structure looks as follows:

Cdamage >> R >> Creturn

The payoffs U for every possible outcome will look as follows:
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Figure 3.1: Game-Theoretical Model - Base Case (based on [8; 22; 26])

3.3.2 Double Extortion Scheme

A common practice of hackers is to steal data from the victim’s system. This allows the
hackers to threaten the victim to leak the stolen files online [16]. It would bring additional
costs of Cleak to the victim. This practice is called double extortion [4]. Within the game-
theoretical model, this would add a third stage to the game. The first two stages are
similar to the base case. After the hackers have decided whether to return access to the
files or not, they can decide to leak them or to destroy them. Different combinations of
both hackers’ decisions lead to different payoffs. For that reason, the decision to leak the
files or not is considered as independent from the decision of restoring access [8; 22]. The
cost structure looks as follows:

Cdamage >> R >> Cleak >> Creturn

This leads to the following possible payoffs:

Figure 3.2: Game-Theoretical Model - Double Extortion (based on [8; 22; 26])
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3.3.3 Possibility to Sell Stolen Files

Li and Liao [22] suggest that selling the stolen data could be an additional way for hackers
to increase profit. The game-theoretical model would remain a three-stage sequential game
and the first two stages are the same as in the base case. Instead of deciding to leak the
stolen files or not, the hackers get to decide whether to sell the files or not [22]. It is
assumed that sold data causes similar damage to a victim than leaked data. This leads
to the following possible payoffs:

Figure 3.3: Game-Theoretical Model - Data Selling (based on [22; 26])

3.4 Results

In this section, the outcomes of the game-theoretical models are compared and the factor
of willingness to pay is introduced. The game-theoretical models and the willingness to pay
are used to explain incentives for certain actions of hackers. Similarly, the incentives for
victims regarding ransomware attacks, are analyzed. Lastly, observations on ransomware
attacks from recent years are collected from different reports.

3.4.1 Willingness to Pay

Looking at the payoffs for all possible outcomes in the base case, it is noticeable that the
payoff for the hackers is always by Creturn higher if the files are destroyed. Considering
only one game, rational hackers would therefore destroy the files, no matter if the victim
paid the ransom or not. This changes if multiple attacks with multiple victims are taken
into consideration. If the victims knew that hackers would never return access to their
files, they would never pay the ransom and just accept the cost to rebuild. On the other
hand, if the victims would be certain about getting access to their files back, they would
pay the ransom if it is smaller than Cdamage [8; 22].
This shows that trust is an important factor on the willingness to pay of a victim. Will-
ingness to pay W states the maximal amount a victim is willing to pay in order to regain
access to its files. It is not necessarily equal to the demanded ransom R. In the base case,
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a victim would pay the ransom if:

R < W = t ∗ Cdamage

R Ransom
W Willingness to pay
t Trust 0 ≤ t ≤ 1
Cdamage Total costs due to lost files

based on [8; 22; 26]
The possibility to leak stolen files causes additional costs to victims. This influences their
willingness to pay an therefore the amount of a possible ransom payment:

R < W = t ∗ (Cdamage + Cleak)

R Ransom
W Willingness to pay
t Trust 0 ≤ t ≤ 1
Cdamage Total costs due to lost files
Cleak Costs caused due to leaked data

based on [8; 22; 26]

3.4.2 Hackers’ incentives

Hackers are conducting a ransomware attack in order to make a profit. Considering only
one attack, a hacker would never return access to the victims files, even after a payment.
In order to increase profit over multiple attacks, it is beneficial for hackers to have a
reputation of always returning access as victims are willing to pay a higher ransom with
high trust. Rational hackers would therefore always return access to the files in case of a
payment [2; 8].
The other factor on a victim’s willingness to pay is the costs caused by the attack Cdamage.
In order to increase a victim’s willingness to pay, hackers will cause maximal damage to
any victim that does not pay the ransom [8].
To increase the damage to victims and therefore the amount of a possible ransom payment,
hackers are using double extortion schemes. The payoffs for hackers are similar than in
the base case. But if the hackers decide to leak the stolen files, there will be additional
costs for the victim. This increases the amount hackers could demand as ransom. Due
to the similar benefits on the hackers’ side, the incentives remain the same with double
extortion as in the base case. A rational hacker would still return access to the files in
case of a payment and leak the files in case of no payment [8; 22].

3.4.3 Victim’s incentives

Victims have an interest to prevent a ransomware infection in the first place. More effective
countermeasures result in an increase of Cinitial to the hackers. Organisations are investing
in measures like staff training, firewalls, secure networks with VPNs, regular updates and
multi-factor authentication to increase costs of an attack for hackers an therefore the own
risk of an infection [27].
In case of an infection, organisations have an interest in reducing their willingness to pay.
Organisations have no influence on how much they can trust hackers, but it is possible to
reduce Cdamage. One part of Cdamage are costs for rebuilding. The best way reduce these
costs are regular backups of the system. Theoretically backups could bring down costs
for rebuilding to zero [22]. Another way would be a cyber-insurance. However, this does
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not reduce costs for rebuilding, but it moves them to a third party [28; 29].
Second, companies have an interest in minimizing the affected parts of their system. This
would reduce both, costs for rebuilding and costs of a data breach. Therefore, they invest
in countermeasures like anti-virus software and detection tools to detect infections early.
Additionally, they implement an IT governance to make it hard for hackers to laterally
move through the system. Some companies are using a zero trust approach where users
and applications only get the minimal access rights that are needed to fulfil their job
[28; 29; 30]. Considering the possible payoffs on the hackers’ side in the base case and the
double extortion scheme, it stands out that the only way to make a profit is the ransom
payment. Never paying a ransom would prevent hackers from making money and make it
less attractive to conduct further attacks. Therefore, it would cause positive externalities
for other companies [8; 23]. For that reason, it is suggested that companies should never
pay a ransom [1].

3.4.4 Data Selling Ransomware

The possibility to sell stolen data adds another source of income to the hackers’ payoffs.
Hackers could earn the value of the stolen data if they manage to sell it. Hackers do not
depend only on ransom payments, and the victim’s decision to pay, in this case. With
the possibility to sell stolen files, the incentives for hackers change as well. Li and Liao
[22] show that being fair does not necessarily maximize profit. A hacker might still sell
the stolen data, even if a ransom was paid. The hackers’ behaviour is depending on the
value of the stolen data. On the other hand, this would undermine the reputation of the
hackers and therefore reduce the willingness to pay on the victim’s side [22].
The fact that hackers might sell the stolen data even in case of a ransom payment, adds
another level of uncertainty to the victim’s side. The actions of hackers would become
less predictable for victims. This affects the trust factor and therefore reduces willingness
to pay. The total costs remain similar to the double extortion scenario. The victims
incentives remain similar to the previous scenarios, but their willingness to pay would be
lower.

3.4.5 Observations on Ransomware Attacks

According to Sophos [24], there has been an increase of ransomware attacks in the last
years and especially during the pandemic. They recognised an increase in number of
attacks as well as in the amounts paid. Most common in recent years is the double
extortion scheme [4].

Table 3.1: Observations on ransomware payments (based on [23; 24; 25])

2020 2021

Organizations hit by ransomware* 37% 66%
Percentage of attacks that encrypted data 54% 65%

Average recovery costs $1.85 Mio. $1.4 Mio.
Recovery from backup 57% 73%

Companies that paid ransom after attack 32% 46%
Average data recovered after a payment 65% 61%
Full recovery after ransom payment 8% 4%

Percentage of payments larger than $1 Mio. 4% 11%
Percentage of payments smaller than $10’000 34% 21%

*at least one device, not necessarily encrypted
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The hacker group REvil launched a platform to sell their stolen data in the darknet.
However, this platform was not successful, they did not receive any public offer for their
stolen data [16].
Even if data selling was not successful, hackers are trying new ways to extort money from
their victims and to increase the damage they cause. Some hackers are threatening with
DDoS attacks additionally to disrupting the victim’s system and leaking the stolen files
[31]. Others are asking for a second payment after receiving the first one [23]. Once a
company paid a ransom it is very likely that they will be attacked again. Cybereason’s
report claimed that 80% percent of companies which paid a ransom, were attacked again
[23].
Some hackers are checking the stolen data for other victims that could be extorted. A very
dramatic case happened to vastaamo, a psychotherapy service provider. Hackers managed
to steal medical records from their database and threatened to leak them online. First,
the hackers demanded a ransom from the company itself and later blackmailed patients
directly. This caused patient to put additional pressure on vastaamo to pay the ransom
[32].
After being back in business again after a ransomware attack, organisations would have to
invest in rebuilding the system to prevent future attacks [23]. This means that companies
are facing costs for rebuilding regardless of the outcome, at least partially. Overall, reports
suggest that paying a ransom does not pay off [23].
Besides the actual attacks, ransomware gangs and the entire ecosystem are becoming
more professional. Hackers are becoming more specialized. Some hackers are only taking
care of entering an organisation’s network and others are programming new ransomware
[15; 16]. Additionally, there is more collaboration between hackers. There are platforms
where hackers sell backdoors to large companies or platforms where ransomware gangs
are recruiting affiliates [16].
Companies are adapting to the increasing threat as well. Cyberseason reported an average
increase of cybersecurity budget of 20% in 2021. Most of it was used for a cyber insurance,
to hire additional staff, for awareness training and for security technology [23].

3.5 Discussion

The theoretical analysis shows that a reputation of always returning files is beneficial for
hackers and victims. With increased trust, victims are willing to pay a higher ransom.
Therefore, rational hackers would always return access to the encrypted files. But they
would also cause as much damage as possible if a victim does not pay. This holds for
basic ransomware attacks as well as for double extortion schemes. In reality, only few
companies could fully recover after a payment. In 2021 only 61% of infected data could
be recovered after a payment which leaves still a significant damage to the company. Even
if access could be restored, attacked companies would have to invest in their systems to
prevent future attacks.
Selling the stolen data after a ransomware attack could increase profits of hackers. De-
pending on the value of the data, hackers might not always play fair in order to maximize
their profit. This would cause additional uncertainty on the victim’s side. REvil launched
an attempt to sell their stolen data on a platform in the darknet. Observations suggest
that this attempt was unsuccessful. This means, that ransom payments remain the only
source of income from ransomware attacks for hackers. Therefore, hackers still have an
incentive to play fair and return files after a payment.
Observations suggest that hackers are finding different ways to increase damage to their
victims in order to extort a higher ransom payment. Additionally, hackers are threaten-
ing customers and suppliers of their initial victims. On one side, they are extorting them
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directly, on the other side, this increases the pressure on the initial victim to pay the
ransom.
From a victim’s perspective, a payment can be considered if the damage is higher than
the demanded ransom and if it can trust the hacker. However, a payment causes neg-
ative externalities to other companies. For that reason, companies should never pay a
ransom. Never paying a ransom could theoretically bring ransomware attacks to an end
as ransomware attacks would become unattractive for hackers. Observations show that
many companies are paying the ransom and the number increased significantly from 2020
to 2021. Additionally, the average amount of a ransom payment increased drastically
as well. However, only a small fraction of companies could fully recover after a ransom
payment, most companies were still left with a significant amount of damage. Many com-
panies that paid the ransom were attacked again. This shows that a ransomware attack
can not be considered a single event. There are many more consequences that have to
be considered when a victim pays the ransom. Mostly, it is not worth paying the ransom
due to the additional consequences.
On the companies’ side there was an increase in cybersecurity budget and awareness.
More companies could recover from backups after an attack and the average damage de-
creased from 2020 to 2021. This shows that the market is reacting to the increasing threat
of ransomware and countermeasures are showing some effect. Not only companies, also
governments and their agencies are reacting to the increasing threat. Therefore, further
political countermeasures and a broader awareness of the problem can be expected for the
upcoming years.

3.6 Conclusion

Ransomware evolved from small hacker groups to a sophisticated business. And hackers
are finding more ways to cause damage to companies to extort a ransom payment from
them. Due to the increasing threat, government agencies are getting involved to fight
ransomware. The market for cybersecurity in growing rapidly and there are already first
effects observed. More companies are investing in countermeasures and can recover with
less damage from ransomware attacks.
A theoretical analysis suggests that rational hacker will always return access to encrypted
files if a ransom is paid. But the hackers will also cause maximal damage to their victims
in case of no payment. In reality, it was reported that very rarely full access could be
restored even after a payment. Companies are often left with a significant damage after
an attack. Additionally, most companies that paid a ransom were attacked again. This
means that they were facing costs to rebuild their system and to prevent further attacks
anyway. Considering these additional dimensions, paying a ransom is very unlikely to
be the best option. In order to make it unattractive for hackers to conduct ransomware
attacks, companies should have solid countermeasures in place and raise awareness among
their employees.
Governments and cybersecurity companies suggest never to pay a ransom. It would cause
negative externalities by financing further attacks and bring additional consequences to
the organisation. But if your company was suffering under a ransomware attack, would
you not consider paying the ransom? Unfortunately, many businesses are still paying, and
ransomware is expected to be an increasing threat.
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Chapter 5

Cryptocurrency Scams: Overview and
Classification

Dominic Vogel

With the introduction of the blockchain in the year of 2008, new possibilities of a digi-
tal currency started emerging. Solving prior problems, the blockchain serves as a public
transaction ledger, which is not only immutable, but also decentralized and publicly verifi-
able. Specifically, one feature stands out with the blockchain: Pseudoanonymity. Needing
a private key to get access to a user’s wallet, it is difficult to link, who is behind a 28
to 35 characters long alphanumeric address. This benefits scammers, who prefer to re-
main unknown. Moving along developments in such a modern world, scammers adopt
new strategies to get to their victims. Cryptocurrencies have become widely popular in
Internet scams, as a form of payment. Usually with well-known schemes from the stock
market, scammers act on the unregulated markets of decentralized exchanges. These scams
range from Pump-and-Dump scams, to advance fee scams, all the way over to the classic
blackmail. All of these scams existed in the world before cryptocurrencies, yet they have
become threats to new, naive investors who are hoping to make fast money while having
little knowledge on what they are investing in. Since numbers of reported fraud losses
in cryptocurrencies are rapidly increasing, research in detecting these types of scams has
become prevalent and essential. Especially with the use of Machine Learning (ML) mod-
els, automating the detection of scams in the cryptocurrency world would be a huge step
towards less money lost to scammers. However, discussing about different crypto-related
scams can lead to a better understanding of their existence and avoid economical loss.
That is why this report presents an overview of selected crypto-related scams, their key
properties, and how one can detect them.
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5.1 Introduction

The blockchain was proposed in 2008 by an author, or a group of authors, under the
pseudonym Satoshi Nakamoto. It is meant to serve as a public transaction ledger for a new
form of digital currency called Bitcoin [1]. Up until then, there have been some proposals
of electronic cash, yet Bitcoin was the first approach to solve the double-spending problem,
where one could spend the same coin twice. The blockchain successfully combines Peer-
to-Peer (P2P) mechanisms, an application of cryptography, and timestamping principles.
This leads to an immutable, decentralized and publicly verifiable ledger of transactions
[2].
This proposal laid the basis of today’s world of cryptocurrencies. As depicted in Figure
5.1 the market capitalization of the cryptocurrencies has grown immensely over the past
couple of years. As of the first of December 2022, it is at around 854 billion US Dollars.
Comparing this with a year ago, the market capitalization was at 2.2 trillion US Dollars
as per the 31st of December 2021 [3]. This data can be compared with the market capital-
ization of the Swiss stock exchange SIX. According to Statista, it’s market capitalization
was at around 2.37 trillion US Dollars in December 2021 [4]. This comparison shows that
the cryptocurrency market has gained a lot of importance over the past decade and has
become a significant factor when talking about the future of money.

Figure 5.1: Timeline of the cryptocurrency market capitalization [3]

In the English Fairy Tale, “Jack and the Beanstalk”, a boy named Jack trades the family
cow for a sack of magical beans from a mysterious merchant at a market. At home, he gets
scolded by his family for trading one of the only family valuables for something seemingly
worthless. Although later on the beans begin to grow into a giant beanstalk, the initial
moral of the story is, when trading with a stranger, you do not know what exactly you
will get in return. There is an information asymmetry which leads to an uncertainty in
one or both parties which can only be overcome by establishing trust in each other. In
the fairy tale, Jack’s young naivety makes him trust the mystery merchant.
With the ongoing digitalization through the Internet, cybercriminals emerged and started
taking advantage of the abundance of personal information and the possibility of online
and fast financial transactions. As a consequence, one of the most threatening cyber
crimes, identity theft, gained in popularity. Alkhalil et al. defines it as: “impersonating
the person’s identity to steal and use their personal information [...] by an attacker for the
individual’s own gain not just for stealing money but also for committing other crimes”
[6]. Personal data ranges from full names, private E-Mails, passwords or addresses, up to
social security numbers. Since not all of this information is available through the internet,
cybercriminals try to fill the missing gaps by luring their victims into voluntarily giving it
to them. An example of this are the infamous phishing mails. In these scams, victims are
lured onto malicious websites, that visually may look like famous websites (e.g., Paypal)
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and are then asked to enter their personal information like their login credentials. This
is how cybercriminals establish trust over the Internet, by showing the victims familiar
websites and deceiving them into thinking there is no malicious intent. By handing over
personal information, in these so-called phishing scams, possible consequences can be
major losses not only for individuals, but also for companies or even entire governments
[6; 37].
This report presents the cohesion between cryptocurrencies and scams. First, it starts
with the background on cryptocurrencies in Section 5.2. Following, an overview of the
different selected types of scams is detailed in Section 5.3. Next, the detection of scams
is discussed in Section 5.4. Finally, Section 5.5 summarizes and concludes the report.

5.2 Background on Cryptocurrencies

Blockchain technology has laid the ground base for almost all cryptocurrencies, especially
the largest in market capitalization such as Bitcoin or Ethereum [5; 3]. Figure 5.2 depicts
the growth of the amount of different cryptocurrencies listed on CoinMarketCap, a famous
price-tracking website for cryptoassets:

Figure 5.2: Number of cryptocurrencies over the course of 9 years [7]

Figure 5.2 demonstrates the sheer growth that cryptocurrencies had in the past couple of
years. With a market capitalization of over a trillion US Dollars, cryptocurrencies have
grown immensely over the past couple of years [7]. In the following sections, a deeper
analysis into cryptocurrencies and tokens will be presented.

5.2.1 Cryptocurrencies

As of the first of December 2022, there are close to 22’000 different cryptocurrencies in
circulation [3]. Since many of these cryptocurrencies are not active or valuable, disre-
garding these, there are a little less than 12’000 active cryptocurrencies left. As seen in
Figure 5.2, the number of cryptocurrencies approximately doubled each year between 2020
and 2022 [7]. During these years, especially the larger cryptocurrencies regarding market
capitalization, such as Bitcoin and Ethereum, experienced a boom, whereas for example
Bitcoin’s value had a 640% increase approximately a year after Covid-19’s eruption [8].
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Several governments noticed the potential of cryptocurrencies and started implementing
them into their societies, to not only be ahead of the curve, but also to potentially profit
from benefits such as encouraging foreign investments through improvements of the coun-
try’s image. Most examples come from third world countries, such as El Salvador, who
became the first country in the world to use Bitcoin as a legal tender, a second official
national currency [9]. Another example is the Philippines, whose central bank approved
nearly sixteen cryptocurrency exchanges [10]. Although, this has received international
backlash, a slow integration of the use of cryptocurrencies in the daily life can be seen in
other countries. Further selected larger Swiss merchants have started to accept Bitcoin as
a payment option. Examples of larger retail groups include Digitec Galaxus and Lehner
Versand [11]. Even in the service sector, Bitcoin has started to become a relevant payment
method. One luxurious hotel in Zurich, the Dolder Grand, has been accepting Bitcoin as
a payment method by guests since the first of May, 2019 [12].
Scheid et al. defines the blockchain, on which most cryptocurrencies are built, as an “[...]
immutable, decentralized, and publicly verifiable ledger of transactions [...]” [2]. Each
block on the blockchain contains a set of transactions. Consensus mechanisms are used
to select, who is able to include a new block onto the blockchain. Depending on the type
of blockchain there exist different consensus mechanisms.
According to Ferdous et al. the three major types of censensus algorithms consist of:
Proof-of-Work (PoW), Proof-of-Stake (PoS) and other types of algorithms beyond the
aforementioned ones. In the PoW mechanism, the work is split into two parties: A
prover and a verifier [14]. Ferdous et al. defines the collaboration of the two parties
as follows: “The prover performs a resource-intensive computational task intending to
achieve a goal and presents the task to a verifier or a set of verifiers for validation that
requires significantly less resources. The core idea is that this asymmetry, in terms of
resource required, between the proof generation and validation acts intrinsically as a de-
terrent measure against any system abuse.”This PoW idea was first introduced by Dwork
and Naor in 1993, several years before the introduction of the blockchain. It has become
the most widely-used consensus mechanism used in blockchains [15]. The PoS algorithm
was proposed much later in a Bitcoin related forum called bitcointalk in 2012. A year
later, a coin called Peercoin implemented a blockchain using this algorithm. Its premise
is that anyone who would like to participate in the creation process of new blocks, must
prove, that they hold a certain number of coins. Hence, have a certain stake already
invested in the coin, on which the blockchain relies on. This stake must be locked onto an
escrow account. This process limits the amount of participants who can proceed in the
creation of new blocks [15].
The process of creating new blocks on a blockchain requires some sort of computational
power, stake or hard disk space to verify the transactions and add new blocks to the
blockchain. In return, the nodes creating the new blocks on the blockchain are incen-
tivized depending on the consensus mechanism. According to Scheid et al. mining is the
process of: ”[...]validating transactions, adding a new block, solving a crypto puzzle, and
minting (i.e., creating) new coins [...] in Proof-of-Work (PoW)-based BCs [blockchains]”
[2]. Bamakran et al. mentions, that the mining reward for Bitcoin is halved every 210’000
blocks [16]. As of September 2022, the reward for successfully adding a new block onto the
blockchain is 6.25 bitcoins [17]. Converting this into US Dollars with the conversion rate
from the 13th of November 2022, this equals a reward of about $100’000 [18]. Regarding
the PoS consensus mechanism, blockchains have a set amount of rewards for validating
a block of transactions. By being chosen to validate a group of transactions, a node will
receive these rewards [19].
Native coins are cryptocurrencies that have their own blockchain as its ledger of trans-
actions. They act as a medium of exchange and have the main role to a sort of digital
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currency. They can be mined through PoW or earned through PoS consensus mechanisms.
Examples for native coins include Bitcoin, Ether and Cardano [21; 20].

5.2.2 Tokens

Another type of cryptocurrency assets are tokens. Houben and Snyers refer to them as:
”[...] digital representations of interests, or rights to (access) certain assets, products or
services” [21]. They are issued on an existing coins’ blockchain with the intent to raise
capital for new entrepreneurial projects, the funding of start-ups or development of new
innovative services. In contrast to the the creation of the first type of native coin to
emerge back in 2008, the Bitcoin, tokens only became popular by the end of 2017 [21]. To
add a relative size between cryptocurrencies and tokens, Chen et al. estimated in 2020,
that there are around 160’000 tokens on the Ethereum blockchain [22].

5.2.3 Smart Contracts

Tokens can be created using smart contracts. The term ”smart contract” was first used
by Nick Szabo in 1994. He defined a smart contract as: ”[...] a computerized transaction
protocol that executes the terms of a contract” [23]. His vision was to bring efficiency
to written agreements, which then would be enforced automatically. According to Met-
calfe, the Ethereum blockchain declared itself as a decentralized platform that runs smart
contracts, which are no other than a special type of software programs [24].
Blockchain-based smart contracts are scripts, which are stored on the blockchain. The
blockchain has the ability to execute these scripts [25]. A token contract is a type of smart
contract that “defines a token and keeps track of its balances across user accounts” [26],
according to Oliva et al. Although there is a lot of creative freedom when designing a
token, for example with Ethereum’s Solidity language, there are two main standards of
tokens used in the Ethereum blockchain: ERC-20 and ERC-721 [26]. This standardization
helps with the interoperability between tokens and facilitates smart contracts working on
tokens. Both ERC-20 and ERC-721 act as object-oriented interfaces containing func-
tions like totalSupply(), balanceOf(address), and transfer(address to, uint256

value) [26]. In one of these examples we can also see, that with the help of using a smart
contract, you can handle transactions from one account to another.

5.3 Overview of Cryptocurrency Scams

Scams involving cryptocurrencies have emerged over the past decade [35]. The reason
why cryptocurrencies are used is due to their attribute of pseudoanonimity [2]. Although,
every blockchain user can have one or multiple addresses, consisting of 26 to 34 alphanu-
meric characters, it is difficult to link who is the owner of an address. The blockchain
is publicly verifiable, meaning anyone can access the transactions located in each block,
and see not only both addresses involved in each transaction, but also the amount of
cryptocurrency that was sent from one address to another. This makes tracing scammers
that use cryptocurrencies as a payment method a not trivial task.
When looking into different cryptocurrency scams, a clear distinction between two types
of cryptocurrency scams can be made. All of the later mentioned scams existed before
cryptocurrencies, yet are now usually implemented using them. On one hand, there are
scams which use some of cryptocurrencies’ core functionality, such as prices, that rely
on demand and supply. On the other hand, there are classic scams such as blackmail or
malware, where cryptocurrencies are only used as a form of payment method. These two
categories are detailed in the next sections.
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5.3.1 Scams using Cryptocurrencies’ Core Functionality

In the following section, scams will be analyzed that each utilize a part of cryptocurrencies’
core functionality. They are all well-known scams in stock-markets that have been adopted
for the crypto-assets markets [35].

5.3.1.1 Pump-and-Dump

Pump-and-Dump scams base off the premise that the value of cryptocurrencies is deter-
mined by demand and supply. If demand for a crypto-asset rises, so does its price. If it
sinks, so will the value of crypto-asset as well [30]. Pump-and-Dump scams usually follow
the same procedure. Early on, fraudsters invest in a cryptocurrency at a very low price.
Following, the scammers create hype for that cryptocurrency. This is achieved using chat
groups such as as Telegram or Discord. This rise in demand leads to a pump-phase.
The value of the crypto-asset rises drastically in very little time. At a certain point, the
scammers will sell their assets and take away a big profit. Since there is a large drop off
in demand, the price of the crypto asset drops as well. The large value decrease leads
to panic selling among other investors, who want to lose as little of their investment as
possible. This ultimately leaves the value of the crypto-asset at a price range similar to
before the pump-and-dump scheme [29]. Figure 5.3 shows the timeline of an exemplary
pump-and-dump scheme:

Figure 5.3: Pump-and-Dump chart [31]

At first, one is able to see a stable price trend at a relatively low value. That is where the
scammers (in the figure called player) buy their assets. Upon promotion of the crypto-
asset, the value is driven upwards. Following, at the high point in value, the scammers
sell their assets, causing the value to drop initially. And lastly, panic selling leads to huge
losses in value.
On CoinMarketCap.com [3] there is an overview called “Top Crypto Gainers And Losers
Today”, where one can see the crypto-assets, with the biggest gains and losses within the
last 24 hours. There, one can see gains of up to a couple hundred percent and losses where
the value decreased almost a full 100% over a timespan of only 24 hours. These are none
other than pump-and-dump schemes in their pump (top gainers) and dump (top losers)
phases [32].
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5.3.1.2 Ponzi-Schemes

Ponzi-Schemes were first made popular by Charles Ponzi in the beginning of the 20th
century [33]. The US government describes the scam as follows: “A Ponzi scheme is
an investment fraud that pays existing investors with funds collected from new investors.
Ponzi scheme organizers often promise to invest your money and generate high returns
with little or no risk. But in many Ponzi schemes, the fraudsters do not invest the money.
Instead, they use it to pay those who invested earlier and may keep some for themselves”
[34]. Similar to the pump-and-dump scam, the Ponzi-Scheme follows a pattern of the
scammers lying to their victims. They promise high returns with little risk involved.
Ponzi-Schemes have become infamous scams in the world of cryptocurrencies, and are
advertised as ”High Yield Investment Programs” [35]. The high returns are paid with
investments from new users, and as soon as no new users keep joining, the scheme stops
working and most investors lose their money. The scammer makes a profit by taking small
cuts out of each investment and keeping it for themself. Usually, Ponzi-Schemes contain
a time-limited aspect. Meaning, potential victims have to act fast before the offer expires
and therefore the chance for them to act irrational and fall for the low risk, high reward
bait is higher.
Ponzi-Schemes have become a well-known scam in the cryptocurrency world. They are
implemented with the help of smart contracts, where the capability of handling transac-
tions is used. Bartoletti et al. studied the automatic detection of Ponzi-Schemes, and
came to the conclusion, that there is a set of criteria for determining when a smart con-
tract implements a Ponzi-Scheme: ”1) the contract distributes money among investors, 2)
the contract receives money only from investors, 3) each investor makes a profit if enough
investors invest enough money in the contract afterwards, 4) the later an investor joins
the contract, the greater the risk of losing his investment” [36]. In practice, there have
been cases, where single cryptocurrency-based Ponzi-Schemes attracted millions of dollars
worth in investments. An example is PlusToken, which got investors to spend over $2
billion [37].

5.3.1.3 Rug Pull

The rug pull works by removing the liquidity of a crypto-asset. The developer of the
token is the scammer. Mackenzie defines the rug pull in his paper ”criminology towards
the metaverse” as follows: ”In a fast rug pull, a scammer will make a new token, add
liquidity to a dex to allow traders to buy it and then when a suitable amount of buying
has happened so that the liquidity pool has become inflated on the dex [decentralized ex-
change], the scammer will remove it.” [29]. By taking out the liquidity, investors can not
trade the token anymore, leaving them with a non-tradeable worthless token [29]. This
scam works because decentralized exchanges are non-regulated P2P cryptocurrency mar-
ketplaces which operate using an automated market maker. This means, a liquidity pool
exists and having a large amount invested in a crypto-asset leaves you with the ability to
sell it all at once into a predictable amount. In contrast, on a regulated centralized stock
market this would not be possible, as one could only sell their shares in relatively small
amounts. After each sale, the market maker refreshes its quotes. Additionally, only a
small amount of liquidity is available. This is different in decentralized exchanges, where
the entire capital is continually available [38].
Figure 5.4 shows the time chart of a cryptocurrency rug pull. Similar to the Pump
and Dump chart, Figure 5.3, one can see a large decrease in value over little time. The
difference is that, here the value decrease is instant and that there are no trades afterward.
The entire liquidity of the asset got removed instantaneously, meaning no trades were
possible after the rug pull.
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Figure 5.4: Rug Pull [39]

5.3.2 Scams Simplified Through Cryptocurrencies

There are many classical scams, that have evolved, along with new developments in tech-
nology [35]. With the introduction of cryptocurrencies, many started using them as forms
of payment, due to the fact of the untraceability between an account and the user be-
hind it. This pseudoanonymity helps criminals to stay hidden, while stealing the victims’
money.

5.3.2.1 Advance Fee

Advance fee scams all follow the basic premise: ”I have something valuable to give you, to
release it, send me a payment”[28]. Mackenzie defines them as giveaway scams: ”Giveaway
scams plague naive crypto investors on twitter and other platforms. The scammers set up
impersonation accounts, pretending to be one of the big names in crypto and expressing
the desire to reward followers” [29].
A famous example of an advance fee scam happened in May 2021 when Elon Musk ap-
peared on the television show Saturday Night Live (SNL). A group of scammers setup fake
SNL Twitter accounts beforehand. On the night of the appearance, they created posts
and websites with giveaway links, where they impersonated Elon Musk and promised to
return multiples of the amount in cryptocurrencies that his followers sent him [29].
Generally, after the victim sends the payment to the address, the scammer either disap-
pears or adds several additional charges for the victim to pay [35]. Advance fee scams
have taken over social media and content sharing devices. They often appear on sites
like Twitter or Youtube, where famous celebrities like Bill Gates, Elon Musk or Vitalik
Buterin, the co-founder of the famous cryptocurrency Ether, are impersonated [37; 35].

5.3.2.2 Malware

Cryptocurrency related malware scams can be classified into two different types: Ran-
somware and Crypto loggers. The first one encrypts data on a victims’ device after in-
fecting it with malware, in order to receive a ransom payment from the victim to recover
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their files. The payment is done using Bitcoin or other cryptocurrencies, which makes it
difficult to trace who is behind the address of the scammer. In contrast, Crypto loggers
are a type of malware, that try to steal information about a victim’s cryptocurrency ac-
count. In detail, they try to extract the private key necessary to transfer crypto-assets
from the victims’ account to another. Having obtained this, scammers can send a victims’
money onto their own account and thus steal from them [35].

5.3.2.3 Blackmail

In blackmail scammers claim to have hacked a victims’ personal device and have installed
a key logger or webcam recording software. Using this they obtained some information,
that could potentially harm the victim’s reputation. They request a ransom payment
from the victim and threaten to otherwise release it to the public, if the victim does not
pay up. This revelation of personal material could potentially cause serious damage [35].
Sexual extortion, also known as sextortion, has emerged over the past couple of years.
Paquet-Clouston et al. conducted research on this topic, and has come to the following
conclusions: ”[S]exual extortion that requires payments in Bitcoin. The scheme, known as
spam sextortion, is simple: it aims to threat that compromising photos or videos will be
sent to the recipients’ contacts if the amount asked in Bitcoin is not paid” [40]. Believing
that a criminal may potentially be in the hands of sensitive information will leave the
victim in a panic stage. This, paired with a time urgency can lead to the victim handling
irrationally and paying off the criminal, without even being sure, that the scammers has
the material, which he claims.
Depending on current events going on in the world, scammers have to adapt their strategies
and implement new ways to get to their victims. Covid-19 acts as a real life example for
this. There have been Covid-19 related blackmail scams going around as the example in
Figure 5.5. Here, an individual claims to be the victim’s neighbour and lets him know that
he has contracted Covid-19. If the victim does not pay a ransom, the scammer threatens
to infect the victim [27].

Figure 5.5: A Covid-19 related blackmail E-Mail [27]

5.3.3 Economical Impact of Cryptocurrency Scams

It is difficult to put the damage of each single type of scam into numbers. In total, it has
been reported that just in the year 2021 alone, victims lost around $680 million worth
in cryptocurrencies to scammers. The worrying part is, that this number has multiplied
each year and it does not seem like it is slowing down. Just in the first quarter of 2022,
there have already been reported $330 million lost, half of 2021’s amount in a quarter of
the time [41].
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The median reported loss per individual is at $2600 [41]. Conclusively, there is a common
denominator regarding the cryptocurrency fraud losses reports. A large portion of the
reports were on so called investment scams. The victims were lured in with false promises
of easy money. Pairing this with new investors joining the world of cryptocurrency trading
with limited knowledge, makes a potentially very dangerous combination for the investors’
side.

5.4 Detection of Scams

There are several ways to detect scams; one straightforward manner is when a potential
victim is aware of it and can stop him/herself from falling for it. All humans are exposed to
their own emotions and this is what scammers try to exploit. DeLiema et al. summarizes
it as: ”Susceptibility to persuasion is greater when targets are in a state of high emotional
arousal” [42]. Scammers know this and that is why several scams play off of human
emotions. Examples for the emotions are greed in too good to be true scams, or happiness,
in lottery scams, where the victim is told that he allegedly won the lottery. Emotions
cloud our judgement and this might lead to irrational thinking. That is why, being aware
of the methods scammers use to get to their victims is a way of scam prevention. The
human way of detecting scams. However, whenever there is a human involved, there is
always going to be human error. And no matter how well a human is trained on a topic,
the probability of a mistake happening still exists.
This is why automated scam detection methods exist. Famous ones are spam folders in
mail servers, where malicious spam mails get diverted into automatically [43]. Regarding
cryptocurrency scams there is research involved in different types of detection methods.

5.4.1 Reports

Reports can be divided into two different types: URL-reported scams and Address-
reported scams. The first one contains reports for scam websites. An earlier mentioned
scam, the Ponzi-Scheme, is usually advertised and run on a Website. There are different
webpages dedicated to constructing datasets of URL-Reported Scams. An example is
BadBitcoin. Here, users can register potentially misleading webpages as scamming web-
sites. Other users, that are unsure, wether a website is legit or not, have the option to
look for said website on BadBitcoin, to verify its legitimacy. Another example for URL-
reported scam detection is EtherAddressLookup [44], which is a browser add-on, alerting
users when they try to access a known scam domain on the Ethereum realm [35].
Address-reported scams work in reporting addresses of cryptocurrency addresses belonging
to scammers. A prominent example is BitcoinAbuse [45], which is a public database of
addresses belonging to scammers. These can be downloaded using BitCoinAbuse’s API.
The following figure, Figure 5.6, shows the amount of scams there are per address as of
2021. With a total of around 47’000 addresses in a dataset of 160’000 reports, we can
see, that many reports correspond to the same address [35]. This relation makes sense,
as the scammer will send his scam to multiple potential victims, instead of just one and
therefore get reported several times.
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Figure 5.6: Distribution of number of scams per Address on BitcoinAbuse [35]

5.4.2 Academic Research

There are a lot of recent studies regarding the automatic detection of cryptocurrency
scams using Machine Learning (ML) methods [46; 35]. Since Ponzi-Schemes are, mostly
implemented using the programming language Solidity there exist code fragments, which
are shared among different Ponzi-Scheme smart contracts. In practicality this means, that
the bytecode of a known Ponzi-Scheme has a small Levenshtein distance to the Bytecode
of an unknown one [35]. Therefore, there is very little difference in the essential functions
of two smart contracts, where one of which is known and the other one is unknown. Using
a regression tree model, Chen et al. has achieved a precision of 97% and a recall of 81%
on a dataset containing 1382 smart contracts, 131 of those being Ponzi-Schemes [47].
In the following two paragraphs the papers Don’t Fish in Troubled Waters! Characterizing
Coronavirus-themed Cryptocurrency Scams by Xia et al. [27] and Who are the Phishers?
Phishing Scam Detection on Ethereum via Network Embedding by Wu et al [46]. will be
presented with a focus on the scam detection methods.
Don’t fish in troubled waters! by Wu et al. focuses on cryptocurrency scams that in-
clude some sort of COVID-19 theme. They collected data from various scam reporting
websites, e.g., BitcoinAbuse or CryptoScamDB. Additionally, they detected unrevealed
scams by using the website Etherscan, which tracks tokens on the Ethereum Blockchain,
and searched through ERC-20 and ERC-721 tokens using COVID-19 related keywords.
They conducted background checks on these tokens, to verify that they are scams indeed.
Continuing, they used various methods to conclude on an extensive dataset of COVID-19
related cryptocurrency scams. In total, they had a list of 195 different scam cases, with
201 individual addresses. They used different tools to analyse the data at hand.
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Figure 5.7: The relationship between scam addresses [27]

To check, whether different scam addresses belonged to the same scam campaign, they
drew a relationship graph, connecting nodes of addresses, which have interacted with each
other. This is depicted in Figure 5.7, where there is a differentiation between Scam, Victim
and Fund Transfer Addresses. The Fund Transfer Addresses serve as money laundering
channels, where the victim would send his money to, and from there the scammer forwards
it to his own address. There are close to 2’400 different nodes in Figure 5.7. 56 of these are
scam addresses, 1’741 of the addresses belong to victims and the remaining 600 are fund
transfer addresses. Each scam address is connected to 6.5 victim addresses. Interestingly,
one can see that some scam addresses are clustered into the same group. On the top left
of Figure 5.7 there are four different addresses in the same cluster. They are all part of a
Twitter Hack Address Group (Giveaway Scam), in this report referred to as advance fee
scams, and have connected 533 victim addresses and 38 transfer addresses. Conclusively,
most of the money was transferred to one address, namely address 1Ai52U.... Their study
shows, that this address received 14.75 Bitcoin, which equaled close to $135’000 dollars
at the point in time the study was conducted (2020) [27].
While [27] chooses a graphical analysis to investigate into the scam addresses, in Who Are
the Phishers?, Wu et al. applies network embedding algorithms and ML to train models,
which can automatically detect phishing scams. They began by extracting a transac-
tion record dataset from the Ethereum blockchain. Using this and data they pulled from
authoritative websites like EtherScam DB and Etherscan, databases of known scam ad-
dresses, they created a transaction network, depicted in Figure 5.8. In the transaction
network, ”[...] each node represents an address and each edge indicates the ether trans-
action between a pair of addresses” [46]. Red nodes are known phishing addresses, blue
nodes are known exchanges, yellow nodes are smart contract addresses and other points
are unknown addresses [46]
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Figure 5.8: transaction network [46]

There exists a large data imbalance, since there are around 500 million addresses and
3.8 billion transaction records on the ethereum blockchain, yet only 1259 addresses are
labeled as phishing addresses. This imbalance makes a supervised binary classification
rather difficult. Out of this reason, Wu et al. decided to adopt an unsupervised anomaly
detection approach, one-class support vector machine (SVM). To improve performance,
they applied a Network Embedding algorithm, which is a learning paradigm that embeds
nodes, links or entire graphs. This makes it more efficient and automatic to extract fea-
tures from large-scale networked data. Wu et al. designed a novel network embedding
algorithm called trans2vec with biases towards the transaction amount and timestamp.
Finally, they adopted a one-class SVM to classify the addresses into phishing and other
addresses. The trans2vec algorithm had the following performance on the dataset: Preci-
sion: 0.927, Recall: 0.893, F-score: 0.908. Out of different network embedding algorithms
which were applied, trans2vec had the best performance regarding all of the aforemen-
tioned metrics [46].

5.5 Summary and Conclusions

From the infamous Ponzi-Scheme by Charles Ponzi in the beginning of the 20th century,
scams have moved alongside developments in technology [33]. This report described se-
lected scams related with cryptocurrencies to date. It mentioned the pseudonanonimity
feature of cryptocurrencies and tries to explain its consequences. Different types of cryp-
tocurrency scams are mentioned, ranging from scams building off of cryptocurrencies’ core
functionalities to scams whose effectiveness is supported through cryptocurrencies. Lastly,
it discussed the detection of these scams, also mentioning examples of newest advances
using ML methods.
Conclusively, many of these scams share similar traits: They have an appearance of
legitimacy to the naked eye, they have an element of time sensitivity and they employ
techniques used in the gambling industry. Although appearing legitimate, the victim will
usually blame himself in hindsight for falling for such a scam, since they just seem too
good to be true, when looked at objectively. The aspect of time is implemented in different
ways. Either the offers may be time limited, for example with advanced fee scams, where
a potential victim only has very little time to take up on the offer, or the user may feel
like getting ahead of the crowd is the key to success. The latter also has parallels with
the phenomenon fear of missing out (FOMO). FOMO works as follows: ”The underlying
mechanism of FOMO is the basic human drive for need satisfaction. When individuals
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experience situational or chronic deficits in need satisfaction, they attempt to self-regulate
by seeking information about important things that are happening in their communities to
avoid missing out” [48]. This description of FOMO by Sultan can be applied to the world
of cryptocurrencies. For example, with investors, who see a new token of which everyone
is talking about and they can envision the value rising to three times its current value. To
avoid missing out on this big profit and not being part of everyone’s success, they invest
without having much knowledge about what they are investing in [29; 48]. Hence, being
a possible victim for the different scams described in this report.
Investors in cryptocurrencies tend to be educated, young, and digital natives [50]. This
is partially due to the fact, that the older population is more risk-averse than younger
individuals. The reason for this, is that they have a lower expected utility from the
future income [51]. Potential adopters of cryptocurrencies are younger and have a higher
willingness to accept financial risks. Although, these investors can be considered as digital
natives, not all are as well-informed [50]. As a consequence, scammers try to exploit these
types of unknowing, naive investors by luring them into their traps and aim to make
a profit off of them using the aforementioned techniques. Therefore, it is important to
research on the investment and be aware of the different scams being applied in such a
domain.



Bibliography

[1] S. Nakamoto: Bitcoin: A Peer-to-Peer Electronic Cash System, 2008,
https://bitcoin.org/bitcoin.pdf.

[2] E. Scheid, B. Rodrigues, C. Killer, M. Franco, S. Rafati, B. Stiller: Blockchains
and Distributed Ledgers Uncovered: Clarifications, Achievements, and Open Issues,
Communication Systems Group, Department of Informatics, University of Zurich,
August 2021.

[3] CoinMarketCap, ”Global Cryptocurrency Charts”, https://coinmarketcap.com/
charts/, December, 2022.

[4] Statista; https : / / de.statista.com / statistik / daten / studie / 971159 /

umfrage / marktkapitalisierung - der - an - der - six - swiss - exchange -

gelisteten-unternehmen/#:~:text=Im%20Juni%202022%20belief%20sich,,53%
20Milliarden%20US-Dollar, December, 2022.

[5] Wikipedia; https://en.wikipedia.org/wiki/Blockchain, December, 2022.

[6] Z. Alkhalil, L. Nawaf, I. Khan: Phishing Attacks: A Recent Comprehensive Study
and A New Anatomy, Cardiff School of Technologies, Cardiff Metropolitan University,
March, 2021, https://doi.org/10.3389/fcomp.2021.563060.

[7] Exploding Topics; https : / / explodingtopics.com / blog / number - of -

cryptocurrencies, December, 2022.

[8] The CLS Blue Sky Blog; https://clsbluesky.law.columbia.edu/2021/03/26/
how-the-covid-19-pandemic-affected-the-cryptocurrency-market/, October,
2022.

[9] Wikipedia; https://en.wikipedia.org/wiki/Bitcoin_in_El_Salvador, October,
2022.

[10] The Economic Times; https : / / economictimes.indiatimes.com / markets /
cryptocurrency / cryptocurrency - has - risen - despite - the - pandemic - is -

expected-to-continue/articleshow/82800680.cms, December, 2022.

[11] Moneyland; https://www.moneyland.ch/en/bitcoin-switzerland-buy-and-use,
December, 2022.

[12] Wikipedia; https://en.wikipedia.org/wiki/Dolder_Grand, December, 2022.
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Chapter 6

On the Security of Processes: An
Overview of Business Process
Compromise (BPC) Attacks

Jasmin Hochuli

Globalization and digitization of the economy have an impact on the management of a business’ processes
and the use of information systems [13]. Even though the re-engineering and automation of business
processes enables enterprises to stay in a market, the transformation comes with high risks [9].
The business process re-engineering can lead to so called business process compromise (BPC) attacks.
When a company becomes a target, different attack vectors are applied to gain access to the system [13].
Once a backdoor has been found, the attackers intend to take control over the enterprise’s business pro-
cesses, which enables them to alter the enterprise’s operations to their advantage [13]. The transformation
of the business processes often happens unnoticed and seems legitimate to the company, which contributes
to devastating consequences [12]. Known incidents like these are the Bangladesh Bank Heist in 2016 or
the attack on the container tracking system in Antwerp in 2013 [12].
This paper’s purpose is to find out which types of attack vectors are applied when a company becomes
a victim of a BPC attack, why such an attack is successful, and what impacts that this attack has on
the company. Furthermore, the paper suggests countermeasures which could help to prevent becoming a
victim.
Three types were found in the reported cases to distinguish between different BPC attacks: diversion,
piggybacking, and financial manipulation. The countermeasures that can be taken are authentication,
authorisation, education of employees, regular audits, separation of duties, and isolation of business
processes [1; 5; 7; 13; 14].
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6.1 Introduction

Globalization and digitization have contributed to the transformation of a company’s
objectives and characteristics [9]. Information can be seen as a ”new factor of production,
which gradually replaces other factors of production” [11]. Primarily, this had an impact
on the management of their business processes and the use of distributed IT-systems [13].
For every business in a market, it is essential to push down the costs to the lowest level
possible to keep up with its competitors. To accomplish this, the re-engineering as well
as the digitisation of business processes are indispensable [9; 11].
The transformation of a business’ processes comes with many benefits, such as increased
efficiency or rapid development [11]. However, it can also depict risks, which should not
be neglected. These risks include giving the responsibility for specific workflows out of
human hands to a system, revealing business specific information, and giving access to
a number of people across many countries [1]. These vulnerabilities can be exploited by
attackers to take over control of the business process and change it in their favor, which
is called a Business Process Compromise attack [13].
So far, only little research on BPC attacks has been carried out. However, the topic can
be found in several blogs for cybersecurity like in the MTI blog [13]. MTI describes how
BPC attacks proceed and which countermeasures could be taken against [13]. Likewise,
the paper ”Hacking the Process” [12] mentions the sequence of events of a BPC attack
and additionally gives an overview of example cases and countermeasures. The blog entry
of Trend Micro compares BPC attacks to targeted attacks, categorizes the types of BPC
attacks, gives short explanations about known incidents, and suggests high level defense
strategies [14].
What has not been examined until now, is a full overview of BPC attacks, why they are
successful and how they impact a targeted business. This paper aims to reveal the security
risks for companies when they automate their business processes, investigate the attack
vectors that were used in the past and the impacts such attacks had on a company when
it became a victim of a BPC attack. Furthermore, it suggests countermeasures which
could help to prevent becoming a victim.

6.2 Background

In order to understand why process attacks can occur, this section offers an explanation
of the most important terms used, as well as an introduction into the environment where
these attacks happen.

6.2.1 Terminology

Vulnerability A vulnerability is a weakness in a system that can potentially be used as a
target of a cyberattack [10].

Threat A threat is when security weaknesses are used to infiltrate a system and have a
negative impact on it [10].

Attack When an attack happens, ”actions are taken to damage a system or disturb its rou-
tine operations by exploiting vulnerabilities using various tools and techniques” [10].

6.2.2 Digitization of Business Processes

Due to the globalization and the digitization of the economy, businesses need to adjust to
the technological innovations in order to stay competitive in the market. When informa-
tion becomes a new factor of production, the business’ focus needs to be shifted. Mostly,
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enterprises implement an ERP-system to internally track all their business processes and
make the information available to the different departments [4; 9; 11].
Restructuring of business processes is one aspect that is looked at when a business wants
to catch up with the digitization. Business processes are analyzed and adjusted by elim-
inating bottlenecks, changing the sequence or parallelizing processes. This can help an
enterprise to increase the productivity, achieve competitiveness, and decrease costs [1].
Additionally, business processes can be fully automated, which can prevent human errors
and reduce the time of execution of a business process. One single database is available
for many different systems, such that the re-entry of data can be eliminated and it can be
made use of computing power, which accelerates the execution of business processes [4].

6.2.3 Attack Vectors on Businesses

When processes in enterprises have been automated, they are exposed to risks. One of this
risk is being attacked by an external party. They, however, do not need to be criminally
intended attacks, they can also occur because the system has security vulnerabilities [5]. In
this subsection, the different attack vectors which can target companies are discussed [11].

Malware When ”the attacker deploys malicious software programs to gain unauthorized
access to computer systems by exploiting its security vulnerabilities” [10] the victim
is attacked by malware.

Denial-of-Service In a Denial-of-Service attack, a device becomes inaccessiblex because
the network is overloaded by a huge number of requests sent by the attacker [10].

Brute force attack This attack is defined as trying to gain access to any data by repeat-
edly attempting to guess a key, like a password [5].

Phishing When social engineering is used by an attacker imitating a trustworthy party
to extract sensitive data from a user, this is called phishing [10; 5].

Man-in-the-Middle attacks Man-in-the-Middle attacks target the communication between
two parties to gain control of their channel without noticing of the sender or re-
ceiver [10].

6.2.4 Cybersecurity Countermeasures

There are various countermeasures which can be taken by businesses in order to prevent
the cyberattacks that were mentioned in the previous subsection. [5] suggests the following
ones:

Continuous risk assessment Each company has different characteristics, and they might
change over time, such that risk assessments should be done regularly [5; 13].

IT environment’s health An enterprise should make sure that all hard- and software has
the latest updates [5].

Authentication Business information should only be accessible via a password or more
complex authentication [5].

Internal commitment and responsibility The personnel of a company should be briefed
which policies and procedures they should follow [5; 13].

Access of information It is important to only give those users access who are currently
working in the company [5].

Data retention Data that is outdated or not used anymore should be removed [5; 12].
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6.3 Process Attacks

After the description of how businesses deal with globalization and digitization, explana-
tions of the most important terms, what kind of attacks vectors exist and how they could
be prevented in general, this section covers the main topic of this report, namely process
attacks.

6.3.1 Business Process Compromise

A Business Process Compromise is an attack which aims to change the operations of a
business process in an enterprise to the attacker’s favor [13].
When a company becomes a target of a BPC attack, different attack vectors are applied
to gain access to the system. Once a backdoor has been found, the attackers intend
to control the business’ processes. This can be achieved by learning from the business
processes which are precedent and following to the initially targeted process to find out
more about a company’s procedures and structure. With this knowledge, the adversaries
are able to change the business processes according to their benefit. Usually, the operations
in the business process happen without detection and can be seen as legitimate by the
company, because the attacker groups use technology to erase their traces [12; 13].
The main motivation for BPC attacks is the financial profit. The perpetrators do their
best to stay unnoticed as long as possible to take money from the company. For example,
in the attack on the Bangladesh Central Bank, the criminals were able to steal 81 million
US dollars by transferring money to their bank account [3; 12; 13].
When looking at the cases of known BPC attacks, it can be noticed, that they sometimes
differ in the actions taken by the hacker groups. According to Trend Micro [14] three
different types of BPC attacks can be distinguished:

Diversion BPC attacks can be categorized as diversion when hackers manage to transfer
money to trusted channels. This can be done by either changing codes or making
use of malware to transfer the money to the desired account. [14]

Piggybacking Piggybacking means that an attacker takes advantage of having access to
key business processes to transfer malware via the network or illegal goods in the
real world [14].

Financial Manipulation A business process is financially manipulated if attacker groups
”introduce malicious variables into a key business system or process” [14].

6.3.2 Example Cases

There have been several incidents that can be categorized as BPC attacks. The two most
well-known ones are the Bangladesh Bank Heist and the Attack in the Port of Antwerp.

6.3.2.1 Bangladesh Bank Heist

In February 2016, the Bank of Bangladesh became a victim of a business process compro-
mise attack. The group of hackers stole $81 million dollars by taking over control of the
SWIFT gateway in order to request fund transfers in the name of the bank. In Figure
6.1, the diamond model has been applied to understand thoroughly what happened in the
incident [3; 12].
First, the attackers used spear phishing emails which included malicious files. Once they
found a backdoor with the malware MACKTRUCK, they were able to control the bank’s
workstations. The communication with these stations was driven by a command and
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Figure 6.1: Diamond model of the Bangladesh Bank Heist [3]

control server, which faked a TLS protocol. With this communication protocol, the at-
tackers were able to send messages in the network while staying undetected. Furthermore,
a malware called DRIDEX enabled the attackers to control the SWIFT software. With
this control, they could fake payment requests and cover their intrigues with tampering
SWIFT responses. Finally, they used a Secure File Wiper malware to erase all their
traces [3].
All in all, the attacker group tried to take $951 million US dollars in 35 fund transfer
requests, which all seemed like legitimate payment requests. However, they ’only’ managed
to steal $81 million US dollars [3].
A year after the attack, the SWIFT provider tightened their security controls and intro-
duced annual checks of each customer regarding their level of compliance. Moreover, in
2019 they released a new version which was able to detect suspicious payments which
could be a threat [3].

6.3.2.2 Attack on Port of Antwerp

In 2013, a group of hackers managed to infiltrate the container tracking system of the
Port of Antwerp in Belgium [12]. Since this enabled them to locate specific containers,
they could smuggle drugs worth $17 million US dollars without noticing [14; 7].
In order to gain access to the port’s system, spear phishing emails containing malware
were sent to the port authorities or shipping companies. Even though this infiltration was
discovered and countermeasures were taken by installing a firewall, the perpetrators found
a way to continue their operations. They broke into the building where the computers
for controlling the containers were located and placed devices to regain access to the
network [7].
After that, the attacker group could learn from the business processes in the system to
understand the container handling systems [12]. Soon they were able ”to locate specific
containers, find the security code for a container, change the location and scheduled
delivery time, and make off with smuggled drugs before the scheduled pickup” [7]. Due
to this access, they could move the containers without anybody noticing and delete all
traces about the existence of any fraudulent operations [7].
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6.3.3 Business Email Compromise

A closely related topic to Business Process Compromises are Business Email Compromises
(BEC).
Business email compromises are attacks where a threat actor sends a malicious file or
link via email using an address that seems to be known by the victim [8; 15]. Social
engineering is used to deceive employees of a company, which can be ”some form of
encouraging language, a request, an alert conveying a sense of urgency, or a proposal
seemingly too good to pass up” [15] [2].
The FBI has categorised the BEC attacks into the following three types:

Spoofing If an email address has tiny changes which can be easily overseen to convince
the victim to be somebody they know [8].

Spear Phishing Spear Phishing is the impersonation of an attacker to get confidential
information of the victim to gain access to accounts or sensitive data [8].

Malware Malicious software that is being downloaded when clicking on a malicious link
can enable access to an enterprise’s network, which can be used to steal sensitive
data or communicate [8].

BEC are mainly carried out to convince victims to transfer money to the attackers. Ac-
cording to the report of PwC, phishing is one of the most popular attack vectors [15].

6.4 Discussion

So far, the paper has given different definitions and explanations for BPC attacks. This
section focuses on putting the theory of BPC attacks into context to the known incidents
and give suggestions on how they can be prevented.

6.4.1 Types of BPC attacks

Trend Micro [14] has created an overview of even more incidents than mentioned until
now. They were categorized into the three types of BPC attacks, namely diversion,
piggybacking, and financial manipulation as described before. Figure 6.2 shows a timeline
of past attacks, each categorized in one of these three types using different colors.
Noticeable in Figure 6.2 is that most of the BPC attacks have been assigned to the
category of Diversion, which are colored in red. It matches with the assumption that the
motivation of the perpetrators is for the most part financial [13].
On the one hand, the Bangladesh Bank Heist which was described in Section 6.3.2.1
belongs to the type diversion [14]. This can be explained by the fact that the perpetrators
used the bank’s business processes to send money to their accounts and therefore diverted
the flow of money [3; 13].
On the other hand, the attack on the Port of Antwerp is categorized as a piggybacking
attack because the perpetuates did not divert the path of transferring money. Hence, they
took advantage of the port’s container tracking system to illegally ship drugs [7; 14].
The third attack type, financial manipulation, has only one reported case, namely the
attack on the Russian trading system in 2014. In this incident, exchange rates of currencies
were manipulated [14].



62On the Security of Processes: An Overview of Business Process Compromise (BPC) Attacks

Figure 6.2: Timeline of Known BPC Attacks [14]

6.4.2 Why BPC attacks are successful

To begin with, the paper of [4] has found out that the more business processes are inte-
grated into information systems, the more effort is put into cybersecurity to cancel out
the risks of cyberattacks. However, the realization of these demands is a challenge for
enterprises, because they have to cover every possible vulnerability. Although a lot is
invested into testing systems, there can always be loopholes and human errors which were
not foreseen [12].
In addition, since there is a lot of effort taken by the attackers to stay unnoticed, it is
difficult for a company to detect such an incident. The perpetrators in both example
cases used programs to erase their traces, which made it nearly impossible to discover
that there was a change in business processes [3; 7].
Furthermore, many employees expect the business processes to work without any prob-
lems, which can help BPC attacker groups to stay undiscovered. If every worker in a
company blindly trusts the technology, hence assumes that every request is legitimate
and does not get suspicious by any misleading statements, it can positively contribute to
the success of the attackers [13].
Moreover, it is possible that the transparency of the business process model structure
forms a way to learn about a company’s standard procedures and manipulate them. If
too many employees have access to a great amount of detailed information about business
processes, the risk of a worker manipulating a business process increases [1].
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6.4.3 Impact on businesses

Clearly, the biggest impact a BPC attack has on a company is the vast amount of money
it can lose. The sum of the loss depends on how long the perpetrators stay undiscovered
and how profoundly they alter business processes. In addition, if an attacker group
has gained access to a business process and learns from it, the damage can increase
exponentially, because as seen in the example cases, the hackers moved laterally to other
business processes and compromised those as well [3; 7; 12; 13].
Furthermore, it can be claimed that a business loses its reputation when it becomes public
that a hacker group has been operating with the business processes of the enterprise. It
is likely that the attackers have come across many sensitive data, which leads to a loss of
trust and damages the company’s image [5].
Lastly, because the perpetrators have altered the business processes, the company can
also lose a lot of information, which was diverted to someone else. However, this is not
the typical goal of a BPC attack [5].

6.4.4 Relation to BEC

On the one hand, since the entry point of both example cases was spear phishing, one
could argue that BPC attacks can be closely related to BEC attacks. In order to gain
access to a system, the attacker group somehow needs to pass the border of authentication
in a company’s network, which is mostly done using phishing and social engineering
techniques [15; 12].
On the other hand, BPC and BEC attacks still have a main difference. The target of the
attacker group to steal money from a business in BEC are the employees, while it is a
specific business process in BPC attacks. This means, that the motivation for phishing
or other BEC attack vectors in BPC attacks is only the access to the company’s system
in order to manipulate its business processes.To conclude, BPC and BEC have the same
goal, but different targets.

6.4.5 Countermeasures

To prevent BPC attacks, a company should take a set of countermeasures. Firstly, it is
important, that the sensitive data is protected and confidentiality is ensured throughout
the whole process [1]. This includes only having access through authentication, which
makes it harder for hackers to find an entry point into the business’ system [5].
Secondly, only people who are authorized to know certain information or actions should
have access. It is therefore important to keep the list of people who have access to a
certain set of information always up-to-date in order to prevent any outside party to have
access to sensitive data [1; 5].
To continue, the employees of a company should be briefed on cybersecurity topics in
order to establish awareness to suspicious communication, which can help to recognize
early if there could be any intruder in the network [13].
Moreover, there should be regular checks to test the business processes model and long-
established policies [13]. A security analysis of business processes as suggested by [9] could
look like this:

1. ”Identification of the business processes, their elements, and the related human
principals

2. Valuation of the assets contained in the business processes and definition of their
security levels

3. Identification of security requirements resp. vulnerabilities and threats
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4. Assessment of resulting risks

5. Planning, design, and evaluation of suitable countermeasures” [9]

Figure 6.3: Supply Chain Risk Management of Dell [6]

Figure 6.3 gives an idea how the regular audits could be structured. Even though the
company dell looks at the whole supply chain and not only on their internal business
processes, the Figure reflects the view of regular checks in cycle where updated information
is always fed back into the process of risk management [6].
In addition, the duties of the employees should be split up to different tasks. Hence, each
worker should have their own responsibilities and tasks and, accordingly, also only access
to the tools in the system they need for their specific duties. This countermeasure helps
to decrease the likely-hood of an inside threat [1; 14].
Finally, the business processes themselves should work in isolation. The interfaces in
between the processes should be encoded such that the lateral movement to learn from
other business processes can be prevented [7; 13].

6.5 Summary and Conclusion

As explained in this paper, every business can possibly be a target of a BPC attack. It is
therefore important to raise the awareness of such cyber incidents to prevent them from
happening.
A BPC attack can be categorized into three different types: diversion, piggybacking and
financial manipulation. Diversion is the category where the most attacks have been re-
ported so far. Therefore, especially the financial department should be trained in detecting
suspicious communication which could lead to BPC attacks.
The examination of how much a business wants to integrate their business processes into
an information system is a crucial element for business process management. Because the
more is integrated, the more it has to be tested. For testing, a lot of effort is needed and
even when everything seems to be working perfectly, there can still be loopholes or human
errors.
Furthermore, the perpetrators do their best to stay unnoticed, which makes it even harder
to discover a BPC attack. For the employees, this is especially a challenge because they
usually think that everything works without any problems.
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A BPC attack can lead to a loss of a lot of money, when a hacker group manages to stay
unnoticed for a long time and use the company’s business processes to benefit from them.
Other impacts are loss of reputation or information.
Due to the mentioned risks of BPC attacks, this paper suggests the following counter-
measures to prevent them:

• Authentication

• Authorization

• Education of employees

• Regular audits

• Separation of duties

• Isolation of business processes

To conclude, every digitization step in a business is linked to cybersecurity risks and should
therefore be thought through in depth before the implementation to prevent attacks like
BPC. Especially due to the fact that there are many touch points of business processes
which affect different parts of a company, every single component of an enterprise should
be adjusted to fight cybersecurity risks. This also means that only the combination of
several countermeasures can lead to sufficient protection against BPC attacks.
For future work, it would be interesting to investigate how companies are affected by BPC
attacks today in connection with the cloud. It could be examined whether it is harder
to alter business processes and if the vulnerabilities change when businesses use a cloud
for their system. Moreover, it would be interesting to find a tool or standardized process
which would help to discover or prevent process attacks in enterprises.
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Chapter 8

An Overview into Pulse-Wave DDoS
Attacks

Aleksandar Ristic

Distributed denial of service (DDoS) attacks can have severe consequences for companies
from various industries. As DDoS attacks evolve, new threats like pulse-wave DDoS at-
tacks arise, forcing companies to invest in protection or risk an attack. Awareness needs
to be created about those new threats such that companies can react to reduce the impacts
of such attacks. With the research of literature, this paper provides an overview such
that basic knowledge about pulse-wave DDoS attacks can be collected without the need to
have previous knowledge about this topic. As a result, this paper covers, on one side the
technical aspects of pulse-wave DDoS attacks and, on the other side, the economic aspects
related to the actors involved in such an attack.
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8.1 Introduction

For large information technology companies, organizations, educational institutions, social
media companies, and government sectors, distributed denial of service (DDoS) attacks
can cause disturbance in day-to-day business. Those attacks can lead to data theft,
revenue loss, broken infrastructure, productivity loss, and more [1]. A new type of DDoS
attack is pulse-wave. They are more threatening to existing DDoS mitigation systems, and
therefore, additional protection is needed against pulse-wave DDoS attacks [2]. Companies
that have to fear a pulse-wave DDoS attack are now forced to spend more money on
detection and protection. In the meantime, DDoS attack as a service is becoming more
popular. It allows the attackers to execute DDoS attacks increasingly cheaper such that
attackers benefit even more because of the low costs they have [3]. This report aims to
extend the comprehension of the features and functioning of pulse-wave DDoS attacks,
presenting its definition and characteristics, and also the challenges towards detection and
mitigation. Further on, economic impacts of DDoS attacks are analysed. The first section
8.1 contains the introduction. Then the section 8.2 follows and explains relevant terms
for understanding the report’s content like the concept of botnets, the types of botnets,
DDoS attacks and what pulse-wave DDoS attacks are. After that, the section 8.3 will
explain how one can repel DDoS attacks and the problems of repelling pulse-wave DDoS
attacks. The second part of the report will then deal with the business with DDoS attacks
in section 8.4. There, the economics behind DDoS attacks, the different actors involved
and how they profit or lose through such attacks will be addressed. The consequences will
be discussed in section 8.5 that also contains use cases of DDoS attacks. Finally, the third
part of the report contains the conclusion in section 8.6 that summarizes the findings and
discussions and presents the author’s perception of the work. To carry out the work for
creating this report, a literature research was conducted. Collecting multiple literature
enabled the creation of an overview that contains different aspects related to pulse-wave
DDoS attacks.

8.2 Pulse-Wave DDoS Attacks

8.2.1 Botnets

To explain botnets, one first needs to know what a bot is. A bot is a software program
designed to perform automated functions [4]. One example of a bot would be a content
scraping bot designed to save content on different web pages [5]. Bots do not have to
be malicious, but they can. If a network of compromised computers is under the remote
control of a human operator, then this is called a botnet. The human operator controlling
the bots in a botnet is called ”Botmaster” [4]. Hackers create a piece of malware (or
a ready-to-use malware that can be modified) and use the malware to control infected
computers and devices remotely. This enables them to infect millions of computers because
they can infect other devices it interacts with after a computer has been compromised.
Those infections can happen, for example, by automatically sending spam emails, pop-up
advertising, where clicking on the ad will download an executable file, or downloading
software from an untrustworthy source, which might be a botnet malware [5]. The spread
of botnets can happen in two modes: active (without needing any user intervention by
having a designed mechanism to find other potential devices on the internet and infecting
them) or passive (with the help of human intervention, for example, infecting other devices
with phishing or social engineering) [5].
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8.2.2 Types of Botnets

Types of botnets can be differentiated based on how the attacker controls them. The
most common botnets are the following ones observed in Table 8.1.

Table 8.1: Most common botnet types [5]

Type Description

Command and Control
All the devices in the botnet communicate with one cen-
tral server.

Internet Relay Chat (IRC)
Focuses on using low bandwidth and simpler communi-
cation to mask its identity and avoid detection.

Telnet

All devices in the botnet are connected to the main com-
mand server. Therefore, it is a subtype of Command and
Control. New computers are added to the botnet via a
scanning script that runs on an external server. When
the scanner finds the login, then the new computers are
infected with malware.

Domains
When a device is infected, then is accesses web pages
or domains that distribute commands. The code can be
updated by the botnet owner from time to time.

P2P
In this case, botnets are not connected to a central
server. They are connected peer to peer. Every infected
device in the botnet acts as a server and client.

Those different types of botnets can do different forms of botnet attacks and cyber crimes.
Some attacks are spam attacks (when botnets send spam and fraud emails to fraud the
recipient and infect the device), stealing personal data such as mail accounts or bank
credentials, or launching denial of service attacks [6].

8.2.3 DDoS Attacks

Distributed Denial-of-Service (DDoS) attacks firstly appeared in June 1998 [7]. They aim
to make a victim unable to provide services regularly on the Internet. Figure 8.1 shows
the architecture of a DDoS attack. To set up the hierarchical attack architecture, the
attacker first chooses more than one handler which has security vulnerabilities [8]. Then
he intrudes on them by gaining access rights. After that, the attacker selects agents the
same way he selected handlers, but this time indirectly through handlers. The agents are
then used to perform DDoS attacks by simultaneously sending uncontrollable amounts
of malicious traffic to a target system. This traffic overwhelms the victim’s system and
causes the disruption or denial of service to legitimate traffic since the victim’s system
has now to deal with the attack.
The attacker controls the communications among the three systems to compromise the
attack. The attacker scans to select handlers and agents to find hosts with security
vulnerabilities. For secure communication and compromise among the three systems, the
attacker encrypts the messages for information exchange. The agents randomly generate
the source IP addresses of attack packets to hide their real addresses. This makes it
difficult to trace and identify the real attacker [8]. A typical DDoS attack has a waveform,
with a gradual traffic ramp-up that leads to a peak followed by either an abrupt drop or a



72 An Overview into Pulse-Wave DDoS Attacks

Figure 8.1: Architecture of DDoS Attack [8]

slow descent. This can be seen in Figure 8.2. The pattern resembles a triangle or sawtooth
waveform.

Figure 8.2: Typical DDoS traffic patterns [9]

Whenever the attackers are mobilizing their botnets, this can be seen in the incline of the
DDoS waves until the peak. Therefore the incline represents the time the attackers need
to rally up the geographically scattered networks that can consist of tens of thousands
of different devices [9]. After an attack, the DDoS wave declines because the attacker is
stopping the malicious traffic and attacks then after a time period again. The longer the
attack lasts, the higher its chances are of being detected by the defense systems of the
victim. Limiting the attack duration per attack allows the attacker to reduce the detection
rate and then repetitively launch more attacks later without risking being detected [10].

8.2.4 Pulse-Wave DDoS Attacks

Pulse-wave DDoS attacks consist of short, high-rate traffic pulses. The attacker generates
a pulse-wave DDoS attack towards a critical network link. This can exhaust the network’s
capacity and prevent legitimate flows from using it. There exist different kinds of attack
traffic. On the one hand, the attacker could use a botnet of infected devices which directly
floods traffic toward the link. On the other hand, the attacker could use reflection and
amplification techniques, which send spoofed requests to open servers such that their
responses cross the link. Or the attacker could also use complex link-flooding attacks,
which exchange low-rate flows from numerous sources to numerous destinations such that
they also cross the link [2].
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Figure 8.3 shows the pattern of a pulse-wave DDoS attack. When looking at the pulse-
wave patterns, it stands out that there is no gradual incline like in typical DDoS attacks.
The incline of Gbps happens much faster, such that within a matter of seconds, a 300Gbps
botnet is mobilized.

Figure 8.3: Pulse-wave DDoS traffic patterns [9]

Besides the large increase of Gbps within the smaller period, the attacks are repeated
with high precision and can last for days. Instead of shutting down the botnets after an
attack and mobilizing them again for another attack, the attackers switch their targets
on-the-fly. This explains why the peaks are reached so much faster than in a typical DDoS
attack [9].

8.3 Protection against DDoS Attacks

8.3.1 Types of Protections

8.3.1.1 Analysis-Detecting-Switching-Cleansing Scheme

The analysis-detecting-switching-cleansing scheme is the scheme that most DDoS miti-
gation systems use. Figure 8.4 shows the architecture of such a defense scheme. Stage
one shows the normal operating mode where legitimate traffic is happening, and stage
two shows the situation when an attack is launched. When an attack pulse happens, the
resource remains unprotected and is usually unavailable for 1-5 minutes (often up to 10
minutes) until stage three is reached.
In stage three, the traffic is redirected to a scrubbing device. This may take 5-20 minutes,
and then stage four is reached, where the traffic passes through a mitigation device. After
the attack, stage one is reached again with the normal operating mode [11].

8.3.1.2 Hybrid solution

A second type of protection against DDoS attacks is to employ hybrid solutions. Hybrid
solutions combine hardware scrubbing equipment installed in the local network and cloud
DDoS protection services [11]. The first defense line is hardware on-premise products,
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Figure 8.4: Analysis-Detecting-Switching-Cleansing Scheme [11]

and the second layer of protection is the cloud solution [12]. Figure 8.5 shows how an
attack on a hybrid solution would look like.

Figure 8.5: Hybrid solution [11]

The normal operating mode changes if an attack happens from stage one to stage two.
The DDoS attack overloads the channel and isolates a victim’s network from the internet.
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The resources are unavailable for up to 5 minutes while the engineers try unloading the
channels. This is done by removing the announcements of the attacked networks and
sending them to the protected channel of a specialized operator, shown in stage three.
While the engineers were busy redirecting the traffic to the protected channel, the DDoS
attack had already ended and reached stage four. Attackers then use a new pulse to attack
other resources (networks) of the same operators, while cloud protection is still used for
the first victims. Like in the Analysis-Detecting-Switching-Cleansing Scheme, the DDoS
attack cycles can be repeated multiple times [11].

8.3.2 Pulse-Wave DDoS attacks against traditional DDoS Protection

Whether the analysis-detecting-switching-cleansing scheme or the hybrid solutions are
used, pulse-wave DDoS attacks remain a threat for both [11].
Regarding the analysis-detecting-switching-cleansing scheme, companies purchase miti-
gation equipment of limited channel and computing capacity since they do not expect
multiple targets to be attacked at once [11]. However, one advantage of pulse-wave at-
tacks is that attackers can attack multiple targets simultaneously. When the impulse
stops and a short break happens, then the botnet is doing nothing but attacking another
target [12]. So in such a case, the limited capacity of a company’s mitigation equipment
may not be enough to repel the attacks.
One way to address this problem is to use hybrid solutions, such that in cases of limited
defense capacity, cloud DDoS protection services can be used. But another advantage of
pulse-wave attacks is that with each pulse, they disconnect the equipment of the target
company [12]. In an attack, the first pulse cuts off the network’s ability to communicate
with the outside world, resulting in a denial of service and preventing the mitigation
appliance from activating the cloud scrubbing platform. For the pulse duration, the
entire network shuts down completely [9]. So, restoring the performance after one pulse
takes several minutes. While busy restoring the performance, the next pulse follows such
that the correct operation of the security solutions is interfered with repeatedly because
of the repeatedly arriving pulses. The result is that the on-premise hardware defense (the
first layer in the hybrid solution) does not have enough time or bandwidth to request
aid cloud and the server crashes [12]. At some point, the cloud may be reconfigured to
activate itself when trouble is detected automatically, but the scrubbing process is still
delayed because of the verification process. Also, the pulses disturb the creation of an
attack signature, such that even if the cloud does come online, it still has to resample the
traffic from scratch before being able to start the filtering process. In this case, the results
would still be several mitigation process delays [9]. To summarize, the hybrid solutions
are also not enough to defend against pulse-wave DDoS attacks.

8.3.3 Defence against Pulse-Wave DDoS Attacks

Although such on-demand DDoS mitigation systems are useful against traditional DDoS
attacks, they can still not ensure an appropriate level of protection against pulse-wave
DDoS attacks, as discussed in the previous chapter. In both presented solutions, every
pulse of an attack can cause up to 5 minutes of unavailable web resources. This may not
sound much in the first place, but if the pulses repeat themselves multiple times a day,
this can be a problem for a company [11]. One possible solution that can help against
pulse-wave DDoS attacks is round-the-clock DDoS protection or always-on protection.
The operating principle is shown in Figure 8.6.
Such solutions have large channel and scrubbing capacities. They analyze and clean any
incoming package, as seen in stage one. All traffic (whether legitimate or malicious) must
pass the mitigation device. Therefore, there is no response time for an attack or changing
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Figure 8.6: Round-the-clock DDoS Protection [11]

the routes because if malicious traffic is found, it is filtered before reaching the attacked
resource. This can be seen in stage two. Thus, degradation of services is not noticed, even
during large pulse-wave DDoS attacks that may last for hours or days [11].
A traffic scrubbing algorithm is necessary to separate and filter malicious traffic from
legitimate traffic. A DDoS defense needs to be generic. With generic, the algorithm needs
to identify various attack vectors at different granularity. This is because the list of new
attacks is constantly growing, and having only a small set of coverable attack vectors will
not be enough for a defense system [2]. But the more generic an algorithm, the bigger
the risk of misclassifying traffic (meaning that an algorithm wrongly identifies legitimate
traffic as malicious or vice versa). Therefore, the algorithm must also be safe in responding
to attacks to avoid the risk of strong performance degradation in case of misclassification
[2].
Those characteristics of an algorithm were fulfilled with the Aggregate-based Congestion
Control (ACC). ACC works for conventional DDoS attacks but fails against pulse-wave
attacks because it cannot keep up with the required fast reaction times. So, next to
the generic and safe characteristics, the defense against pulse-wave DDoS attacks also
needs to be fast and automated. It has to be fast to detect each of the pulses from a
pulse-wave DDoS attack and automated so that there is no risk of misconfiguration of
the mitigation device. Usually, the manual configuration of the threshold in mitigation
devices is difficult. There is a risk of misconfiguration resulting in either too high or too
low threshold configuration [2]. For example, if the threshold is too high, the mitigation
device will miss an attack on traffic. Otherwise, if the threshold is too low, the risk of false
positives is high since the mitigation device would consider legitimate traffic malicious.
Therefore ACC-Turbo was developed considering those additional characteristics. It uses
online clustering to effectively identify attack pulses and programmable scheduling to
satisfy deprioritized traffic according to its maliciousness. ACC-Turbo enables real-time
mitigation of pulse-wave DDoS attacks [2].

8.4 The Business with DDoS Attacks

8.4.1 How attackers make money with DDoS Attacks

The motives for an attacker to launch a DDoS attack can be different. Figure 8.7 shows
why attackers execute DDoS attacks.
For example, for online gaming-related reasons, DDoS attacks can be executed by com-
puter geeks without monetary interests. Other reasons can be based on revenge or protest
against a particular company or organization, like the competitive rivalry between busi-
nesses or inter-personal/inter-group rivalries. Also, political or ideological disputes, for
example, based on nationalism or religious controversy, can lead to DDoS attacks. Look-
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Figure 8.7: Motivations for DDoS attacks [13]

ing at how to make money as an attacker, one way, as shown in Figure 8.7 is by financial
market manipulation [13]. Attackers could manipulate the financial market by combining
DDoS attacks with misinformation disseminated through social media. This could be
done by creating fake accounts or hacking existing ones in social media, investing heavily
in equities that increase in value as target equity value drops, launching a DDoS attack,
and spreading fake information through fake or hacked accounts. Then, when the tar-
get stock value has devaluated and the value of the derivative asset which the attacker
possesses increases, the attacker can liquidate his assets and make illicit profits [14].
However, as Figure 8.7 shows, the most reported attack motive is criminal extortion.
Attackers would send extortion letters to a company with an internet presence demanding
the payment of a specific sum by a set deadline. If no payment happens, the threats in
the extortion letter are initiated, and an enormous number of requests are sent to the
web servers until they become inaccessible. Another method of an attacker would be to
first block the company’s online presence without warning with a DDoS attack. Then
during the attack, the attacked company would receive a letter claiming responsibility,
for example, by e-mail demanding either payment to an account by a deadline or another
condition that must be met. If the deadline passes and the conditions are not met,
then the attacks are continued [13]. The second largest motive for DDoS attacks is
criminals demonstrating DDoS attack capabilities to potential customers. Thus, many
DDoS attacks are advertisements for illegal DDoS-for-hire services [15].

8.4.2 How third parties make money with DDoS Attacks

8.4.2.1 DDoS as a Service

Traditionally, the execution of a DDoS attack was considered in multiple stages like shown
in Figure 8.1. Attackers needed to create a botnet that was used to conduct the attack.
But in recent years, a new model of DDoS execution has emerged, the DDoS-for-hire
(or botnet-for-hire) that allows the attacks to be executed simply by renting an already
established botnet. With DDoS-for-hire, the execution of a DDoS attack has been greatly
simplified because the attackers no longer need to worry about the setup and maintenance
of a DDoS botnet. Additionally, DDoS-for-hire have extremely low fees allowing a powerful
DDoS attack for only $38/hour. Currently, about 40% of all DDoS attacks are executed
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with DDoS-for-hire services [16]. The hackers that develop such DDoS-for-hire services
make more money by using the power of one large botnet to service more than one
customer simultaneously. As soon as a botnet is up and running, it can hit one target
with a burst, then switch quickly to hit another target with a burst and alternate between
the targets [17]. Since DDoS attacks are illegal, DDoS-for-hire service providers had to
find a creative way of advertising their services for the mass market since they cannot
openly advertise DDoS attacks. Therefore, to still reach the mass market and allow their
business to fly under the radar, they call their services ”stressers” or ”booters” with the
implication that their service can be used to test the resilience of one’s server. But since
no verification of the service user’s identity or ownership of the target server is needed
when using stressers or booters, users of such a service can ”stress test” anybody, which
ultimately enables cybercrime [18].

8.4.2.2 Protection providers

The digital transformation related to the Coronavirus led to a significant increase in
DDoS attacks. Kaspersky reports, that the DDoS attacks were 217% higher in the second
quarter of 2020 than in the same period in 2019 [19]. Other DDoS data providers like
Cloudflare reported that in specific months from 2021-2022, up to 28% of their customers
were attacked or threatened as Figure 8.8 shows [20]. If there are more DDoS attacks,
then more protection against DDoS attacks is necessary. Looking at the DDoS protection
market with the protection providers, the DDoS protection market reached an estimated
value of US$ 1,567.8 million in 2021 with a total revenue of US$ 1,375.6 million. Cloud-
based solutions accounted for around 54% market share in the global DDoS protection
market in that year. With the growing threat environment of IoT (Internet of Things)
devices, the DDoS protection market is expected to reach US$ 6,530.5 million by 2032
[21].

Figure 8.8: Ransom DDoS Attacks & Threats 2021-2022 [20]

This would mean a CAGR (Compound annual growth rate) of 15.3 % for 2022-2032. The
cloud-based solution segment is expected to grow by 4.5x between 2022 & 2032 because
of the rising of technologies such as AI, ML, and IoT. The cloud-based software helps
organizations to scale up rapidly with the help of real-time configuration. The landscape of
DDoS protection providers is competitive; therefore, they are focusing on various strategies
for increasing their investments in research and development. To develop their DDoS
protection to serve the customers and reduce the churn rate, protection providers acquire
and enter into partnerships with other companies [21].
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8.5 The Consequences of DDoS Attacks

8.5.1 Use Cases

8.5.1.1 The largest layer 7 DDoS Attack to date

A recently released report from Google Cloud describes the largest layer 7 DDoS attacks.
This attack happened on June 1 on a Google Cloud Armor customer. The attacker sent
a series of HTTPS DDoS attacks which peaked at 46 million requests per second, shown
in Figure 8.9 [22].

Figure 8.9: DDoS attack on Google Cloud Armor customer [22]

Before the attack started, the customer had configured the Cloud Armor Adaptive Pro-
tection of Google in their relevant Cloud Armor security policy. This enabled Adaptive
Protection to learn and establish a baseline model of the normal traffic patterns for their
service by using machine learning. At around 9:45 a.m., the attack began with more than
10,000 requests per second (rps) targeting the customer of Google. After eight minutes,
the attack grew to 100,000 requests per second. The Cloud Armor Adaptive Protection of
Google detected the attack because it classified it as abnormal, analyzed its incoming traf-
fic, and generated an alert containing the attack signature. A rule to block the malicious
signature was added to the alert so the customer’s network security team could deploy
the Cloud-Armor-recommended rule into their security policy. The deployment of the
rule enabled the throttling of the attack traffic by dropping most of the attack volume at
Google’s network edge and thus blocking the attack on the customer. After two minutes,
the attack started to ramp up, growing from 100,000 rps to a peak of 46 million rps. But
since Adaptive Protection was already blocking the attack traffic on the customer, the
target workload continued to operate as usual, and the targeted applications and services
remained available. The attack decreased in the next few minutes, ending 69 minutes later
at 10:54 a.m. Google noticed, that 5,256 source IPs from 132 countries were contributing
to the attack [22].

8.5.1.2 The Spamhaus DDoS Attacks in 2013

Another prominent DDoS attack was the one on Spamhaus in 2013. But in this case,
the victim was not as lucky as the previous one in the Google Example. Spamhaus is an
anti-spam organization, that tracks email spammers and spam-related activities. After
Spamhaus added the Dutch hosting provider Cyberbunker (known for hosting a wide-
ranging collection of websites and is connected to criminal activities) to its global blacklist,
DDoS attacks started against Spamhaus. According to The New York Times, an alleged
spokesman for the attackers said that Cyberbunker was retaliating because Spamhaus
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had abused its influence on the Internet [23]. Spamhaus had DDoS protection services
already in place and was used for DDoS attacks, nevertheless, this attack, estimated at
300 gigabits of traffic per second was successful for the attackers. The attack knocked
down the websites and part of the email services of Spamhaus offline. The consequences
were immense brand damage [24].

8.5.2 Impacts of DDoS Attacks

As described in the last use case, one impact on the victims of DDoS attacks can be
damage on the company’s reputation and customer confidence in the company. This is
even worse if the company has a large portion of its business online. Another impact
can be a huge loss in revenue due to non-operable e-services [13]. A DDoS attack can
cost a company, on average, between $20,000- $40,000 per hour. Kaspersky reported,
that large companies even lose $417,000 on average due to a DoS attack, small and mid-
sized businesses around $53,000 [25]. Thereby, the technology and telecommunications
companies are the most targeted ones, as Figure 8.10 shows [26].

Figure 8.10: DDoS attacks by industry sector 2020-2021 [26]

DDoS attacks do not only slow down networks and prevent website access or availability,
but they can also cause costs for restoring the services to employees or customers. Since
DDoS attacks are becoming more powerful and taking longer to resolve, most businesses
must manage without the target service for at least a workday. This leads to additional
costs for offline or backup systems to continue operations during an attack. It can also
happen that the attackers use DDoS attacks as a smokescreen for more dangerous cyber-
attacks. Attackers can overwhelm a business’s servers with decoy traffic from a DDoS
attack and then steal data during the distraction [27]. An attack can result in losses of
intellectual property, personal data of customers or financial information [28].
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Companies must buy products from protection providers to prevent those impacts from
a DDoS attack. But those products are not cheap. As an example, DataDome sells their
cheapest DDoS protection for $2,990 per month [29], and Azure for $2,944 [30]. For tech
companies that offer DDoS protection, the high cost of a DDoS attack on one of their
clients can result in the clients filing a cyber liability lawsuit against the companies. If
the clients can prove that the tech company could have prevented the attack, it can even
result in high costs for the tech company [27].

8.5.3 Discussion

With the adoption of Software-as-a-Service (SaaS) in the form of DDoS-for-hire for ex-
ecuting DDoS attacks, attackers can use user-friendly and freely available attack tools.
This leads to an immense reduction of boundaries that attackers have for executing DDoS
attacks with no technical knowledge required and low execution costs. Since renting a
DDoS-for-hire also enables the attacker to attack multiple targets, the attacker can profit
from paying once for a limited amount of time and executing as many attacks as possible
within the rented timeframe. If the attacker attacks multiple companies, he/she could
profit from extorting money from multiple victims and maximizing his own profit. There-
fore, the attractiveness of using a DDoS-for-hire service increases. This, and the insidious
advertisement of DDoS-for-hire as a ”stress test”could lead to an increase in DDoS attacks
in the future.
The constant evolution of DDoS attacks requires a constant adaption of protection against
DDoS attacks. Whenever new tactics or technologies are used from the attacker side, the
defender side has to keep up, which results in an endless cat-and-mouse game. Anyway,
the victims lose, because either they have to risk a DDoS attack or they have to buy
protection against DDoS attacks. The costs for the victims rise in both scenarios.

8.6 Conclusion

The stated objective of providing an overview of pulse-wave DDoS attacks and their
impacts has been achieved. The report provides an overview so readers with no prior
knowledge about this topic get informed about the most important aspects. To provide
an overview, various sources had to be considered and elaborated. There were cases, where
more research was necessary to find numbers related to specific use cases or scenarios since
not every company provides full transparency. The scope defined in the project phase
could be reached by providing information about pulse-wave DDoS (technical perspective)
and their impacts (economic perspective). The schedule could be fulfilled since enough
time for the report creation was provided.
DDoS attacks are constantly increasing in quantity and complexity as the literature re-
search showed. The results are new dangerous DDoS attack types like the pulse-wave
DDoS attack. The impacts that DDoS attacks are causing can be horrific for their vic-
tims, and this increases the need to create awareness and adopt defense against them.
On one side, the costs for companies increase to defend against DDoS attacks because of
their increasing complexity of them. On the other side, the costs for the attackers are
constantly decreasing as attackers are benefiting from the use of Software as a Service for
the execution of DDoS attacks. In this context, future research should focus on dealing
with DDoS attacks and reducing the impact as much as possible for the victims.
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Chapter 9

How does Public Trust Affect the
Economic Value of IoT Products

Tram Vo

The COVID-19 pandemic gave a rise to adoption for a lot of IoT products as more people
demanded digital solutions for connectivity. The multi-billion dollar market for Inter-
net of Things continues to grow as more industries and households begin to adopt these
technologies into normal life. As IoT products advance, the public‘s incident anxiety in-
creases due to lack of knowledge for how their data is being collected and used by these
devices. This paper investigates the relationship of consumer trust and IoT products by
diving deeper into the privacy concerns many of the IoT product categories display. We
will be analyzing consumer‘s attitudes toward IoT devices and also review public policy
and economic implications regarding the privacy concerns for IoT products.
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9.1 Introduction: IoT Products and their Rising Popularity

What is IoT? Though there can be a variety of definitions depending on different contexts,
according to Insider Intelligence, the ecosystem of Internet of Things products encompass
a wide variety of internet-connected devices that enable business, governments and con-
sumers to be connected to carry out a variety of functions [27]. As advancements continue
in the future, many more devices will be introduced and added to the IoT list. Computer
Scientist Kevin Ashton was the person who coined the term ‘Internet of Things‘ in 1999.
The first application of IoT was when he worked at Procter and Gamble and proposed
putting radio-frequency identification (RFID) chips to track products through a supply
chain. Two decades later, IoT has come quite far.
McKinsey‘s report ‘The Internet of Things: Catching up to an accelerating opportunity‘[26]
mentioned that IoT is a fundamental growing trend underlying the digital transformation
of business and the economy. Digital transformation is at the forefront of many businesses
now more than ever before. It is estimated that by 2030, the economic potential IoT could
unlock would be around ‘5.5 trillion to 12.6 trillion dollars in value globally, including the
value captured by consumers and customers of IoT products and services.[26]‘ To paint
a picture of how the physical and digital world today are increasingly merging, Insider
Intelligence predicts that by 2026, there will be more than 64 billion IoT devices installed
around the world [27]. This means that consumers and companies will be spending a lot
more on these IoT solutions and systems - creating immense economic value. Many of the
world‘s biggest corporations are responsible for innovation within the field of information
and communication technologies.
There are technical requirements for the concept of the Internet of Things. The concept
of IoT can be represented as a equation below[31]:

Figure 9.1: Taken from reference[31]

Essentially, the 3 main components of IoT are sensing, communication and computation.
For each of these components, they can be broken down further into IoT technologies that
are representing each of the component, pictured below[31]:

Figure 9.2: Taken from reference[31]

It is important to point out that IoT refers to wireless network between objects, like
a network of networks, and usually the network will be self-configuring[31]. It allows
anything to connect any time at any place either human to human (H2H) or human to
things (H2T) or things to things (T2T) [31].
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Figure 9.3: Taken from reference[31]

The below table details the various benefits IoT presents to society, showing the many
applications of IoT touching all sectors within society.

9.2 Exploring Consumer Attitudes and Privacy Implica-

tions regarding IoT Products

As the world heads towards 64 billion IoT devices by 2025, along with the great benefits
for productivity and connectivity, comes higher risk of privacy issues. According to Insider
Intelligence, IoT privacy issues can be broken down to a few main causes. Firstly, the
issue of too much data. An IoT report from the Federal Trade Commission on Privacy and
Security in the Connected World found that fewer than 10,000 households can generate
150 million discrete data points every day. These entry points can put the consumer‘s
information at a vulnerable state to hackers [29].
The increasing amount of data being produced by devices means that IoT devices are also
collecting a higher quantity of granular data from individuals. The UNESCO Inclusive
Policy Lab ‘Data Privacy and the Internet of Things‘ article brings up the concept of
’surveillance capitalism‘, something companies have enabled for the goal of ‘predicting
and modifying human behavior as a means to produce revenue and market control [30]‘.
Surveillance capitalism can be taken advantage of by companies when it comes to merger
and acquisitions and corporate bankruptcy proceedings, where personal data may be
disclosed and transferred to other entities. Despite consumers often having to review
and accept privacy policies for IoT devices and services, there are still risks of personal
identifiable data being disclosed to other third parties[30].
At present, in the United States, there is no comprehensive federal privacy legislation. Dif-
ferent industries are governed by certain regulatory bodies and therefore, there is room for
regulatory gaps. Different U.S states have more active data privacy regulations. Accord-
ing to the National Conference of State Legislatures, California, Colorado, Connecticut,
Utah and Virginia are five states that have enacted comprehensive consumer data pri-
vacy laws [1]. Consumers in California have more rights and can decide whether or not
companies are able to sell their individual data to third parties [16]. Nevertheless, policy
regarding protection for cybersecurity and data privacy protection varies in many different
locations and can be tricky to implement. New York is an example of a state that failed
to pass their legislature for the ‘New York Privacy Act‘ due to conflicts with the business
community through stringent regulations on data privacy and cybersecurity concerns -
leaving companies vulnerable to consumer lawsuits for data breaches for example.
The European Union, on the other hand, put into effect the ‘toughest privacy and secu-
rity law in the world‘ in May 2018 [2]. The General Data Protection Regulation (GDPR)
even includes entities outside of the EU, if they process personal data or offer goods and
services to EU citizens or residents [2]. The GDPR includes terms on personal data, data
processing, data subject, data controller and the data processor with the main data pro-
tection principles focusing on lawfulness-fairness-transparency, purpose limitation, data
minimization, data accuracy, storage limitation, integrity and confidentiality, and lastly
accountability [2].
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Figure 9.4: Taken from reference [3]

Consumers International and the Internet Society conducted research in 2019 that ex-
plored consumer perceptions and attitudes toward trust, security and privacy of IoT
devices[3]. It is found that ‘On average, 65 percent of consumers across all markets report
being concerned with the way connected devices collect and use personal data, with the
US showing the highest concern levels at 70 percent [3]‘. The research pointed out how
consumers‘ concerns differ depending on the form of technology. Mobile apps had the
highest levels of concern about collection of personal data, and lowest was for laptops and
tablets. Other insightful findings include how only 50 percent of consumers are aware
of settings that control what data is collected and who it is shared with. It is good to
preface that the concept of consumer trust can be hard to define based on the individual’s
background and cultures [3]. Nevertheless, Consumers International and the Internet So-
ciety‘s research found that 63 percent of people agree that connected devices are ‘creepy‘
in the way they collect data [3]. Distrust in IoT devices is high in consumers, as ‘Across
markets, over half of people tend to distrust their connected devices to protect their pri-
vacy and handle their information in a respectful manner (53 percent) [3]‘. These survey
findings provide some understanding into consumers from different areas of the world,
and presents an opportunity for players within the IoT field such as companies, computer
scientists, manufacturers and others to realize the importance of security and privacy for
their business.

9.3 Product Case Study: Air Tag

Apple released the AirTag in 2021, a tracking device designed for people to find their
personal objects such as keys, wallet, luggage, bags and more. Unlike phones and GPS
devices, AirTags use bluetooth wireless signals and report their nearby presence to de-
vices connected to the Internet [21]. Since its release, numerous accounts of AirTag and
unwanted tracking have arisen. These inexpensive trackers are priced at 30 dollars with
removable batteries and small size makes it convenient to clip to objects for many users
but also brings possibilities of hiding and misusage [21]. Stalking reports continued to in-
crease, where the company even released an Apple Statement in February 2022 titled ‘An
update on AirTag and unwanted tracking‘, which mentions the many ways the company
plans to update the AirTag safety warnings and working with law enforcement groups
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[19]. This statement was a response to individuals who have been receiving unwanted
tracking alerts and reports of malicious attempts of people misusing the AirTag[19].
Many examples of people stalking incidents have happened. BBC News spoke to 6 women
who reported they have been tracked using Apple AirTags in the U.S. One pointed out
a loophole in Apple AirTag safeguards - where the perpetrator who tracked the woman
tracked the woman all the way until she got home and turned off the AirTag after -
making her unable to locate the AirTag [20]. This is from the safeguard feature where
the AirTag will make a beeping sound 8-24 hours after a device is detected moving with
an unregistered phone, but it‘s also easy to register then disable an AirTag. Many also
say that the ‘beeping‘ - a 60 decibel beep, is very easy to muffle, and many complain
that the time it takes for the noise to go off is too late [20]. Similar complaint about
the AirTag alarm was said from an experiment done by The Washington Post where the
sound was described as a ‘light chirping‘ that lasted for 15 seconds and rang after three
days. The sound also went silent for several hours and then started chirping again for
15 seconds. The Washington Post experiment pointed out the risk of abusers gaming the
alarm countdown timing, and abusers can also turn off the item safety alerts in the Find
My app as adjusting these settings require no PIN or password [21]. Many users want the
ability for the Find My app to instantly scan the vicinity for any AirTags to make sure
of their safety [21].
Tracking devices are not unique to the AirTag. In fact these tracking devices are widely
available and made by other producers, and Apple is actually taking action to improve the
security of AirTags, whereas tracking-device competitors like Tile have done nothing [21].
The problem comes to the widely used Find My network that uses a billion Apple devices
around the world and their bluetooth connectivity. The Find My network is free with all
Iphones and allows for significant precision, and with newer Iphone models, contains a
wireless technology called ultra-wideband that makes them even more precise [21]. The
Apple AirTag spotlight regarding danger is due to its accuracy in long-range tracking[22].
Every AirTag has a unique serial number and paired AirTags are associated with an Apple
ID [19], and Apple plans to provide paired account details to law enforcement when tracing
back perpetrators.
The lack of trust in Apple AirTag has led to many asking the company to stop producing
the product, which is a direct effect on the economic value of an IoT product. In 2021
when the product was released, a professional industry analyst from Forbes had estimated
that the AirTag would be Apple‘s next 1 billion dollar business. This estimation was from
the widely used Find My network that includes 1 billion devices, making it conceivable for
the company to make 1 billion in revenue if they sell 35 million units [22]. According to
Apple Insider and analyst Ming-Chi Kuo, Apple sold 20 million in 2021 and is on course
to sell 35 million in 2022 [23]. For a product with such success and potential for growth,
it‘s clear how important it is that the company takes action to combat user security and
privacy concerns as user trust and safety can greatly affect the economic value of the
product.

9.4 Product Case Study: Smart Home Devices

Smart home technology continues to gain prevalence in modern day homes. The COVID-
19 pandemic accelerated this growth as people spent more time indoors, leading to more
adoption of digital technologies[4]. A GlobalData forecast predicts the home automation
market will expand to 75.3 billion by 2025. This compound annual growth is up by 16
percent by 2020‘s 35.9 billion [11].
What do consumers want from smart home adoption? It would be to have an inte-
grated system to make their life more connected and capable of delivering personalized



Tram Vo 91

Figure 9.5: Taken from reference[11]

experiences[11]. The goal of this system integration should be to provide enhanced enter-
tainment services, easier management of domestic chores and protection from domestic
risks, including flood, burglary and fire, and to lower energy consumption [7].
The downside of many smart home devices currently is their overreliance on the cloud
to process data. Cloud connectivity can be concerning as consumer‘s information is be-
ing constantly recorded and transferred online. Many smart home devices have sensors
that continuously monitor consumer‘s behavior without the consumer‘s full awareness, for
example - voice assistants.
Findings from a nationally representative survey of UK consumers show that people tend
to agree with the statement that unauthorized data collection will influence their will-
ingness to use smart home devices Unauthorized data collection, therefore, is a big part
when defining consumer trust. It‘s also found that older people are less willing to use
smart home devices in case of unauthorized data collection than younger people. Higher
age and higher education are factors that can make people less likely to trust the integrity
of businesses providing smart home devices[7]. Data collection security and transparency
can be a point of opportunity for businesses wanting to improve the barrier to consumer
adoption process for integrated smart home technologies.

9.4.1 Smart TV and Privacy Concerns

The Smart TV has become one of the most common smart home technologies with the
rise in popularity of streaming services [5]. Smart TVs also facilitate content that require
internet access - such as games, browsing the web, and entertainment. There are a variety
of privacy risks consumers are usually not aware of by the Smart TV ecosystem. There
is the risk of vendors and broadcasters collecting Smart TV usage-related data, recording
and analyzing speech and sharing that to third party services to extract commands for
operating the TV. Compared to smartphones and desktop computers, Smart TVs are said
to be less reliably secured [3]. Consumers are to make a decision on compromising their
privacy for the functionalities the Smart TV offers.
We can look at an example of the Android TV Ecosystem developed by Google on top
of Android OS. Developers of TV apps, similar to mobile apps, run on a sandbox with
minimum permissions by default. These TV apps use third party libraries to add services
or functions to their app similar to on mobile - these services include analytics, advertising,
social networks, and more [5]. These third party libraries can collect sensitive user data
and sometimes even the developers are unaware of these data collection methods - putting
their users privacy at risk. Third parties collection of personal identifiable information
such as viewing history can be used for user profiling. In one study up to 70 percent
of Smart TV users find advertisers having access to their viewing history unacceptable
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[5]. Additionally, developers can add malicious code or malware exploiting consumer‘s
vulnerability in TV apps. Bad development practices can request more permissions from
the user than they need, present incomplete or false information in signing certificates,
expose the Smart TVs to more bugs and vulnerabilities, and also introduce privilege
escalation attacks on the consumer [5].
There have also been numerous other privacy incidents that have happened in the past
with Smart TVs. In 2015, Samsung was accused by the Electronic Privacy Information
Center(Epic) of breaking federal privacy laws concerning the collection and disclosure of
electronic communications. Consumers and Epic who found out about how their private
communications were being recorded by the voice recognition feature and transmitted
over the internet to a third party, thought that this was an intrusive surveillance activity,
was unfair and deceptive [12]. Epic stated in its complaint that everything the user says in
front of the Samsung SmartTV is recorded when the voice recognition feature is enabled
and it was found that its smart TVs were transmitting voice data and recognized text
unencrypted across the internet. This was after Samsung had claimed that ‘all private
data is encrypted when passed between the TV to the voice recognition servers‘[14].
That was in 2015, and now in September of 2022, Samsung recently disclosed to their
US consumers of a recent data breach which compromised name, personal demographics
data and product registration information. This data includes serial numbers for devices
like Smart TVs. The company had disclosed this breach a month after discovering it.
Breaching this type of data can expose their customers to potential incidents of phishing
or unwarranted advertisement.
Lack of encryption and transmitting information onto the internet puts customers in a
position that is vulnerable to hackers to spy on them through microphones or cameras
[24]. This can be a challenge as streaming services - which require internet connection,
is one of the main usages for Smart TVs. Users can be more aware of ways on how
to protect their privacy when using Smart TVs by using a VPN with their streaming
device[24]. Users can look more into the privacy terms of their Smart TVs and adjust
settings such as disagreeing or turning off permission on data collection, tracking policies
or other smart settings [24].

9.4.2 Voice Assistants and Privacy Concerns

Another smart home technology that is experiencing great growth is voice assistants and
smart speakers. For the United States, Insider Intelligence predicts 42.1 percent of the
population, or 142 million people, will be using a voice assistant[29]. This number will
increase to 45.4 percent in 2026 [29]. Users are using voice assistants through their smart-
phones and also other IoT devices, like their cars or smart home tech [25].
The leading players in the voice assistant market are Google, Apple and Amazon, with
their respective popular voice assistants Google Assistant, Apple Siri and Alexa. Insider
Intelligence noted that voice assistant users are likely to use more than one type of voice
assistant since they are all interoperable across devices. The flexibility of voice assistants
being used across platforms and devices shows how these devices are being integrated into
many products and people‘s daily lives, functioning as their own ecosystems. One example
is Alexa - which is compatible with over 140,000 smart home products [29]. The Voice
Interoperability Initiative founded by Amazon has over 90 companies that are committed
to giving customers the choice and flexibility to access multiple voice services on a single
device [14].
The technical name for smart assistant device is called Voice-Controlled Digital Assistants
(VCDAs) and below is the basic structure of how one works:
The ‘wake word‘ is the term for the word that the user would use to activate their smart
voice assistant. Large tech companies claim their smart speakers are only listening for the
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Figure 9.6: Taken from reference[16]

‘wake word‘, but this is not the case as the speakers can mistake certain words and begin
the recording without the user knowing [16].
There are two main concerns regarding privacy for users when it comes to voice assis-
tants. The first concern deals with the ‘always-listening‘ feature of VCDAs. The second
concern deals with the data collection and processing by manufacturers and or third par-
ties that users are not aware of due to a lack of transparency [15]. There‘s also a term
called ‘dolphin attack‘ where inaudible audio signals are picked up and activate the smart
speakers without the knowledge of the end users [15]. The collection of audio data can
reveal a lot of information about the end user. For example, interests, location, buying
behavior, current activities or mood. Other background noises and contexts collected
can further develop a better profile of the user. Device manufacturers and third party
developers would be able to use this information for sending of targeted advertisements
and or profiling [15].
So what power does the end user have right now for using these devices? Currently, end
users can manage skills or acting permissions and control sharing of information when
using Google Assistant or Alexa. Users can also opt out utilization of their data for
additional purposes such as system improvements [15]. Apple Siri for example currently
does not allow users to view data or manage skill permissions. One suggested solution
when it comes to protecting the user‘s privacy while using VCDAs is local data processing
as opposed to cloud processing. Locally processing the data on the device examples
include a system called Snips which allow for offline processing of voice commands, but
this solution requires crowdsourcing data and semi-supervised machine learning instead of
using the user‘s own data. There are other offline, open-source and privacy-friendly voice
assistant service platforms out there as well [15]. Another suggested preventative solution
is altering/conversion of user voice data before the processing stage by the cloud service.
The diagram below shows the VCDA process with this additional sanitization step [15]:
This sanitization process can anonymize the end user‘s voice using a frequency warping
process and keyword substitution predefined by the end users. This additional step reduces
the risk of third party developers being able to identify end users and infer further on
their personal characteristics [15].
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Figure 9.7: Taken from reference[16]

9.5 IoT in Healthcare

According to Market Watch by Deloitte, the global IoT healthcare market is expected to
be worth 158.1 billion dollars in 2022 [18]. Another study by Allied Market shows the
global Internet of Things in the healthcare market is valued at 11.751 billion in 2019 and
is expected to reach 22.2672 billion by 2027. This results in a compound annual growth
rate (CAGR) of 13.20 percent from 2020 to 2027. Another statistic in 2019 shows up to
86 percent of healthcare organizations were using IoT technology in some way. It can
be assumed that the percentage of healthcare organizations using IoT technology is ever
increasing.
Many of these IoT healthcare usage include applications monitoring hardware and other
ways to improve the way patients keep track of their health [18]. One example of this type
of tracking technology is the Broolyn-based nursing facility Allure introducing EarlySense,
a product that is able to track vital signs and movements from sensors placed under
mattresses and pillows. According to the Allure Group, their investment in Iot technology
showed a 45 percent decrease in patient falls, a 60 percent reduction in bedsores, and an
80 percent decrease in code blue events [18]. Another example is a Bluetooth- and IoT-
enabled device that allows patients to monitor how quickly their blood clots - released by
Roche in 2016. The device allows self-testing of their blood, sets targets and allows for both
the patient and healthcare provider parties to add leave comments on results[18]. Apple
Watches also launched a new ‘Movement Disorder API‘ that allows for the monitoring
of Parkinson‘s Disease symptoms in 2018. The Apple watch monitors daily, hourly and
minute-by-minute breakdowns of symptom fluctuation and produces a graph that gets
sent to caregivers. It‘s also said that this technology also has benefits for patients with
epilepsy and arthritis [18]. According to one study, 85 percent of doctors confirmed that
handheld medical devices encourage devices to take better care of themselves, and 75
percent of patients believe using the technology can help them improve their health [17].
Forbes estimated 646 million IoT devices were used in hospitals, clinics and medical offices
in 2020. The large volumes of medical data generated now being managed by IoT means
more pressure on security, confidentiality and appropriate storage solutions [18]. A study
aiming to examine the impact of trust on the engagement in the use of IoT for healthcare
states that in the healthcare context, the use of IoT devices enables better diagnosis and
monitoring of patient health [17]. These devices collect user-health data and therefore raise
concerns about security and trust that can affect user‘s adoption of this technology. The
study explains that patients must be informed by healthcare professionals on how their
data will be collected and used, patient data are to be kept for administrative purposes and
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confidential patient information should not be revealed. These factors help patients trust
IoTs to monitor their health without compromising their privacy [17]. The study finds
that autonomy is a factor that helps users feel more engaged with IoT technology. Hence,
IoT service providers should work on allowing users the perceived autonomy to make life
easier for users. The study also finds that users are more engaged with IoT for health
when they perceive that the technology is allowing them to develop their performance.
The desire for self-development is also another point providers should pay attention to for
the IoT healthcare products to gain the user‘s trust [17]. It‘s also important to note that
the user must be aware and be able to give consent for their treatment of health-data.
The delegated actions to IoT healthcare devices must be asked by the user and not be
misleading, which can impact the user‘s trust and sense of freedom [17].

9.6 Economic Value of IoT Products

According to a CDN Report, the Internet of Things has the potential to generate 4-11
trillion dollars in economic value in 2025. The strongest sector in terms of economic impact
is the industrial sector with an expectation of 1.2 and 3.7 billion in contribution, coming
from factories. The report predicts the rest IoT‘s the economic impact will be coming
from smart cities in Europe, connected healthcare in the Americas, custom production
environments and IoT usage in homes and offices around the globe[18]. McKinsey also
predicts 40 percent of the value IoT generates will come from developing countries [18].
The use of IoT products continues to increase with Statista predicting the number of IoT
devices surpassing 75 billion by the end of 2025. Currently in 2021, there are more than
10 billion active IoT devices [18]. Market Research Engine estimates the consumer IoT
Market to reach 142 billion by 2026, with the largest market being in North America
and Asia-Pacific being the fastest-growing area [18]. These figures ultimately show the
significant impact the Internet of Things has on the economy.

9.6.1 The Influence of Public Perception and Trust

Companies can differentiate themselves by putting privacy and security at their forefront
of their products. Even though consumers pay for IoT products, they are also the product
themselves [7]. Consumer anxiety of security incidents with IoT products, whether that
be smart home devices, tracking devices, or healthcare products serve as a constraint for
trust and adoption of IoT.
Policymakers and businesses can work together to address barriers of adoption of IoT
products. These barriers are consumer anxiety and lack of data privacy transparency
from companies. This means companies should be providing more clarity about usage
of consumer data, increase education and resources for risk-related incidents, and overall
decrease the risk-likelihood to increase trust in consumers [7]. As the statistics have
shown in the previous section, the IoT market is estimated at billions of dollars with more
potential for growth as the digital revolution continues to be adopted in every industry
and household, so it‘s very important to take action towards increased public trust for
IoT technologies.

9.7 Conclusions and Summary

Based on the gathered findings from many sources, Internet of Things technologies have
and will continue to grow exponentially, contribute to the global economy, and become a
part of society on a business and consumer level. Businesses want to increase adoption
for IoT technologies, but with this comes implications regarding privacy, security and
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Figure 9.8: Taken from reference[3]

trust from the public. Concerns with surveillance capitalism become more relevant as
the hyper-connectivity increases and the ecosystem of IoT products continues to expand,
leading to more generation of user data - and hence concerns of data collection, processing,
and usage. Consumers have incident anxiety from many IoT products such as smart home
devices, tracking devices, healthcare products, and more - which the paper addressed each
product area and the privacy risk implications more in depth.
The risks of privacy for individuals become a data ethics issue [9]. It is not enough for legal
requirements such as privacy legislation to be the sole player in protecting data privacy
rights for the public.
Even the strictest privacy legislation currently in the world, the EU Data Act, can’t fully
protect the consumer. The problem with IoT Data Governance is difficult because IoT
devices generate both personal and non-personal data, but only the personal data are sub-
ject to the EU General Data Protection Regulation (GDPR), and for most non-personal
data generated by IoT devices, no ‘de jure‘ rights exist [32]. The main problems arise then
with the complexities of how data is classified, transferred and used and how those pro-
cesses align within the current legislation terms. For example, one of the main problems
is that it is very difficult to determine ex ante, i.e. before litigation in courts, whether
certain data of the data holders are trade secrets. This can lead to the problem that data
holders can easily claim, without clarification, that the data that should be shared are
trade secrets and require far-reaching confidentiality agreements and technical protection
measures [32]. Other various examples also show how personal data and compliance with
regulations like the GDPR can lead to many disputes and the data sharing agreements
are unclear.
Organizations and businesses should have a more fundamental conversation on what is the
core objective they are trying to achieve with IoT and how does that balance against risks
with individuals [9]. Behind IoT products are tech teams with scientists, product and risk
teams that also have as much impact as data privacy officers and lawyers [9]. Overall, it‘s
undeniable the benefits and economic value IoT brings to society, but also public trust can
greatly influence the adoption of these technologies. In the future, technology companies
should tailor their value propositions and prioritize increasing consumer trust.
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