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Abstract—The Internet of Things (IoT) has become increas-
ingly popular due to the growing number of IoT devices and
the adoption of numerous communication protocols. With the
renewed interest in Ultra-Wideband (UWB) positioning and
recent reports on privacy infringements through UWB-enabled
spyware, the consideration of privacy in UWB applications has
become paramount. Currently, an IoT-centric security database
is under development, VarIoT, however, there is no filter for
privacy- or protocol-based vulnerabilities, risks, or threats and
current UWB literature does not focus on privacy.

Thus, this work formalizes privacy risks as attack patterns,
based on the UWB protocol and presents it in an ontology. The
effectiveness of this ontology is exemplified by a case study that
receives UWB artifacts as input and derives a set of privacy
risks by relying on the presented formalized knowledge graph.
By exhibiting the ontology’s ability to automatically derive threats
for an applied scenario an increased privacy preservation in UWB
networks and solutions is reached.

Index Terms—privacy, UWB, IoT, ontology, knowledge graph

I. INTRODUCTION

The adoption of Internet of Things (IoT) devices has in-
creased significantly [25] and resulted in a diversified market
of non-interoperable devices due to proprietary systems built
upon a multitude of communication protocols with varying
hardware requirements. Common communication protocols in
smart home environments are Bluetooth Low Energy (BLE)
and Wi-Fi [18]. However, with the introduction of the Ultra-
Wideband (UWB) 802.15.4z amendment and its support from
the Fine Ranging (FiRa) Consortium, UWB gains renewed
traction for precise and accurate localization of non-smart
objects [8].

The latest push by FiRa Consortium partners, such as Apple,
NXP, Samsung, and Google, to introduce UWB in personal
devices, such as smartphones and tracking tags, is cause for
concern from a privacy perspective. Particularly since UWB
enables very precise tracking indoors, opening the door for
potential user profiling and targeted advertisements, infringes
on user privacy in a myriad of ways [1], [25]. For example,
with the correct UWB infrastructure and the user carrying a
potential tracker with them at all times (their smartphone), a
user could be continuously located down to a few centimeters.
Consequently, the user can be profiled down to their daily
schedule, preferences, routes, and even when they leave their
desk at work [1]. Not only does this risk the user’s right to
privacy, but it also risks the privacy of aggregated personal

data, which could be leaked [1], [25] or used to spy on the
user, cf. recent news concerning AirTag incidents [19]. This
showcases a need for further investigation into privacy in UWB
and IoT, especially, since privacy is rarely the singular focus
of UWB research [2], [29]. The lack of concern for privacy is
a crucial gap in current research.

This work fills the privacy gap in current research by laying
the theoretical groundwork for a tool to improve the privacy of
IoT devices within an IoT environment by providing tailored
privacy suggestions based on the network’s specific setup and
protocols. While existing IoT security and privacy vulner-
abilities are provided by databases, such as VARIoT [20],
this paper provides a detailed categorization according to the
UWB protocol, with a sole focus on privacy. While separating
privacy and security into distinct categories, this work provides
the following contributions:

• An overview of current work on privacy in UWB
• An ontology-based formalization for privacy attack pat-

terns in UWB
• A knowledge graph that captures domain knowledge on

privacy attack patterns relating to UWB
The remainder of this paper is organized as follows. Sec-

tion II details the UWB technology and key outcomes of
privacy-based surveys in UWB and IoT. While Section III
provides an overview of privacy risks and threats for the
construction of a privacy ontology for UWB, Section IV details
the formalization of this scenario and ontology, followed by
Section V, which showcases the ontology in a case study.
Lastly, Section VI summarizes and outlines next steps.

II. BACKGROUND AND RELATED WORK

Privacy is a complex term to define [9]. According to
the National Institute of Standards and Technology (NIST),
privacy has three definitions [22]. The first defines privacy as
an assurance that both confidentiality and access to informa-
tion concerning the entity are protected. The second further
defines the entity as an individual with a right to “freedom
from intrusion into the private life or affairs” [22], especially
when infringed upon by the illegal gathering and use of their
descriptive data. And the third redefines the entity as a party
with the additional right to control its data.

Later, Section III relates to these NIST definitions to varying
degrees. Definition three was rarely considered. While none



of the presented approaches considered a mathematically for-
malized definition of privacy, such as of [9], they all agreed
that privacy is the confidentiality of an entity’s data or data
gathered about them as well as the entity’s right to know when
their data is being gathered [25], which is the definition of
privacy considered in this work. Due to the formalization of the
threat model in Section IV, the privacy definitions above were
categorized into six privacy goals as of [10]: Unobservability,
Unlinkability, Transparency, Anonymity, Accountability, and
Confidentiality, all of which must be fulfilled to consider a
system privacy-preserving.

A. Security and Privacy in IoT

Security and privacy are often considered in tandem [24],
[32], hence focusing singularly on privacy without the consid-
eration of security is not possible. If a security vulnerability
is uncovered and demonstrates a possible loss of private
information, it is also considered a privacy risk [27]. In
contrast, a privacy risk is not possible without a security
vulnerability. Therefore, this work considers privacy risks a
subset of security vulnerabilities.

A privacy risk can be demonstrated by exploiting the secu-
rity vulnerability, as presented by [33]. The authors showcased
three leakage attacks to retrieve the handshake key, owner
account, and personal information on the August smart lock
system. Utilizing a rooted mobile device, they were able
to access the system files, which stored the plaintext data,
leverageable to fake an owner by importing the unprotected
system files and allowing attackers control over the smart lock,
account, and personal information. The unencrypted system
files constitute a security vulnerability and a privacy risk since
the attacker gained control of the owner’s account, allowing
access to the August smart lock and the owner’s personal
information.

B. UWB Protocol

In 2002, the Federal Communications Commission (FCC)
defined the high frequency range bands [25] necessary for
UWB. Consequentially, the IEEE has introduced UWB stan-
dards, including IEEE 802.15.4 Impulse Radio UWB (IR-
UWB) to enable highly accurate ranging and positioning [25].
IR-UWB has since seen multiple renewals and amendments,
such as IEEE 802.15.4a and IEEE 802.15.4z in 2019, in-
tending to improve ranging performance and Physical Layer
security [8].

Thus, UWB is a wideband technology that utilizes a broader
spectrum of frequencies, but at lower power and for multiple
short bursts [30]. These bursts must stay within the FCC
limits of a maximal Power Spectral Density (PSD) of -
51.3 dBm/MHz, conversely, requiring multiple pulses across
the spectrum to transmit the same amount of data as Bluetooth,
with a single signal and its maximum PSD of 33 dBm/MHz.
Thus, UWB blends into the noise floor without interfering with
other communication protocols, thereby, ensuring it is resistant
to interference.

Based on this, UWB presents an interesting basis for
research, especially regarding the positioning, tracking, and
monitoring of persons in indoor spaces. The hope is that its
precision and accuracy in localization will enable more reliable
indoor solutions compared to Bluetooth.

C. Related Work: Surveys on Privacy in UWB

This evaluation of surveys on privacy in UWB includes
surveys wherein UWB was evaluated with other protocols.

1) Wireless Sensor Networks (WSN): Multiple surveys in
the field of wireless networks and WSNs consider UWB in
their security overview [14], [27], hence only lightly touching
upon privacy concerns. [27] found UWB to utilize three link-
layer security levels with no encryption, partial encryption,
and full AES-128 communication encryption, with respective
levels of data privacy protection. However, [14] deemed UWB
secure due to its resistance to multipath effects as well as
signal interception and interference, resulting in resistance to
jamming attacks. Additionally, [6] focused on the security of
the UWB PHY layer and found that it is a superior technology
for WSNs, but, privacy, data encryption, and integrity were not
fully considered.

2) IoT and Internet of Medical Things (IoMT): The [18]
survey paper on research challenges in IoT outlines the need
for privacy-preserving mechanisms in IoT, not mentioning
protocol-specific solutions. [17] focused on the security of
UWB in IoMT and found that it is promising due to its low
power consumption and robustness to interference, [32] agreed
that the security features were robust, attributing this to the
low radiated power and narrow pulses resulting in less attack
surface. In contrast, the incompatibility of AES encryption
in multichannel mode and the lack of strong and lightweight
cryptography algorithms pose a privacy risk to IIoT systems.
Finally, [32] determined that interoperability is the core of
IIoT security challenges.

3) Localization: The literature focuses extensively on se-
cure localization in UWB. [2] and [29] found that even though
privacy is of principal importance, the literature does not
cover it sufficiently. [28] and [21] highlighted considerations
of UWB standard security with the absence of privacy consid-
erations. Therefore, no clear consensus on the privacy risks in
UWB is available today. While many sources praise UWB as
a more secure communication protocol, the involved privacy
risks are not fully considered or analyzed.

III. OVERVIEW OF PRIVACY IN UWB

The surveys reviewed in Section II focused on the increase
in positioning accuracy and radar-based localization, rather
than privacy. Recent research has begun to include privacy
considerations, entirely focusing on potential privacy risks of
UWB through its continued integration into smart environment
solutions. Here, work with the keywords UWB and privacy
were considered, focusing on papers from 2017 onward. How-
ever, in most cases, privacy was only mentioned rather than
analyzed. Thus, only the most pertinent results are presented
below.



A. Privacy Interviews

In the 2021 [1] studied three aspects of privacy in UWB-
enabled smartphones: (i) the perception of privacy, (ii) poten-
tial privacy concerns, and (iii) approaches to address privacy
concerns by conducting interviews with experts and users.
The expert interviews revealed that the broader bandwidth of
UWB results in higher security, as spoofing requires the correct
frequency and timing. Nevertheless, it is only a matter of time
before UWB insecurities are uncovered.

UWB experts’ concerns on surveillance for personal devices
include utilizing UWB radar for mapping user surroundings
and locating users, who do not wish to be located, as well
as tracking and profiling people based on the device’s UWB
usage. Similarly, a UWB-based infrastructure could intru-
sively acquire user locations with centimeter accuracy through
multiple UWB sensors placed at known locations. Such a
pervasive infrastructure could also track the MAC address
across time and facilitate targeted advertising. Through the
addition of UWB devices to the infrastructure and an increase
in users carrying UWB sensors with them, surveillance is
more effortless and could be more efficient than BLE in social
distancing tracking.

Regarding social privacy risks, the UWB infrastructure
interconnects users through the UWB mesh network created.
Thus, they might unwittingly locate other users and facilitate
stalking of users and social network analysis. On a personal
device level, devices share data with unknown devices and
users within the same indoor space, such as a clothing store.
The device also enables users to locate other users’ belongings
and track other users’ locations with identifiable IDs, consti-
tuting an infringement of other users’ privacy, especially if
they do not wish to be tracked.

On an institutional level, the personal device collects data
that might be shared or sold and processed by third parties.
Free applications, in particular, often excessively collect user
information, wherein they often ask and receive access to data
far beyond justification. For example, a tic-tac-toe game would
not require location data to function, but might still collect it to
sell to other companies. This becomes increasingly dangerous
as an aggregation of such data, even though anonymized, could
still be used in combination, thus, profiling and deanonymizing
users. Creating such an infrastructure can utilize users as free
repeaters for faster 5G data rates, localization, profiling, and
deanonymization.

B. UWB Localization

Similarly, [25] investigated possibilities to secure UWB
ranging and localization in an industrial setting, finding that
UWB positioning is not entirely tamper-proof due to security
vulnerabilities in the physical layer, MAC layer, and link
layer. Due to his focus on industrial applications, privacy was
evaluated as comparatively riskless, finding that there are only
three possible threats to privacy: a position of partial spoiling,
a position of total spoiling, and broken privacy, which could
result in privacy issues such as the leaking of industrial secrets.

Thus, local eavesdroppers constitute a privacy risk as they
expose localization data, but are internally necessary to mon-
itor the industrial environment. Furthermore, a fully remote
privacy leak would only occur due to flaws in the local
infrastructure, unrelated to UWB. Ultimately, any active radio
device inadvertently broadcasts its rough location and device
information, thus, presenting a privacy risk. A flaw improved,
but not solved through encryption, since it does not prevent
message exchange monitoring, modification, or extraction of
physical parameters such as received power, Time-of-Flight,
or phase.

Additionally, [7] found multiple security threats to location-
based services in IoT. Among the multitude of security threats,
two also represent a privacy risk. The first security threat
was identity theft due to known IoT device location, thus,
representing a privacy risk. Secondly, a trusted network issue
can lead to complete control of positioning data, which can
then be leaked or misused.

Contrastingly, [31] included privacy as a central aspect of
secure UWB-based positioning systems. They agreed with [25]
that to preserve privacy, neither the presence nor identity of
a device shall be detectable by undesired nearby devices.
Two-Way Ranging (TWR) based UWB systems inherently do
not fulfill the need for privacy since they actively exchange
messages between tags and anchors, revealing both the anchors
and the presence of the tag.

Currently, Real-Time Location Systems (RTLS) are moving
toward unidirectional communication to avoid revealing the
presence of their devices. Upstream RTLS systems rely on
a tag sending out periodic polling or broadcast messages to
the anchors. Thus, infringing on privacy of tagged devices
by continuously revealing their presence. Downstream RTLS
systems are more privacy-preserving, as the four anchors
sequentially broadcast messages to the tags, while the tags
themselves estimate their position, only revealing the anchor’s
presence.

C. IoMT Communication

[17] surmises that the ZigBee-centric Same-Nonce attack
could also be used on UWB to clear the Access Control List,
which results in the device sharing its nonce and security
key twice. Hence, the eavesdropper could recover device
information by XOR-ing two messages, resulting in a loss
of privacy of the device’s identity and location.

D. Impulse Radio UWB (IR-UWB) Monitoring

IR-UWB is applied as a radar in home environment mon-
itoring [26], fall detection [12], and person counting [16].
Radar functions through one anchor emitting UWB signals and
evaluating the returned signal reflections to detect people or a
fall within a room. The authors agree that IR-UWB is more
privacy-preserving than previous camera-based approaches.
Additionally, [26] indicate that IR-UWB radar solutions are
only privacy-preserving if the user is not required to wear a
wearable sensor that could identify them. Nevertheless, the
localization of a specific person among many, and detecting



TABLE I
OVERVIEW OF PRIVACY RISKS IN LITERATURE AND THE THREATENED PRIVACY GOALS

Attack Pattern Technical Details Threatened Privacy Goals
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1 Map user surroundings • • • • • • • • [1]
2 Locate users who may not want to be located • • • • • • • • • • [1], [15]
3 Ability to track/profile people based on UWB device usage • • • • • • • • • [1], [3], [15]
4 Data sharing in a confined space with unknown people • • • • • • • [1], [15]
5 Use of UWB to locate other’s belongings • • • • • [1]
6 Usage of UWB localization to follow/track people with IDs • • • • • • • • • [1], [3]
7 Information may be processed by third parties • • • • • • • • • [1], [3], [15]
8 Excessive data collection without a justifiable reason • • • • • • • • • • [1], [15]
9 Aggregation of data across applications • • • • • • • • • [1], [3]
10 Track people based on location with multiple UWB sensors • • • • • • • • [1], [15]
11 Tracking a MAC address across time • • • • • • • • [1]
12 Intrusive inquiry and targeted advertising • • • • • • • • [1]
13 More devices, naturally leading to easier surveillance • • • • • • • • [1]
14 Social distancing surveillance • • • • • • • [1]
15 Stalking users • • • • • • • • • • [1]
16 UWB interconnected, with additional users in mesh network • • • • • [1]
17 Social network analysis • • • • • • [1]
18 Aggregated data and customer profiling • • • • • • • • [1], [15]
19 Deliberate deanonymization • • • • • • • [1], [3], [4]
20 Integration with 5G for faster data rates • • • [1]
21 Identity theft based on IoT location • • • • • • • • • • [4], [7]
22 Trusted network issues • • • • • • [7], [25]
23 Tag spoofing to access unauthorized area or data • • • • • • • [25]
24 Position can be approximately seen by an attacker • • • • • • • • • [25]
25 System-level position accuracy • • • • • • • • [25]
26 Private content read by unauthorized parties • • • • • • [25]
27 Known presence: continuous broadcasting • • • • • • • [31]
28 Known presence: uni-directionally broadcasting to anchor • • • • • • [31]
29 Decrypted data: wrong access control configuration • • • • • • • • [17]
30 Movement profiling, localization and counting of occupants • • • • • • • • • [12], [16], [26]

whether they fell, is a privacy risk as it would require a
movement profile.

E. Privacy by Design (PBD)

[15] found two privacy issues in an off-the-shelf PBD
system: (a) the sending of company-related data to a system
outside the companies’ IT infrastructure results in sharing of
internal workflow information of interest to competitors and
(b) the gathering of tracking data includes the data of nearby
peripherals, such as smartphones, meaning the tracking data
stored on the cloud server inadvertently includes employee
data, which allows for the profiling of employees. It was
concluded that these privacy issues stem from the architec-
ture, including a cloud server, and the lack of control and
configurability over shared data, which results in sharing of
all data, independent of the source. [4] found that linking IoT
communications and user identity, can lead to adversarial data
modifications and significant health risks.

[3] agrees with [15] and [4] that privacy preservation
is not entirely understood, especially since concealing the
identity of a user or device does not fully provide privacy.
In most cases, the accumulated data stored in a cloud is
detailed enough to identify a person or device through analysis
and data aggregation. They identified three privacy threats:
(a) the identity disclosure threat; (b) the attribute disclosure
threat, which leverages a combination of data from multiple

attributes; (c) the correlation analysis attack, which tracks,
stores, and combines available data to form a user profile.

Overall, this overview here shows that privacy threats exist
in UWB. Most authors agree that the focus of current research
projects is the accuracy of UWB positioning and effectiveness
of localization or monitoring, rather than the privacy of users
[1], [15], [25], [34]. Table I, summarizes the aggregated
privacy risks and threats as attack patterns; the dot indicates,
if the column characteristic applies. Each attack pattern is
categorized according to [1]’s types: Infrastructure or Personal
Device. The second set of columns describes technical details
of the attack pattern, for example, is it based on a UWB Radar
localization approach or is it an anchor and tag-based approach
with either TWR, Upstream, or downstream communication.
The third set of columns considers seven privacy goals, ac-
cording to [10], indicating whether the attack pattern infringes
upon one or more privacy goals, according to the scenarios
described in the literature of each individual attack pattern,
indicated in the last column. This Table I is the basis for the
formalization and privacy ontology in Sections IV and V, thus
of key importance for this work.

IV. PRIVACY ONTOLOGY AND KNOWLEDGE GRAPH

Ontologies present an opportunity to represent, communi-
cate and relate gathered knowledge in a standardized for-
mulation, such as the Web Ontology Language (OWL). To
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obtain and develop a knowledge graph that represents the
relevant concepts, properties, and relationships, of a partic-
ular domain of interest, need to be mapped to the basic
notions such as classes, properties, and individuals defined in
a formal language [13]. This paper follows a well-understood
and widely adopted methodology to leverage ontologies for
knowledge-engineering [23] to provide a knowledge graph of
the previously described findings.

A. Methodology

To develop an ontology enabling the sharing and reuse of
domain knowledge, the first key activity is the definition of
competency questions. Such questions ensure that the scope
of an ontology is well-defined, by outlining the types of
answers that shall be answered using the formalized knowl-
edge [11]. The goal of the presented ontology is twofold since
it (i) details the architectural relationships of nodes in UWB
networks that are relevant from an adversarial perspective
and (ii) surfaces privacy threats that may be introduced by
integrating these devices. Thus, the following key competency
questions are considered for the development of the ontology:

1) What is the role of a device in a certain scenario?
2) Which threats apply to the usage of a device?
3) How do related threats impact privacy goals?

Based on this definition, it becomes apparent that the ontol-
ogy must be able to enumerate key concepts such as privacy
requirements, vulnerabilities, threats, and countermeasures. A
critical step, to ensure that the knowledge represented by
the ontology is not siloed, is the consideration of exist-
ing ontologies. A core methodology for privacy threats was
formalized in the domain of requirements engineering [10].
The COPri ontology was implemented in OWL and defines
relationships between threats, vulnerabilities, and their impact
on privacy goals. Furthermore, to relate UWB devices to
specific vulnerabilities, the dissemination provided by [20],
which captures knowledge about affected products, is vital.

With the key concepts enumerated and knowledge on pri-
vacy threats (cf. Section III) being acquired, the remainder
of the ontology development methodology comprises the def-
inition of the class hierarchy, the addition of properties to
the classes and finally, the establishment of instances. The
development of the ontology follows a top-down approach,
since privacy threats may not only affect instances but broad
classes of devices. This ontology comprises two perspectives,
the architectural view on UWB technology and its relation to
privacy threats. Both areas are codified using WebVOWL and
described in the subsequent chapters.

B. UWB Ontological Entities

Based on the analysis of UWB technology in the previous
chapter, four privacy-relevant architectural scenarios can be
derived from the literature. A subset of elements from the
COPri ontology is reused, starting from a set of privacy goals.
In COPri, these goals are threatened by IntentionalThreats, for
which in turn, an AttackPattern must exist. Thus, the architec-
tural elements from UWB technology are formalized so that
they represent a relation to AttackPattern. Although there are
no UWB-related vulnerabilities in the VARIoT database, the
Vulnerability class from the related ontology is related as an
external entity to an element of the UWB architecture.

The core elements proposed in the ontology have a direct
relationship to an AttackPattern are UWB Tags and IR-UWB
Radars, since there are no privacy risks without the presence of
these elements. While a Person may be localized solely by an
IR-UWB Radar, an UWB Tag requires the presence of one or
more UWB Anchors. Specifically, such anchors are formalized
as disjoint subclasses which characterize their communication
mode. As such, anchor-based UWB networks may be either
Downstream, Upstream or Two-Way-Ranging. UWB-enabled
Smartphones are represented as a subclass of anchors. Figure
1 presents the core ontology, on which we build the privacy
threat knowledge graph.
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C. Privacy Threats

With the core ontology formalized, the complete set of
threats can be linked to the existing conceptualization, forming
a knowledge graph. Formally defined, we can define this
knowledge graph KG being a superset of the core ontology
CO and the full set of attack patterns AP1 to AP30, derived
from the results of Section III depicted in Table I:

KG = (V,E)

V ∈ {CO, AP1, AP2, ... AP29, AP30}

Hence, each attack pattern is formalized as an instance of
AttackPattern that relates to instances of the UWB artifacts
and privacy threats. Then, a reasoner can infer, based on a set
of available artifacts, which attack methods are applicable.

For each of the 30 privacy threats, it is possible to ex-
trapolate such an attack pattern, for example, as shown in
Figure 2, which depicts the attack pattern AP1. This pattern
relates to privacy threat one (see Table I, an IR-UWB Radar
based scenario in which the user and their surroundings are
involuntarily mapped. This could, for example, be used, to
map associates of the user or the time they spent in front
of an advertisement. By following the requires property, it is
apparent that this threat may be introduced when an IR-UWB
Radar is employed. Specifically, the related privacy goals may
be threatened by the introduction of the device. AP2 requires
the same UWB artifacts to localize users without consent.

AP3 introduces the same threat by localizing users. How-
ever, here, both a UWB-enabled smartphone and a UWB
tag are required for the attack to be plausible. While the
previous attacks mapped a user’s surroundings or localized
them within an area, this attack combines all the gathered
data to track the user within a specified space, such as a
store or mall. Consequently, noting UWB sensors of other
users in proximity, indicating a possible relation between
users, or noting a prolonged time spent at a certain store.
This tracking can be further expanded upon, by utilizing a

full UWB sensor infrastructure across public spaces, wherein
a person can be recognized and profiled according to their
habits, lifestyle, or schedule. This continuous collection of
data across applications and locations would be considered
excessive data collection under privacy risk AP8, data aggre-
gation under AP9, and cross-location, multi-sensor gathering
according to AP10. For example, a person could be going
to the same station every day, at 8 am. Additionally, they are
recorded going to the bakery every morning and to the grocery
store every Friday afternoon. As such, this customer profile
highlights a clear preference for baked goods around 8 am, an
infringement on privacy as described in AP18. Consequently,
this information can be shared and utilized to show bakery
advertisements in the train station in the morning, constituting
a form of targeted advertising by AP12. While this example
might be trivial, it can be expanded to include very specific
preferences that are then displayed in front of the public, thus
possibly purposely deanonymizing the customer (cf. AP19).

V. CASE STUDY: COMMERCIAL PRIVACY THREAT
MODELING

Assuming that an enterprise already holds a description
of an employed architecture leveraging UWB technology, a
risk assessment with respect to privacy needs to be conducted
in order to argue to upper management that the architecture
complies with current information security management stan-
dards like the General Data Protection Regulation (GDPR).
Thus, a set of privacy threats needs to be derived from purely
domain-specific knowledge, which at this point is assumed to
be contextualized by an indoor localization system for per-
sonalized in-store advertising. An extended knowledge graph
can be constructed by (i) extracting, (ii) contextualizing, and
(iii) linking domain knowledge (e.g., the currently envisioned
architecture of the indoor localization system) with the previ-
ously introduced knowledge graph.

By linking a set of facts (i.e., architectural traces) to the
knowledge graph, the underlying ontology serves as a semantic
anchor to reason about implied knowledge – in this case,
the derivation of privacy threats and vulnerabilities. Thus,
while the ontology provided in this paper provides entity
alignment for UWB privacy threat modeling, the knowledge
graph provides specific threat intelligence. To extract the rel-
evant properties, in this case, specific assets leveraging UWB
technology, an interactive, collaborative, and visual approach
as defined in [5], provides a simple annotation functionality.

Thus, an existing floor plan containing UWB nodes such as
anchors and tags is uploaded and the technical elements lever-
aging UWB technology are annotated with visual elements.
Specifically, the architecture employs four static anchors that
localize tags carried by users due to their upstream broadcast
messages. These annotated elements are then automatically
extracted from the underlying XML file and a node can
be created in a graph database, effectively linking it to the
ontology. neo4j, a graph database, provides a convenient way
to index and query knowledge bases. After importing the
knowledge graph, a list of applicable threats can be obtained



Fig. 3. Applying the Knowledge Graph to Automatically Derive Privacy Threats

by querying the graph for AttackMethod nodes that are linked
to the previously identified assets as follows:

Listing 1. Deriving Threats from the Presence of Artifacts
MATCH (customer:Person)-->(tag:Tag)

(tag)--(anchor:UpstreamAnchor),
(anchor)<--(threat:AttackMethod)

RETURN threat.description, threat.id

Effectively, the knowledge graph is traversed so that only
AttackMethods are returned which are directly connected to
the usage of an UpstreamAnchor. In turn, it is required, that
the anchor is connected to a user-associated UWB Tag.

Based on this graph traversal, 21 privacy threats are discov-
ered in the database and automatically presented, as shown in
Figure 3. These threats may technically apply to the usage of
UWB technology in the store. However, only domain experts
can judge if there is an underlying risk introduced by the
threat. Thus, a domain expert and a solution architect iterate
over the identified threats and discuss their applicability in the
scenario.

Not all identified threats present themselves as direct risks
to the store’s business. For example, AM-17 outlines the threat
of performing social network analysis by correlating traffic of
multiple tags and their identity. In the context of the store,
only one tag is located per user, no personal information
is collected, and no correlation to other tags takes place —
effectively making the threat unlikely to cause harm from the
store’s perspective.

On the other hand, other threats, such as the localization
of unaware users (cf. AM-2) are directly caused by the store
and a countermeasure must be implemented. For example,
users can be informed about the usage of the technology.
Similarly, the risk introduced by having information processed
by third parties (cf. AM-7) must be mitigated by implementing

a data retention policy. Due to the live gathering of data, it is
important to avoid implicit deanonymization (cf. AM-19), this
could be prevented by ensuring that store clerks do not have
access to the data and do not get alerts of customers based
on time lingered in front of a specified location and ensuring
there is no personal identification created or linked to the data.

Thus, based on the threats identified by the application,
the ontology is successfully able to derive a set of privacy-
related threats by relying on the formalized knowledge graph
presented in this paper. Specifically, the privacy threats further
explain which privacy goals may be at risk. This is achieved
by an explicitly defined and machine-readable specification
of the UWB architecture employed, which serves as an input
to traverse the graph. Therefore, we can see that based on
existing, human-defined user input, the formalization provided
in this paper can provide answers to the key competency
questions defined in Chapter 1.

VI. CONCLUSIONS AND FUTURE WORK

The literature, as presented in Sections II and III, showed
that privacy is currently not the focus of research. This
work successfully aggregated UWB privacy risks, necessary to
create the first usable UWB protocol-based privacy ontology
and adaption in CoreTM, enabling auto-detection of relevant
privacy concerns based on the network architecture.

In the case study presented, potential privacy risks were
showcased, based on a store’s aim to utilize UWB for cus-
tomized advertising, without infringing on data privacy laws.
The uploaded floor plan and marked UWB network artifacts,
resulted in 21 extracted and plausible privacy risks.

Once the tool is completed, a positive impact in terms
of an increase in privacy awareness can be expected for
UWB network applications in a multitude of commercial and
research settings, thus, contributing to privacy preservation.



The next step will extend the CoreTM tool by compiling
countermeasures to match the extracted attack patterns ex-
tracted, enabling a holistic analysis.
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wideband survey: Global regulations and impulse radio research based
on standards,” IEEE Communications Surveys & Tutorials, Vol. 19,
No. 2, pp. 874–890, 2016.

[22] NIST, “NIST Glossary Privacy Definition,”
https://csrc.nist.gov/glossary/term/privacy, Last visit Sep 16, 2022.

[23] N. Noy and D. McGuinness, “Ontology Development 101: A Guide
to Creating Your First Ontology,” Stanford Medical Informatics
Technical Report SMI-2001-0880, Stanford, USA, Tech. Rep., Mar
2001. [Online]. Available: https://stanford.io/3qOYW4Q

[24] M. M. Ogonji, G. Okeyo, and J. M. Wafula, “Internet of Things: Survey
on Security and Privacy,” Information Security Journal, Vol. 27, pp.
162–182, Jul 2017.

[25] B. Pestourie, “UWB Secure Ranging and Localization,” Embedded
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