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Abstract

In den letzten Jahren basierte die Authentifizierung von Internetidentitdten hauptséachlich
auf grossen Identitdtsanbietern. Allerdings kann diese zentrale Verwaltung von Benutzer-
daten zu Datenschutzrisiken fiihren. Self-Sovereign Identity (SSI) bietet einen benutzer-
zentrierten, dezentralen Ansatz, bei dem die vollstéindige Kontrolle iiber die Daten an die
Nutzer iibergeht. Thre Usability und Nutzererfahrung werden jedoch nur selten beriick-
sichtigt. Diese Studie zielt darauf ab, die Usability von SSI fiir nicht-technische Nutzer
zu verbessern, und kombiniert dazu Literaturrecherche, Prototypenentwicklung sowie zwei
Runden von Benutzertests und Interviews. Wichtige Usability-Herausforderungen wurden
identifiziert, und die Auswirkungen spezifischer Schnittstellenmerkmale auf die Nutzerer-
fahrung analysiert. Basierend auf den Ergebnissen werden umsetzbare Designempfehlun-
gen vorgeschlagen, die praktische Orientierung fiir die Entwicklung von SSI-Anwendungen
bieten.

iii



v

In recent years, Internet identity authentication has mainly relied on large identity providers.
However, this centralised management of user data may lead to privacy risks. Self-
Sovereign Identity (SSI) offers a user-centred, decentralised approach, handing over com-
plete data control to users. However, its usability and user experience are rarely consid-
ered. This study aims to improve SSI usability for non-technical users through literature
review, prototype design, and two rounds of user testing and interviews. Key usability
challenges were identified, and the effects of specific interface features on user experience
were analysed. Based on the findings, actionable design recommendations are proposed,
providing practical guidance for the development of SSI applications.
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Chapter 1

Introduction

This chapter first introduces the background of usability in decentralised applications and
the motivation for this thesis. It then defines the general and specific objectives of the
thesis, explains the methods used, and outlines the structure and logic of the thesis.

1.1 Motivation

Over the decades, authentication on the Internet has mainly depended on identity providers
like Google [67]. These large identity providers store data on servers and manage it cen-
trally [67]. However, central management may lead to potential abuse issues [57, 67, so
that users’ data privacy can not be well protected.

Self-sovereign Identity (SSI) is a new identity management model that is user-centred and
emphasises privacy protection [57]. It does not centrally manage user data like traditional
models, but gives complete control in the hands of the users. The World Wide Web
Consortium (W3C) has proposed two key standards: Decentralised Identifiers (DIDs) and
Verified Credentials (VCs) [57]. Although technological maturity is a prerequisite for the
development of SSI identity management systems, the ultimate user adoption still depends
on their experience [56]. However, User Experience (UX), usability, and socioeconomic
considerations are largely overlooked and rarely considered in the SSI domains |14} 35,
37).

Addressing usability and UX challenges, while preserving decentralisation, is essential
to ensure effective and safe identity management for non-technical users [27, |62]. Im-
portantly, it is not advisable to promote user-centred design solely from a development
perspective without the involvement of end-users [56]. Therefore, this thesis will focus on
how to improve the usability and UX of SSI systems by actively involving non-technical
users. The non-technical users referred to in this thesis are those who have basic digital
literacy but lack an in-depth understanding of SSI technologies.
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2 CHAPTER 1. INTRODUCTION

1.2 Thesis Goals

The general objective of this thesis is to explore how to improve the usability for non-
technical users of decentralised applications, with a focus on SSI systems. To achieve this
goal, several specific objectives are listed as follows.

e Research on the role of usability for non-technical users. To establish the back-
ground on the basis of usability and UX, its principles, and their applicability to
software applications. Moreover, to explore how non-technical users are impacted
by the poor usability and UX practices.

e Investigation of guidelines and recommendations on usability and UX for SSI
systems. To conduct a comprehensive study of usability and UX guidelines and
recommendations, this research starts with SSI applications by combining a litera-
ture review and analysis of existing SSI applications, and extends to decentralized
applications.

e Identify limitations and research gaps. To highlight the current limitations and
identify the research gap through analysis of the existing systems and literature.

e Design and prototype. To extract usability and UX features that can be used for the
prototype, focusing on user communication, accessibility, and ease of use based on
the explored guidelines. To design and prototype a front-end for an SSI application,
applying selected guidelines and recommendations.

e Study design and data collection. To design a study that utilises appropriate mea-
sures for usability and research methods to collect data from a substantial but
practical number of participants for the selected research method, with the goal of
obtaining data for analysis.

e Data analysis. Analyse both quantitative and qualitative data collected from the
user study. Apply statistical data analysis to describe the relationship between
the user interface features and usability of a decentralised application. Capture
usability challenges, and inform actionable design recommendations for improving
SSI applications for non-technical users. Showcase the findings with appropriate
graphics.

1.3 Methodology

This study used a mixed-methods approach to address the research questions. The study
included a literature review, prototype development, and two rounds of user testing. The
first round collected user feedback on interface features, usability challenges, and included
quantitative measures of user experience. The second round was a short-term longitudinal
study, aimed at capturing new and recurring usability issues. Data were collected through
User Experience Questionnaire (UEQ) and semi-structured interviews, combining both
quantitative and qualitative data.
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1.4 Thesis Outline

This thesis aims to improve the usability of SSI applications for non-technical users. These
chapters follow a logical process from basic theory to practical design guidance.

e Chapter [2|reviews existing literature on SSI and decentralised applications (Dapps).
It summarises design principles and recommendations for SSI and DApps, and anal-
yses several representative SSI wallets currently available in the market.

e Chapter [3| details the study design of user testing, data collection process, and
methods for analysis.

e Chapter 4| presents the design process and the final prototype of the SSI wallet,
which served as a key material in the user tests.

e Chapter |5| shows the findings from user testing, answering RQ2 by outlining key
usability challenges and RQ3 by linking specific features to user experience.

e Chapter [6] combines the findings from Chapter [5] with the design principles and
recommendations from Chapter |2 to generate actionable design recommendations,
answering RQ1.

e Chapter [7| summarises the research work, highlights the core contributions, and
discusses potential directions for future research and practical implementation.
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Chapter 2

Fundamentals

2.1 Background

This section provides background information on user experience and Self-Sovereign Iden-

tity (SSI).

2.1.1 Usability and User Experience
2.1.1.1 Foundation Theories and Principles

The International Organisation for Standardisation (ISO) 9241-11:2018 defines usability
as the "extent to which a system, product or service can be used by specified users to
achieve specified goals with effectiveness, efficiency and satisfaction in a specified context
of use” [64]. Specifically, effectiveness addresses the accuracy and completeness of user
achievement of specified objectives. Efficiency stands for resources like time or money
used to attain the outcomes. Finally, satisfaction reflects how well a system, product,
or service meets a user’s emotional, cognitive, and physical needs [64]. ISO’s definition
of usability can be described as situational usability [56], as it emphasises the specific
context of use, including the environment, target users, and intended objectives. For ex-
ample, assuming all other factors remain constant, the usability requirements of younger
individuals may differ significantly from those of older participants, since each age group
tends to have distinct needs and preferences. In contrast, the definition of usability pro-
posed by Nielsen consists of five attributes: learnability, efficiency, memorability, errors,
and satisfaction [48]. According to [31], this definition reflects perceived usability, which
concerns the user’s subjective experience.

The ISO 9241-210:2019 defines user experience as the "user’s perceptions and responses
that result from the use and/or anticipated use of a system, product or service” [65].
Usability includes both subjective and objective aspects of the use of a system, product,
or service, whereas user experience evaluates subjective perceptions and responses during
the whole interaction [56]. Therefore, a user experience analysis is not just about func-
tionality, but also extends to hedonic and pragmatic aspects, such as aesthetics and fun.
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The two terms are still closely related despite those differences [56].

Nielsen’s 10 usability heuristics are widely applied in various contexts, and heuristic eval-
uation is considered a more efficient method than user testing [30]. Table summarises
Nielsen’s 10 usability principles [4§].

Table 2.1: Nielsen’s 10 Usability Principles

Principle

Description

Simple and natural dialogue

Speak the users’ language

Minimise the users’ memory load

Consistency
Feedback

Clearly marked exits

Shortcuts

Good error messages
Prevent errors

Help and documentation

Dialogue should not contain irrelevant information,
and all information should be presented in a natu-
ral and logical order.

Use words that are familiar to the user rather than
system-oriented terminology.

Users do not have to memorise the information in each
section, and the system description should be clearly
located or easily retrievable.

Users do not have to suspect whether different words,
situations or actions mean the same thing.

The system should provide appropriate feedback to let
the user know what is happening.

Users can incorrectly select system functions, and
there needs to be clear markers for users to leave with-
out lengthy dialogue.

Accelerators that are not visible to novice users may
often speed up expert interactions so that the system
caters for both experienced and inexperienced users.
They should use plain language, point out problems
and constructively propose solutions.

Even better than good error message alerts is prevent-
ing errors from happening in the first place.

Any help and documentation should be easily search-
able, focused on the user’s task, listing the specific
steps to be performed, and not be too long.

However, there is a major issue with the above principles. Since the principles of usability
were first proposed, technology has advanced significantly. In other words, the analysis
at that time was based on the usability issues of previous systems, and it is likely that
usability issues have also changed today [30].

For decentralised systems, there are frameworks like Decentralised Identifiers (DIDs) [46],
which offer guidance on user-centric design. Although the European Digital Identity
(EUDI) Regulation is not specifically designed for SSI, it incorporates decentralised prin-
ciples, such as user control over identity data and selective disclosure of personal data.
[69]. Among them is the topic of user consent, a concern that has also emerged due to
the development of technology and evolving privacy regulations. It can be seen that the
principle of usability also needs to keep pace with the times, in light of the progress of
society and the development of science and technology.
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2.1.1.2 Practical Applications in Real-World Systems

There is a wide variety of software available in the app store, such as tools for work and
study, films and social media apps for entertainment, and online shopping apps. These
apps are constantly involved in our lives, especially in today’s electronic age. Different
apps naturally have different focuses. For example, productivity apps, which focus more
on efficiency, such as Excel, Word, etc., provide shortcuts that allow the user to process
data and text faster [33,|39]. The concept of components in Figma is also very efficient,
as users can reuse them, with the added benefit of reducing the risk of inconsistency
in teamwork, as there is no need to re-create them [20]. In addition, the autocomplete
function for search engines reduces the user’s cognitive load [66]. Moreover, the auto-
save history function in Overleaf allows the user to go back to the previous editing node,
thus effectively preventing possible accidental deletions. Social media applications, on the
other hand, will pay more attention to the interaction between users, and the correspond-
ing feedback will be quite important. For example, WhatsApp will indicate whether a
message has been read or not via an icon in the message box. This provides users with
timely feedback, with two brightly colored check marks indicating that the message sent
to the other party has been read. WeChat supports a message withdrawal mechanism to
avoid the embarrassment of sending the wrong message. Meanwhile, likes and comments
in the friend circle will only be shown to mutual friends, which, to some extent, not only
protects users’ privacy but also encourages interaction.

Cross-cultural design is also a point to consider, and needs to be tailored to the user’s spe-
cific cultural background and needs. For example, red and green have opposite meanings
in China and the West, with red meaning good in China. Correspondingly, in a Chinese
stock application, red means up and green means down, while in the West, it is just the
opposite. The colours should be used accordingly to the mental models of different users.
As mentioned above, as new technologies are created, usability principles need to follow
as well. In a case study of virtual reality, researchers found that 77% of user feedback
could be reflected in Nielsen’s principles [73]. This suggests that even in emerging fields,
basic principles may be useful as a guide in the early stages of research.

2.1.2 Self-Sovereign Identity
2.1.2.1 Definition

Self-sovereign identity (SSI) is an identity management model |11} 63|, or rather a user-
centric decentralised identity approach [14]. Sovrin defines SSI as "a lifelong, portable
digital identity that is independent of any central authority and can never be deprived”
[68]. SST extends the application of asymmetric encryption technology in identity man-
agement [28], allowing individuals to have sovereignty over their digital selves [68], thereby
enabling them to freely declare their identities without relying on centralised third parties
[11]. In this new model, user identities are stored privately on their own devices, and they
manage the data themselves, allowing them to control the degree of data sharing and
only display it when needed [68, [75]. The concept of SSI has developed with the success
of blockchain technology, which provides it with the necessary ecosystem [11, |14]. This
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concept solves one of the most important problems faced by the Internet: establishing,
owning, and controlling a persistent verifiable identity [44]. In the future, self-sovereign
digital identity is expected to solve the identity crisis [68].

2.1.2.2 Ten Principles

In the context of the lack of applicable rules for self-sovereignty [68], Christopher Allen
proposed the ten principles of SSI to promote discussion and development in this field
[44, 58]. These principles have been considered to define the advanced functionalities and
interactions required for the SSI interface layer. We have summarised these principles [4]

in Table 2.2
Table 2.2: SSI 10 Principles

Principle Description

Existence Users must exist independently.

Control Users must control their identities.

Access Users must be able to access their own data.
Transparency Transparency must be ensured in systems and algorithms.
Persistence Identities must be long-lasting.

Portability Information and services related to identity must be transportable.
Interoperability Identities should be used as widely as possible

Consent Users must consent to the use of their identity.
Minimalisation Disclosure must be minimised as much as possible.
Protection User rights must be protected.

2.1.2.3 Key Technological Components

e Decentralised identifiers (DIDs): DIDs are the core component of the SSI model,
developed by the World Wide Web Consortium (W3C) [63]. They are globally
unique, persistent, and represented by their independence from any centralised au-
thority for management [14, 63]. DIDs are generated based on cryptographic key
pairs, and their ownership can be verified through cryptographic methods such as
digital signatures [63]. This feature enables it to establish unique, private, and
secure connections between entities [14].

e Verifiable Credential (VCs): VCs are a core specification developed by the W3C
[63]. Tt is a machine-readable and interoperable data structure used to express cryp-
tographically verifiable and tamper-proof claims |11} |14} [63]. In the VCs ecosystem,
there are three key roles: issuer (the entity that creates credentials), holder(the
entity that controls credentials), and verifier (the entity that verifies credentials)
[63]. The issuer can create and issue VCs to the holder [11, 14]. After that, the
holder can forward it to the verifier, and in this process, the selective presentation
of information is supported to meet the principle of data minimalisation [11].
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e Verifiable Data Registry: The Verifiable Data Registry is an important component of
the SSI ecosystem, responsible for mediating the basic data required for generating
or using VCs [63]. Its function is to establish trust between different entities without
relying on a single centralised institution, and is usually implemented by blockchain
or other decentralised systems [14]. However, the concept of Verifiable Data Registry
is not limited to blockchain; other forms of trusted databases (such as government
identity databases) can also be considered as one of them [63]. In addition, an SSI
deployment can integrate multiple types of registry [63].

2.1.3 Needs and Challenges of Non-Technical Users

Non-technical users are often considered to be people who are not part of the software
team [53]. They often lack a background in the relevant technology and rely heavily on
intuition. Some of the characteristics of non-technical users and the challenges they face
are presented below with some examples.

1. Lack of confidence Non-technical users may lack confidence in learning new tech-
nologies and tend to give up due to frustration. Some studies have shown that
older adults accept the use of technology. It is just that they are less confident in
themselves and do not think they will be able to successfully complete the task,
and generally feel anxious [16]. Studies have also pointed out that the higher the
users’ technology acceptance and technology self-efficacy, the more positive their at-
titudes towards technology-based self-directed learning, which further illustrates the
importance of confidence in technology adoption [52]. This places greater demands
on system design, not only to help alleviate technology anxiety but also to provide
clear and timely feedback to enhance user confidence.

2. Rely on intuition Non-technical users often tend to use their intuition to understand
problems in the new system. Research has shown that experience with similar fea-
tures in the past has an influence on intuitive interaction [§]. People are more
inclined towards designs that align with real-world metaphors, such as using a trash
can icon to represent the delete function in computer design [42] 48]. Affordance is
the connection between a person and a material good that encourages particular be-
haviours, while a signifier is any perceivable indicator that conveys proper conduct
to an individual, a way to indicate that the affordance is present. When a signifier
conflicts with a physical affordance, users are often attracted to the physical affor-
dance [50]. For example, a bucket with a no littering sign is usually full of litter.
Moreover, command lines are often used in the computer industry, but some new
users might find them difficult to use due to the lack of a visual interface. Research
shows that the system administrators surveyed prefer graphical user interfaces for
interaction, as they have a shorter learning curve than CLIs |71]. These cases tell
us the design should conform to real-life metaphors, i.e., to the user’s cognition and
mental models, to better communicate system functions.

3. Do not understand technical terms Many novice users face difficulties with the
terminology. Specialised terminology can place an unnecessary cognitive burden on
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non-technical users, and users without the relevant background knowledge need an
explanation of what is being done and what the relevant options mean [48]. User-
centred design should use the user’s language rather than the system’s language [48],
such as using simple descriptive language for error feedback instead of codes like 404.
In summary, it is essential to use user-friendly language. Just as you would explain
professional knowledge to your grandmother, you should use the most accessible
language to explain complex concepts.

4. Prefer learning by doing Non-technical users are often reluctant to read lengthy
manuals and prefer to learn through hands-on practice. This behaviour is consistent
with the "active user paradox” proposed by [12], which states that users tend to try
out new operating systems directly rather than undergoing extensive training that
prevents them from getting started. The "minimal manual” offers a more efficient
approach, as it is more concise, does not emphasise reading, and encourages action
[13]. This requires designers to create concise and effective learning manuals or
precise error alerts to reduce the learning burden on users.

Poor design affects non-technical users, potentially causing them to feel confused, frus-
trated, and even abandon the product. For example, a usability evaluation of a mobile
ticketing solution for public transport in Porto, Portugal [5] found that although most
users believe that the route tracking feature is useful and relatively easy to understand,
first-time users reported difficulty distinguishing between the complete route displayed on
the interface and their current location. This design ambiguity can cause cognitive strain
for new users. Furthermore, the app does not provide a clear indication that the journey
has ended, leaving users, especially new users, unsure whether they have completed the
journey. This may lead users to doubt the system’s reliability. Another important issue is
that there is no help button to guide users through the payment process, which increases
the learning cost for users. Another study on the usability of electronic voting machines
[19] found that while electronic voting machines scored highly in terms of user satisfac-
tion, over 60% of participants did not notice that the voting machine had tampered with
their selections on the review screen. This suggests that there may be issues with the
design, specifically that the interface failed to effectively guide users through critical ver-
ification steps. Research indicates that this may come from users’ tendency to trust the
system, leading them to overlook errors even when the design is flawed. Additionally, 6%
of participants in the study left the voting terminal before completing the final submis-
sion step. This behaviour is classified as a post-completion error. Such errors particularly
affect non-technical users, who rely more heavily on clear operational guidelines and sys-
tem feedback. These findings underscore the importance of optimising system design.
The other study of the UK COVID-19 contact tracing app [74] showed that many users
felt uneasy and refused to use it due to a misunderstanding about the app’s functions,
unclear privacy protection mechanism, and failure to consider the risk of social stigma-
tisation. This confirms how design flaws can increase the burden of understanding for
non-technical users and ultimately reduce product adoption rates.
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2.2 Related Work

2.2.1 Literature Search

The initial literature screening was conducted primarily through keyword searches in
academic databases such as IEEE Xplore and the ACM Digital Library. Search terms
included combinations of "SSI”, ™usability”, "ux” or "user experience”’, and "principle”
or "guideline”. In addition to database searches, a snowballing strategy was applied,
specifically backwards snowballing, where the reference lists cited in key papers were
reviewed to identify further relevant literature. Moreover, a thematic review approach was
conducted to extract and combine common design recommendations from the reviewed
literature, resulting in a set of guidelines for SSI user interface design. This flexible
analysis method allows for a rich and detailed description of data, highlighting patterns
and similarities, which is useful for summarising key features across the reviewed literature
[10].

2.2.2 Design Guidelines and Recommendations for SSI

Current research focusing specifically on usability, user experience, patterns and best
practices in SSI applications remains limited [15]. Moreover, there is no standard set of
design principles tailored for SSI systems from a user experience perspective. Nevertheless,
existing studies consistently emphasise the importance of user-centred design, which is
critical to easing the development of reliable SSI solutions [14, |36, 44, 56]. In the study
[56], the usability challenges should be taken seriously because they affect non-technical
users even more.

1. Design for simplicity, but support understanding Simplicity is regarded as the
foundational guiding principle when designing a user interface in SSI applications
[44]. In other words, SSI solutions should be straightforward and intuitive to use [45].
Simplicity is also recognised as a key factor influencing how novel a system appears to
users [56]. Prior work emphasises that effective user interaction should minimise user
cognitive load—specifically by hiding system complexity and eliminating the need
for prior technical knowledge [44, 56, |58, 68, [75]. For example, users should not be
required to understand complex concepts such as decentralisation to use the system
effectively. However, for users to truly appreciate the security and privacy benefits
of SSI, they need at least a basic understanding of how the system works before
meaningful interactions become possible |44, 56]. With SSI, users need to manage
the data themselves rather than just consent to its disclosure. So it is not just the
company, but the user themselves who are responsible for protecting their privacy.
The result is that users must know their own data and privacy to protect them [67].
Misconceptions about how the digital identity system operates can directly impact
both security and privacy in practice [40]. Therefore, the interface should help users
make sense of their choices and understand how those decisions affect their personal
data and privacy [40]. Since SSI is designed for average users, it is essential that
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users can distinguish how SSI is different from other systems that may look similar
[56]. In particular, users need at least some technical knowledge to understand the
added value of SSI, especially in terms of privacy and security, and make thoughtful
decisions cite sartor2022love, teuschel2023don, Khayretdinova2022. In this context,
ensuring users have a clear understanding of both the benefits and limitations of
digital identity solutions becomes an essential goal that SSI wallets should aim to
address [40]. After all, if the user can not understand what is happening in the
moment and can not reason about it, the user is not sovereign [58].

. Use clear, non-technical terminology Terminology plays a key role: labels and

prompts should be easy to understand and feel natural to users [56, 57]. However,
despite these usability guidelines, many digital identities are still designed based on
technicians’ understanding of 'user-friendly’ or easy to use’, but lack consideration of
users’ technical background [40], and [35] found that users’ logic may not correspond
to the developers’ expectations. As a result, technical or specialised terminology
is often used in practice, making it difficult for non-technical users to interpret
system behaviour |28, 67]. Insufficient technical understanding may lead to reduced
trust or even security fatigue, a state of mental exhaustion after long cognitive
activities [40, 49, 56]. Simple terminology may help support user confidence in
the system. Adding descriptive text beside the icon may help improve clarity and
prevent misunderstanding for users [57].

. Align workflows with user mental models To further enhance usability, aligning

system workflows with real-world processes is seen as a way to improve usability
by matching the underlying mental models of users with the design of the system
[58, 168]. A user experience study involving end users of SSI wallets supports this,
indicating that adopting real-world patterns in the interface design increases the
overall user experience [56]. For example, presenting graphical credentials rather
than text-based ones yielded better usability results, as users associate them with
physical documents [56]. Similarly, displaying credentials in a structured way (e.g.,
in alphabetical order) can further support user navigation and recognition [56]. In
contrast, a non-traditional workflow may cause insecurity for the user [28].

. Provide intuitive guidance and explanations |35] pointed out the importance of

providing solid explanatory guidance to ensure a great user experience. Further
studies show that basic instructions may not be enough, and users could benefit more
when they are given reasons behind certain required actions, which builds confidence
in the system’s logic and reliability [35, 56]. While gaining more knowledge may give
users a better understanding of the concepts, in practice, this also requires a higher
level of effort and may negatively affect the user experience [67]. An empirical study
on SSI wallets further suggests that more intuitive interfaces with the instructions
can help non-technical users feel more comfortable and confident when using the
app [57]. For instance, users often experience a slight delay when retrieving or
verifying credentials and may not understand the reason. This is typically due
to the wallet synchronising with a public blockchain and updating the distributed
ledger. Compared to traditional apps, digital wallets can be slower in such cases,
which emphasises the importance of providing timely and clear feedback to help
users understand what is happening [57]. Additionally, wallets should warn users
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about the risks of not backing up. The recovery phrase is crucial to the wallet, and
users need to understand its importance and be reminded not to lose or forget it.
This information can be clearly explained in the app’s onboarding screens [57] or
using push alerts and other warning messages to remind users [35]. According to
[56], understandable explanations are essential for users to fully benefit from SSI.

5. Support multiple authentication methods SSI digital wallets typically do not rely on
centralised third-party authentication, nor do they require registration and password
logins as in traditional methods. Users can interact with external services through
the wallet and its data. Support for both biometrics and passwords is necessary to
protect stored sensitive personal information [57]. Some wallets, such as Gataca, do
not support passwords. A more comprehensive analysis of this digital wallet will be
provided later in the article.

6. Improve QR code interaction [36, 57| suggested reducing the reliance on QR codes,
which may improve efficiency. The study found that all digital wallets depend
heavily on QR scanning to establish a connection with the verifier or issuer. However,
scanning QR codes is not ideal in many use cases, as it often interrupts the user flow
[36, [57, 75]. |75] pointed out that not all people involved are in the same location.
As a workaround, the issuer or verifier may ask the user to enter a website URL and
then scan a QR code. The study suggested that entering the URL could replace
the QR scanning step, which would make the process simpler. On the other hand,
[57] recommended using QR codes only to create the initial connection. After that,
information should be exchanged through the already established secure channel,
and the user will see the request directly in the app. Another benefit of reducing
the reliance on QR codes is that it allows us to rethink the user interaction model,
so that instead of using a laptop and a mobile device at the same time, users can
communicate between apps using only a mobile device [36]. This better aligns with
people’s daily habits and is more convenient.

7. Design based on real user behaviour : Although many users claim to value privacy,
they often share their sensitive data [67]. This mismatch between user stated prefer-
ences and actual behaviours highlights the importance of supporting user decisions
through clear design, rather than relying on assumptions about user intent.

2.2.3 Design Guidelines and Recommendations for Decentralised Ap-
plications

In addition to the above recommendations tailored for SSI applications, the following
general design principles for decentralised applications can further support the interface
design of SSI systems.

1. Prioritise clarity The application’s operational features should be intuitively un-
derstandable to users at first glance. To support this, the interface design needs to
emphasise critical elements to reduce cognitive load while ensuring visual cues are
naturally understood [6]. At the same time, when faced with unfamiliar operations,
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users may abandon the product if they feel confused, so the design should aim to
simplify this complexity |1]. To address this, it is important that users do not need
prior knowledge, for example, they do not need to understand what decentralisation
is to use related products [38]. Accordingly, to help new users get started quickly
and reduce learning costs, the application should guide them through the journey
from the very beginning [22]. In this context, onboarding is very important for new
users, as it often provides explanations of new concepts and has a significant impact
on new user adoption rates [3]. [22] found that providing onboarding can improve
the usability of cryptocurrency wallets. In addition to onboarding, tooltips and
FAQs can help clarify specific terms or concepts as they arise [1}, 3, [51]. Moreover,
progressive disclosure is an effective strategy to enhance usability by revealing more
advanced details only when necessary, allowing users to gradually transition from
simple to complex topics [1} 3, [51]. This educational process is particularly impor-
tant, especially when it comes to addressing common misconceptions 23] 24} 34} [72].
By guiding users through a clear task flow, designers can introduce the complexity
of web3 in a more approachable way and build user understanding over time [9).
Beyond those approaches, using concise language to help users understand complex
blockchain concepts remains a key challenge. Many blockchain platforms use a large
number of technical terms, making it difficult for users to navigate 1,3, 6, [51]. An
effective approach, for example, is to use the more user-friendly term "network fees”
instead of "gas fees” [51]. Overall, it is necessary to seamlessly integrate education
and security into the user journey |9, 17]. From another perspective, [72] indicates
that enhancing users’ understanding of relevant concepts not only benefits users but
also reduces the burden on developers and customer support teams.

. Enhance user feedback and notifications Feedback informs users about what is hap-

pening in the system and helps build trust. It can take the form of messages, such
as error notifications, or visual cues, like a button changing colour when clicked [6].
Lack of feedback can confuse users|51]. When an error message appears, it should
clearly explain the reason for the failure in simple language and offer guidance on
what to do next [1]. Consistent feedback and clear status indicators throughout the
interactions are essential for a seamless experience [9]. The problem that prevents
mainstream users from adopting decentralised applications is that passwords can
not be recovered. For inexperienced and new users, this must be communicated
with absolute clarity. Experts agreed that simply saying "Do not lose your pass-
word” is not enough, and it must be emphasised repeatedly. This can be achieved
through concise and precise reminder dialogues. However, the focus should not be
on the technical limitations themselves. Instead, the benefits, such as complete own-
ership and control over personal data, should be highlighted, which effectively turns
limitations into unique selling points [29].

. Design for trust and Security Building trust is essential in a decentralised economy,

where users have full control over their assets [3]. Since users are solely responsible
for their own data, many actions are irreversible. Therefore, the interface design
requires careful attention to security [1, |3]. For each irreversible operation, the
system should provide clear alerts that explain both the purpose and the potential
consequences of the action. A good practice is to use checklists or confirmation steps
before critical operations to reduce user error. Above all, design should be thoughtful
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rather than simply fast [3]. Additionally, attractive design influences trust [2]. Being
drawn to something makes it easier for users to build trust, increasing the likelihood
they will use it.

Mobile-first and responsive design With a significant portion of users accessing
blockchain applications via mobile devices, it is essential to prioritise interfaces op-
timised for touchscreens. Good practices include providing shortcuts for frequently
performed actions and implementing responsive layouts for vertical scrolling, ensur-
ing a smooth user experience |1, [51].

Use familiar patterns The interface design for web3 should adopt familiar patterns
from web2, structuring interactions around users’ natural workflows rather than
being driven by technical concepts. Leveraging interaction patterns that users al-
ready recognise allows them to apply existing mental models when engaging with
new systems. This helps guide users more smoothly from traditional platforms to
the blockchain ecosystem [3} 9, |29]. For example, [72] suggests mimicking existing
payment systems to reduce friction for users and improve overall usability.

Consistency and accessibility Keeping the typography and colours consistent helps
make the app easier to understand and use. The design should take into account
as many users as possible. For example, using high-contrast colours and adding
alternative text for images can improve accessibility [6].

Focus on mainstream use cases Focus on real-world problems that most users face,
and find scenarios that match these problems. It should be clear what problem the
user is trying to solve. It is also important to note that early adopters are more likely
to accept new technology if it is easy to understand, fits into their lives smoothly,
and is more effective than existing solutions [38].

Allow personalized settings [72] suggests that it is feasible to distinguish between
advanced and new users at the interface level, as the design of cryptocurrency wallets
with different user profiles can enhance the overall user experience. For instance,
new users may only need to see the default options, while experienced users and
experts would be able to access advanced options, such as importing and exporting
keys. Similarly, [29] proposes the development of both general and platform-specific
tutorials tailored to users’ varying levels of expertise. These tutorials should be
categorised according to the knowledge level, so that users are able to access the
information they need at the appropriate level.

2.2.4 Existing SSI Applications

2.2.4.1 Overview of Current Applications

Evaluations of existing SSI wallets need to be performed iteratively, as new applications
continue to emerge, and previously evaluated ones may be updated, discontinued, or
become inaccessible. However, longitudinal studies focusing on SSI wallets remain scarce.
This gap is consistent with the findings in related domains, for instance, [22] observed
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a similar lack of longitudinal analyses for cryptocurrency wallets, despite their dynamic
evolution. A range of companies and governments are actively developing SSI wallets, and
several are already available, such as esatus Wallet [18], Gataca [25], and Lissi Wallet [43].
However, they are still in early stages and vary in implementation, user experience, and
supported features [15]. During the selection of applications for analysis, it was observed
that many apps restrict functionality in certain regions. For example, the Louisiana Wallet
app, despite having around 1.5 million downloads, could not be fully tested because of
regional restrictions [21]. Below, we selected several digital wallets available on the App
Store for analysis. Some of these wallets have been discussed in the literature, while others
have not. For the latter, we used principle-based analysis. By combining both approaches,
we aim to develop a relatively comprehensive understanding of current digital wallets. The
selected wallets were chosen because they are frequently mentioned in existing literature
or have been tested by users [56, |57, 67|, and are still available for download on the App
Store.

1. Gataca Wallet The Gataca Wallet [25], developed by the Spanish company Gat-
aca.io, is supported by the European Commission and integrated with the Euro-
pean Blockchain Services Infrastructure (EBSI), making it a key candidate for the
EU digital wallet initiative [56]. A user experience study published in 2022 found
that 12.5% of the interviewees felt some of the terms used in the Gataca Wallet
were too technical, such as ’levels’ and 'DID’, which they found difficult to under-
stand. Other participants also described the interface as too plain in terms of the
layout, colours and fonts [56]. The perceived novelty was below average, and users
gave neutral ratings for privacy and security features, which may reflect a lack of
user understanding [56]. Notably, most participants were young, technically edu-
cated, and digitally literate, suggesting that usability issues could be even greater
for non-technical users. Since the study, the wallet has improved the presentation
of credentials by switching from a text-based format to a graphical one. This is in
line with the previously mentioned principle of aligning system design with users’
mental models. Additionally, during initial setup, the app could not be used without
enabling biometric authentication, but no clear message or guideline was provided.
If users refuse at first, they have to go to the phone’s settings to manually enable
facial recognition, which may confuse or frustrate some users.

2. Lissi Wallet The Lissi Wallet [43] was developed by Main Incubator GmbH as part of
a large German project with more than 40 private companies. Like other SSI wallets,
the Lissi Wallet communicates with a blockchain infrastructure [56]. Among the
evaluated wallets in the user study, the Lissi Wallet received the highest average score
in terms of attractiveness, which reflects both functional and emotional qualities
perceived by users [56]. Users appreciated the Lissi Wallet for its "clarity” and
"simplicity”, but some participants mentioned that more detailed initial guidance
could help them better understand how to start using the app [56]. One possible
reason for Lissi’s perceived simplicity is its use of the more familiar and user-friendly
term "Wallet” (see Figure [2.1c), whereas the esatus wallet uses the more technical
term ”Credentials” (see Figure , which may be less intuitive for non-technical
users. Additionally, the Lissi Wallet uses a six-digit password for authentication,
while the esatus Wallet uses only a five-digit password. On the novelty scale, which
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measures how new or innovative a system appears, the Lissi Wallet scores slightly
above average. However, the general trend across all wallets showed relatively low
scores in this dimension, suggesting a limited understanding of the new concepts
behind SSI [56]. Similarly, when asked about users’ sense of security regarding
personal data, their responses were only neutral, and this may suggest that users
do not fully understand that their data is stored locally and not shared with any
central entity [56]. Moreover, the Lissi Wallet received higher ratings for the visual
design of the contact overview [56]. Compared to esatus, it offers a "Forgot your
PIN?” option on the initial interface (see Figure . However, it should be noted
that the information is not stored centrally, so it is not the same as the traditional
way for users to retrieve their passwords. Users can only recover their accounts
through 12 seed words recovery (see Figure . In the Lissi Wallet settings, users
can enable biometric authentication, but "unlock wallet with biometrics” will fail
if Face ID has not been authorised for the app in the phone’s settings (see Figure
. Once biometrics are enabled, users can access the app using Face ID without
entering a password.
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Figure 2.1: Screenshots from the Lissi Wallet

3. esatus Wallet esatus [18] is one of the leading companies providing software solutions
based on SSI [28]. The company develops digital wallet applications for end-users,
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which achieve a reasonable level of standardisation and interoperability [56]. When
interacting with the esatus Wallet in its test network, the app prompted users to
decide how to handle future claims from the same verifier after sending a claim (see

Fig[2.24), and a similar prompt appeared when receiving claims (see Figl2.2b) [67].
The default choice was ’Ask me later’, shown in the centre. If users selected "Yes,
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Figure 2.2: Screenshots from the esatus Wallet

active Auto Accept’, they could also choose to receive notifications, which were not
enabled by default . However, this could lead users to send their verifiable cre-
dentials to malicious organisations, since most digital wallets do not clearly show
information about the issuer or verifier. Only a few wallets, like Lissi Wallet, pro-
vide such details. This problem becomes more serious if requests are accepted by
default, which is the case in esatus Wallet . The study also mentioned a language
issue, where English and German were mixed in the interface. However, based on
my experience, this problem seems to have been fixed in the current version. In
Lissi Wallet, users can scan QR codes via a button, while in esatus Wallet, this
feature is located in a separate tab . In another usability study, five core tasks
were used to evaluate SSI wallet user interactions: configuration (T1), establishing
connections (T2), receiving/sharing credentials (T3-T4), and backup/restore (T5).
Regarding configuration, unlike some other wallets, the esatus Wallet does not in-
clude a quick start guide to help users understand its features. During setup, the
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app only prompts users to create a PIN and enable notifications. However, if users
forget the PIN, they cannot access the wallet, and there is no clear way to reset
it. Biometric authentication can be enabled manually via the settings menu. The
recovery phrase is located under the "Create/Export backup” option in settings,
which may not be intuitive—one study participant, for example, failed to locate
it when asked, indicating potential usability issues [57]. In terms of establishing
connections, all main functions (Connections, Credentials, Scan, and Settings) are
easily accessible from the home screen and clearly labelled with both icons and text,
which is consistent with the recommendation made by [57]. Once a user connects
with a third party, the connection appears in the Connections tab. The app also
provides a clear interaction history for each connection, allowing users to see past
exchanges with that party [57]. In terms of receiving and sharing credentials, all
received credentials are shown in the ”"Credentials” tab, which also serves as the
app’s home screen. The app displays these credentials in a horizontally scrollable
list. While this layout works well when there are only a few credentials, it becomes
less user-friendly as the number increases. In comparison, Lissi Wallet displays
credentials in a grid layout, unlike esatus Wallet, which presents them one by one
[67].Additionally, there is a "Proofs” tab on the home screen that allows users to
create proofs, but the app does not offer any guidance or explanation about how
this feature works. When opened for the first time, the screen simply shows the
message "No Gateways found”. The terminology used here may be too technical
for the average user [57]. As with other wallets, recovery in the esatus Wallet is
not possible if the wallet file has not been backed up. Creating a backup is simple,
and users can go to the "Create/Export backup” under the settings and follow the
provided instructions. The app also checks whether users have correctly saved the
recovery phrase [57]. This ensures that the user has memorised the 12-word recovery
phrase in order. Within the study, the esatus Wallet was the best performer with
the highest task completion. The study found that tasks related to receiving (T3)
and sharing credentials (T4) were the easiest for participants, while backing up and
restoring the wallet (T5) proved to be the most difficult across all tested wallets,
indicating a common usability challenge in this area [57].

4. Data Wallet Data Wallet [32] by iGrant.io encountered issues during testing, as
some demo workflows failed at the beginning due to invalid QR codes detected
by the app itself [67]. To receive verifiable credentials, users must first select a
claim type and then scan a QR code, and they can also establish connections with
organisations via QR code scanning [67]. Although previous literature [67] noted
that the information list about the institution in the Data Wallet can become lengthy
due to the inclusion of data agreements, my observation revealed a more structured
approach in the current version of the app. Specifically, when verifying credentials,
the detailed information is not displayed all at once. Instead, the data agreement is
placed behind a separate button labelled "Data Agreement Policy” (see Figure.
This design choice allows users to access detailed terms only when needed, improving
the clarity of the interface. As shown in Figure the claims appear blurred by
default during credential interactions, but can be revealed with an additional tap.
Additionally, during the credential receiving process, the ”Accept” interface does not
appear automatically. Users must manually navigate to the notification and open
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the pending request themselves to review and accept the credential (see Figure .
This adds an extra step to the interaction and may reduce user experience for less
experienced users. In some cases, the Data Wallet takes more time than traditional
methods to receive certain credentials. However, during this waiting period, the
interface only displays a spinning loading indicator without any progress feedback.
This may lead users to misinterpret the delay as a system lag or crash.
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Figure 2.3: Screenshots from the Data Wallet

5. VIDwallet The VIDwallet [70] is the only wallet that explicitly requested users to
accept data protection terms upon first launching the app [67]. The demo offered
three methods for receiving verifiable credentials: linking a phone number, linking
an email address, or using an ID document such as a passport or identity card.

2.2.4.2 Usability Challenges of Existing Systems

Addressing these usability challenges is key to solving the [36] "How to encourage adoption
of complex yet well-intentioned technologies”

1. Interaction friction The SSI model generates a higher level of friction than the
centralised model. This is related to a lack of understanding of the concepts involved,
cognitive engagement and the need for users to take on more responsibility [44].
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2. Missing mental model Many of the concepts and mechanisms in the SSI system
are unfamiliar to users, and they lack sufficient mental models to understand and
operate these systems [35, 40, 44]. Although the interface may be well designed,
users still have difficulty using the system effectively when faced with complex steps
and responsibilities. It is difficult for them to truly and effectively use such systems
without adequate guidance. However, research has shown that optimising the inter-
face alone is not enough to solve the problem, as the complexity of the entire SSI
system itself creates a significant barrier to the construction of an effective mental
model for users [44].

Usability studies of SSI wallets have consistently reported issues, such as the use
of difficult technical language, lack of interface guides, and user limitations caused
by abstraction |28, [56, 57]. For example, a user may have difficulties locating the
recovery phrase within the app or fail to understand its function altogether. In
some cases, the app interface uses only icons for navigation tabs, which further
increases ambiguity and confusion [57]. This missing or inconsistent mental model
is also reflected in the heterogeneous user responses observed in previous studies,
where evaluated SSI wallets received generally low scores for stimulation and novelty,
accompanied by high variance across users. These differences are believed to come
from users’ different backgrounds and interpretations of the system. This divergence,
in turn, highlights how a lack of shared understanding can impact user experience
evaluations [56).

A lack of understanding regarding privacy and security features is another indicator
of missing mental models. Prior studies found that users gave neutral assessments
in these areas, likely because they did not comprehend the fact that personal data is
stored locally on the user’s device [56]. Similarly, participants in other evaluations
reported that security was their major concern [35]. These findings suggest that
users are often unaware of how SSI protects their data, highlighting the importance
of helping them to build accurate mental models. Furthermore, learnability has
been identified as a particular challenge for end users when interacting with SSI
systems [36].

3. Cognitive overload High cognitive load for new users leads to adoption challenges.
The study further points out that even if users have some understanding of the
system, they still need to rely heavily on internalised cognition. In addition, the
concept of SSI emphasises a high degree of self-management responsibility for the
user, who needs not only to understand personal data and its value but also to
manage it. Friction problems, as mentioned earlier, are mainly caused by internalised
processes [44] when it comes to cryptocurrencies, which are not SSI applications but
still involve decentralisation. [38] pointed out that conceptual barriers can make it
hard for most users to understand how the application works. These barriers include
difficulty in understanding terminology, like the concept of blockchain.

4. Key management and account recovery Key management and key recovery remain
fundamental usability issues. The challenge lies not only in the technology itself but
also in the learning costs for users. It is important to support non-technical users
to manage their keys in an efficient and secure way [27, 57, |61}, [62]. In traditional
identity management, the identity provider is primarily responsible for managing
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the identity data, while in the SSI model, it is the user who takes on responsibility
and its associated risks [11, 63]. There have been many examples of users losing
their cryptographic keys, resulting in the loss of valuable information [63]. This
shift in responsibility can be especially challenging for non-technical users, as poor
management of private keys remains a significant usability barrier in SSI systems
[27]. While the literature emphasises the importance of key recovery, in practice,
many SSI applications do not provide a clear "key management” or "key recovery”
interface. Instead, user studies of SSI wallets often use the term “account recovery”
or "identity recovery”, which typically implies that a key recovery mechanism is
embedded in the process. In the context of cryptocurrency wallets, studies have
found that most systems do not expose the process of generating keys to their users,
hiding some of the technology in this way will be more convenient for users who
do not want to manage the keys themselves, but may not be transparent enough
for others [47]. This observation is also relevant for SSI systems, which similarly
rely on cryptographic keys for identity control. [35,75] highlights the issue with the
difficulty of backing up and recovering an identity. [75] note that many SSI systems
use a seed phrase for backup and recovery, typically including 12 words. Users
are expected to write down and memorise these to restore their identity if access
is lost. However, the authors argue that this method is not particularly usable.
Similarly, [35] point out that recovery processes are often either too complex to
perform correctly or are not presented clearly enough, which leads to failed recovery
attempts. Prior studies on cryptocurrency systems have suggested implementing
design mechanisms that require users to re-enter parts of their backup phrase during
the process in order to ensure they have properly saved it cite mai2020user. A
similar approach has been adopted in the esatus Wallet, reinforcing user awareness
of key management responsibilities.

. QR codes dependency Many SSI wallet applications heavily rely on QR code scan-

ning for interactions such as authentication and credential issuing. [57, [75] both
highlight that requiring users to scan a QR code may be less than ideal and could
cause usability issues. For example, users might use their phones’ built-in QR code
scanner instead of the one inside the app [36].

. Consent fatigue According to Article 4 of the General Data Protection Regulation

(GDPR) [26], valid user consent must be specific, informed, freely given, and un-
ambiguous. However, properly implementing such consent within current identity
models remains challenging. Additionally, requiring users to agree to numerous
privacy policies repeatedly has led to "consent fatigue”, where users become over-
whelmed by frequent consent prompts [63]. [35] notes that theoretical control of
one’s own identity is similar to the experience users have with complete control
over cookies when visiting a website. Manually managing these detailed preferences
through annoying dialogue boxes may easily frustrate users. As mentioned earlier,
users often prefer the more convenient option, even if it means exposing more privacy

(45, 7).

. Build for early adopters Many existing decentralised and SSI applications are devel-

oped for early adopters, who are already technically knowledgeable and appreciate
privacy or sovereignty. However, most users do not share the same background or
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motivation. As a result, the interface design and workflows often fail to support
broader adoption [38]. Although this originally refers to cryptocurrency applica-
tions, similar usability challenges can also be found in many SSI systems.

8. System latency and insufficient feedback Users sometimes experience longer delays
compared to centralised applications, when interacting with the blockchain, partic-
ularly during tasks like credential issuance [57]. These delays can cause confusion,
as users may not receive direct feedback indicating whether the operation was suc-
cessful or is still processing.

9. Unclear benefits to users The usability study of some SSI wallets found that they
do not clearly convey their novelty and benefits to users. As a result, users may
perceive SSI wallets as similar to traditional applications, even though they represent
a fundamentally novel solution. One possible reason is that the user interfaces of
SSI wallets do not significantly differ from conventional app designs [56]. This visual
similarity may prevent users from recognising the conceptual shift of SSI, leading
to a lack of perceived novelty. In the end, this lack of understanding can limit user
appreciation of the system’s benefits and negatively affect the adoption rate [56].

2.2.5 Problem Statement

While several studies have proposed improvements for the SSI system, few have imple-
mented or tested suggestions in real-world practice. This lack of practical evaluation
represents a gap in the field, especially given that the adoption of SSI technologies de-
pends heavily on their practical usability, not just theoretical advances [55]. In addition,
most prior exploratory studies [5] 35, |56] are limited to brief, single-session interactions,
which may not fully capture the range of usability challenges that non-technical users
encounter during real-world use. This is a lack of longitudinal research that assesses us-
ability over multiple sessions. Moreover, many existing recommendations are presented
in descriptive language, which is not easy to directly apply in design. There is a lack of
research that translates these ideas into clear functional requirements that are suitable
for prototyping.

This thesis aims to address these gaps, which include the lack of practical evaluation,
the absence of longitudinal studies, and the need for operational design suggestions, by
answering the following questions:

1. RQ1: How can SSI-based applications be designed to reduce usability challenges
and better support non-technical users?

2. RQ2: What usability challenges do non-technical users encounter when using SSI-
based applications?

3. RQ3: How do specific interface features in an SSI-based prototype (e.g., onboarding
guidance, vertical arrangement of credentials) relate to users’ perceived usability
and overall user experience?



24 CHAPTER 2. FUNDAMENTALS

The core research question (RQ1) investigates how SSI-based applications can be designed
to reduce usability challenges for non-technical users. To support this, RQ2 investigates
the specific usability challenges users encounter, while RQ3 evaluates how particular in-
terface features in the prototype influence perceived usability and overall user experience.
As illustrated in Figure these two analyses together provide a solid foundation for
addressing RQ1 and formulating actionable design recommendations.

RQ2:What usability
challenges do non-
technical users encounter|

when using SSl-based
applications?

Output:
(Comprehensive set of|
usability challenges

Gap2: Lack of
longitudinal study

Gap3: Lack of
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identity applications be
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technical users?

Final Outcome:
Actionable design
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RQ3: How do specific interface
features in an SSI-based

Output: Evidence
on feature
performance

prototype relate to users'
p i usability and overall
user experience?

Figure 2.4: Research framework



Chapter 3

Methodology

This chapter outlines the methodology used to answer the research questions. It details the
study design, participant recruitment, testing materials and procedures, data collection,
and data analysis.

3.1 Study Design

This study used a prototype-based, task-oriented user study. First, a prototype SSI
wallet was developed, inspired by previous literature, existing applications, and a pre-
questionnaire. This prototype served as the test material for both rounds of user testing.
The first round focused on the relation between prototype interface features and user
experience, and collected initial user feedback through interviews and questionnaires. The
second round was conducted a week later as a short-term longitudinal user study primarily
to identify new usability challenges encountered by non-technical users. This interval was
chosen due to practical time constraints and because certain issues, such as forgotten
passwords [15], may arise within this period. Although brief, this design also allows the
observation of recurring or delayed usability challenges that may not be captured in single-
session studies. Data from both rounds were analysed to support design recommendations
and answer the research questions. The overall study design is presented in Figure

3.2 Target Group

The non-technical users referred to in this thesis are those who have basic digital literacy
but lack an in-depth understanding of SSI technologies. The user group’s age range is 18
to 45 years old, with a diverse educational background, in order to evaluate the usability
and user experience of the SSI system more comprehensively. A total of five non-technical
users were recruited to participate in the user test, and the participants came from the
author’s personal social circle. This number was chosen in line with findings in human-
computer interaction research, which suggest that five participants are often sufficient

25
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Prototype Design
(Include pre-questionnaire)

v Collected data on the impact
- ~,  of specific interface features

» RQ3
First-round Testing
(Prototype comparison) | Identified user challenges

» RQ2

.

Y

f N

Captured newly emerging

Second-round Testing of recurring issues - RO2
»~

(Short-term longitudinal)
- J/

Y

Support the discussion of design
Data Analysis recommendations for RQ1 « RO1
»

(. vy

Figure 3.1: Overview of the study design

to identify around 80% of usability issues [41]. Moreover, the recruited group aligns
with recommendations that usability testing should focus on those most likely to use the
application [57].

3.3 First Round of Testing

A within-subjects design was used, and each participant tested two existing SSI wallets
and the prototype. The order of wallet testing was counterbalanced to reduce order effects.
Although the design does not control for all confounding variables, the within-group com-
parisons and counterbalancing help reduce bias, making the observed relationship between
interface features and usability more reliable.

3.3.1 Testing Materials

The wallets selected for this study include Lissi and esatus. The reason for choosing these
wallets is that they are often mentioned in existing literature [14, 56, 57}, 67] and applied for
usability testing [56] [57], and they follow the SSI principle and common standards [57].
Moreover, both wallets can be downloaded from the Apple App Store and maintained
regularly. The selected wallets both support core SSI functionality, and official demo test
cases are provided, making them suitable as applications for user testing. A prototype
SSI wallet was also used, and its design will be described in Chapter
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3.3.2 Testing Task

Currently, there is no SSI application on the market that has demonstrated sufficient
market dominance [36]. So, based on previous literature and existing SSI products, this
study has extracted the following user testing tasks.

1. Establish a connection.
2. Get a credential.
3. Share a credential.

4. Delete a credential.

5. Backup/Recover the digital wallet.

3.3.3 Testing Procedure

Before starting the study, we obtained consent forms from participants and gave a brief
introduction to the test. Participants were asked to install the apps on their devices. All
participants used Apple iPhones, running iOS 14.1 or later. The research sessions were
conducted via remote video calls. During task execution, participants followed the "think-
aloud” protocol. The author observed, recorded usability issues, and marked specific
points where users encountered difficulties. Each session lasted approximately 2.5 hours,
including task execution, questionnaires, and interviews. Breaks were allowed as needed
to reduce fatigue.

Each session was conducted as follows:

Perform tasks on the first wallet, then complete the UEQ for the first wallet.

Perform tasks on the second wallet, then complete the UEQ for the second wallet.

Perform tasks on the third wallet, then complete the UEQ for the third wallet.

Conduct a semi-structured interview.

3.3.4 Data Collection

For the first round of testing, data were collected using a combination of quantitative and
qualitative methods. Quantitative data were collected via the User Experience Question-
naire (UEQ), and qualitative data were collected through observation notes and interview
records. The interview guide for the first round is provided in the Appendix [A]

The UEQ was selected as the research tool because it can extract a wider and deeper range
of user-centric aspects than the System Usability Scale (SUS) [56] and effectively assesses
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both product usability (e.g., efficiency, dependability) and user experience (e.g., stimu-
lation, novelty). The questionnaire consists of 26 pairs of semantically opposed terms,
covering six dimensions: attractiveness, efficiency, dependability, perspicuity, stimulation,
and novelty. Participants rate each item using a 7-point Likert scale. To minimise re-
sponse bias, half of the items begin with positive terms and the other half begin with
negative terms, with the presentation order of all items randomly arranged |35, 56]. Ob-
servation notes and interview records were collected during the testing sessions to capture
detailed user behaviours that cannot be fully measured through the questionnaire.

In addition, [56] indicates that successful usability studies combine quantitative and qual-
itative methods to obtain a more comprehensive perspective. Therefore, the combined
approach of interviews and questionnaires is highly suitable for the objective of this study.

After the first round of user testing, a total of 15 UEQ results were collected (5 participants
x 3 wallets).

During this testing, all conversations were recorded, intended for analysing task comple-
tion rates and operation times. However, due to interface freeze, crashes, and interaction
limitations in existing wallets and the prototype, these quantitative data cannot reliably
reflect the actual usability of the system. Therefore, this study eventually did not use task
completion rate and operation time as analysis indicators. The data analysis was mainly
based on the scores of the UEQ questionnaire and users’ subjective feelings collected in
the interviews.

3.4 Second Round of Testing

The same group of participants participated in a second round of testing, with a one-week
interval. The testing tasks were the same as those used in the first round.

3.4.1 Data Collection

During the second round, qualitative data were collected through observation and inter-
view records, focusing on both new usability challenges and recurring difficulties. These
observations, combined with the first-round qualitative data, provide the basis for identify-
ing user challenges. The interview guide for the second round is provided in the Appendix

B.

3.5 Data Analysis

This section introduces how both qualitative and quantitative data were analysed to
answer the research questions of this study.
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3.5.0.1 Identification of User Challenges

To address RQ2, observation notes and interview records from both rounds of user testing
were transcribed into textual form to identify usability challenges encountered by non-
technical users. Inductive thematic analysis was applied to the notes, excluding those
related to the predefined prototype theme. Inductive thematic was chosen because this
method ensures that themes naturally come from user feedback, thereby gaining a deep
understanding of usability challenges from users’ perspective [54].

The encoding process was carried out using an affinity diagram. Specifically, initial affinity
notes were created to capture users’ original voice, and then these notes were grouped into
blue labels, which were also created in the user’s voice. Blue labels were then abstracted
into pink labels, preserving the user’s perspective. Finally, Green labels represented top-
level core themes, summarising the Pink labels and capturing major aspects of the user
challenges. Miro was used to create the affinity diagram, as presenting the transcriptions
as sticky notes allowed flexible organisation and visualisation of the data. In the second
round, the data were analysed iteratively in relation to the first-round codes to capture
additional user challenges. The complete affinity diagram is provided in the Appendix D]

3.5.0.2 Analysis of the Relationship Between Interface Features and User Experience

To address RQ3, the analysis focused on how specific interface features in the prototype
related to user experience. Quantitative data from the User Experience Questionnaire
(UEQ) were combined with qualitative user feedback related to a predefined prototype
theme from the first round.

e User Experience Questionnaire (UEQ) The UEQ data were analysed using Excel
following the standard UEQ data analysis procedure. First, the original scores were
re-coded onto a continuous scale from -3 (most negative evaluation) to +3 (most
positive evaluation). This re-coding ensures consistency in the scoring direction, as
the questionnaire includes both positively and negatively worded items to mitigate
agreement bias. In this study, higher scores correspond to more positive evaluations.

After re-coding, the mean and standard deviation were calculated for each wallet
and each UEQ dimension. The mean reflects the overall user evaluation, while the
standard deviation indicates the consistency of responses. A horizontal comparison
was then conducted across the six dimensions (attractiveness, perspicuity, efficiency,
dependability, stimulation, and originality) to assess the relative performance of the
tested wallets. Additionally, the results were compared against the UEQ official
benchmark database, allowing for an evaluation of each wallet’s user experience
relative to industry standards.

It should be noted that technical issues, like crashes, may have an influence on UEQ
scores. Therefore, these quantitative results are considered only for reference.
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e Observation notes and interview records Deductive coding was applied to a pre-
defined theme related to the prototype interface, categorising all relevant user com-
ments. Due to technical issues, these qualitative data were the main source for
analysing the relationship between interface features and user experience.

3.5.0.3 Generate Design Recommendations

To answer RQ1, this study combines the findings of RQ2 and RQ3 and proposes several
actionable design suggestions. We first transform the main difficulties encountered by
users in using SSI applications into improvement suggestions at the interface and inter-
action levels, which come from the analysis results of RQ2. In addition, based on the
positive feedback from users on some interface features during prototype testing, we have
also summarised design elements worth preserving and promoting, which are based on

RQ3.

3.6 Ethical Issues

Before collecting data, the purpose of the study and the use of the data will be clearly
stated. Participation is voluntary and can be withdrawn at any time without any conse-
quences. No personal identity information will be shared with any individual or organi-
sation. No personal identifiers will be used, thereby anonymising the data. User privacy
will be protected, and irrelevant sensitive information will not be collected. For example,
age groups will be used instead of specific ages.



Chapter 4

Design

This chapter describes the design of the SSI wallet prototype. It summarises insights from
the pre-questionnaire, outlines typical usage scenarios, explains key design choices, and
discusses design limitations. For the contents of the pre-questionnaire, see Appendix

4.1 Pre-Questionnaire

A total of 15 participants filled out the questionnaire, all belonging to the target group
defined in this paper. The participants are generally heavy mobile phone users, with 11
people using their phones for more than 6 hours a day, and over half having experience
using Apple Pay or Google Pay. Most participants self-reported moderate proficiency in
using digital applications, typically scoring themselves 3 out of 5.

In terms of conceptual understanding, participants generally had low familiarity with SSI
and related terminology. Six participants had never heard of SSI, six had heard of it but
were unclear about its meaning, and only three expressed a vague understanding of it.
Most participants (10/15) were unfamiliar with more specialised terms such as verified
credentials, seed phrases, and decentralised identifiers. Notably, 10 participants indicated
that the term "credential” was understandable, which appears contradictory. This contrast
may be due to the way the question was framed.

The questionnaire included a mix of existing wallet features (e.g., Dual login, forced
confirmation of recovery phrase backup) and potential features proposed by the author
(e.g., single-device QR code scanning, introductory animation). Participants’ responses
reflect their preferences for these features: combination authentication received the highest
trust (11/15), while single authentication methods were less popular. Participants showed
relatively high tolerance for wallets without central recovery (12/15 marked "acceptable
with clear warning”). However, this feature did not receive priority in the specific feature
selection process, which indicates a gap between users’ conceptual acceptance and actual
functional priorities. Preferred features included dual login, credential classification, and
single-device QR code scanning. Overall, security was considered the most important.

31
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These insights guide the following prototype design on security settings and feature pri-
oritisation.

4.2 Usage Scenarios

This section presents several typical usage scenarios for the prototype. They reflect com-
mon situations in which non-technical users need to interact with digital credentials, and
are used to guide the design of the system.

1. Obtain a verifiable digital degree certificate from the university. Newly graduated
Jane needs to obtain a verifiable digital degree certificate. She opens the wallet
application and realises that she needs to apply for identity verification from the
university. She scans the QR code provided by the university. She expects this
to create a secure communication channel for data transmission. The system vali-
dated that a secure connection was established, which makes her understand that
all further data will be private and reliable. After the connection is established, ac-
cording to the system prompts, the student scans the new QR code, and the system
redirects to the university identity verification page. After providing her student
identity and necessary personal information, she expects real-time verification with
the university’s records. The successful authentication confirmation indicates that
her request has been officially approved. After a moment, she receives an encrypted,
signed digital certificate containing her complete academic information, such as the
degree, the field of study and the graduation date. She carefully examines the dis-
played credential preview and confirms that all details are accurate. Jane confirms
acceptance of the credential and receives confirmation that the credential is securely
stored in the digital wallet. Jane believes that she has successfully obtained her de-
gree certificate. She plans to use this digital certificate when applying for work or
continuing education in the future.

2. Share a digital degree certificate for a job application A graduate, Jane, needs
to prove to the company during the job application process that she has at least
a bachelor’s degree. She opens the wallet app and plans to provide proof of her
education level to the company. She scans the QR code provided by the company.
She expects this to create a secure communication channel for data transmission.
The system validated that a secure connection was established, which makes her
understand that all further data will be private and reliable. After the connection is
established, according to the system prompts, the student scans the new QR code,
and the system will provide her with certificate selection options. The system au-
tomatically identifies educational certificates that meet the company’s requirements
and only shows the minimum disclosure information, such as degree level, while
other sensitive information is hidden. But Jane has the opportunity to review and
potentially disclose additional fields, although the system maintains the default pri-
vacy priority setting. After confirming the sharing request, her education certificate
will be transmitted to the company through a secure channel. The system confirms
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the successful delivery, strengthening her understanding that only basic and autho-
rised information is shared. After receiving the certificate, the company’s system
will verify the digital signature to confirm whether the academic certificate is issued
by the university and whether it has not been tampered with. Also, the system is
unable to view any other unauthorised information of the user. After the company
confirms that the certificate is valid and meets the requirements, their recruitment
team will proceed to the next step of the application process. Jane can view this
shared event in the history within the wallet.

3. Delete COVID-19 test certificate Jane is a college student. During the epidemic,
she often needs to upload the negative certificate of a COVID-19 test to enter the
campus. Now that the epidemic is over, the university no longer requires these
certificates, and she hopes to clean up this information that is no longer needed.
She opens her wallet and finds the COVID-19 test record, thinking to herself, ”This is
no longer useful; keeping it will take up space, let me just delete it”. She expects that
there should be an option to delete the corresponding records. After she chooses
to delete, the system does not immediately perform the deletion operation, but
instead asks for confirmation. This meets her expectations that the system should
double-check irreversible operations, which increases her trust in the application.
After confirming the deletion, the system immediately displays a prompt indicating
successful operation. Jane checks the credential list and finds that the test result
has indeed disappeared. If the deletion fails, Jane expected the system to clearly
inform her of the failure and suggest trying again later, rather than without any
prompts.

4. Backup digital wallet Jane realises one day that ”if I lost my phone, all my creden-
tials will disappear. This won’t work, I need to back them up first”. She obtains 12
recovery phrases arranged in sequence through the backup function provided by the
system, and understands that this is the only way for future recovery. After care-
fully writing down those words, the system asks her to fill in the randomly missing
phrase position to verify her memory. After successful verification, the system con-
firms that the backup has been completed and guides her to store the backup files
in the specified location. After completing the operation, Jane knows that in the
future, the wallet can be restored by backing up files. If the verification fails, the
system will prompt to recheck the complete phrase instead of allowing the process
to continue.

4.3 Design Choices

This design focuses on the target user group defined in Section who need an easy
and reliable way to manage digital credentials without much technical knowledge. While
earlier studies have suggested improvements for SSI systems, these recommendations have
rarely been tested in practice. To address this, the design features in the prototype follow
these suggestions, and their effectiveness will be evaluated in a follow-up user study. The
goal is to produce a prototype that can be tested further. The overall design of the
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application is based on existing software, such as Lissi wallet and esatus wallet. Below
are some design choices and an explanation of why they were designed in this way.

1. Dual authentication and early warning - guideline: support multiple authentica-
tion methods At present, some SSI wallets support password and biometric dual
authentication, but there are still wallets that only provide a single method (Gat-
aca), which only supports biometric authentication. In addition, not all applications
prompt to enable biometric recognition upon first use (esatus). Due to the password
not being stored on the central server, users can only restore access through 12 recov-
ery phrases. If users do not record recovery phrases and forget their password, they
will not be able to access the wallet. However, enabling biometric recognition can
unlock wallets locally and reduce risks. Based on literature recommendations to sup-
port multiple authentication methods, and combined with pre-questionnaire results,
this study adopts a dual identity authentication approach: biometric recognition is
enabled during initial setup, and a clear warning is added to this process (informing
users that centralised password recovery is not possible). The questionnaire shows
that users conceptually accept decentralised recovery, but will not actively priori-
tise this warning. Therefore, integrating the warning into the biometric activation
process can ensure security and inform users clearly.

2. Random position verification - guideline: design for simplicity In the confirmation
stage of backup and recovery phrases, this prototype adopts a simplified design where
users only need to click on three randomly placed words (represented by numerical
positions) to verify that they have recorded the recovery phrases. In contrast, Lissi
wallet requires users to drag words to randomly generated positions, while esatus
requires users to click on all the correct words in the proper order. Although these
existing methods are stricter, they increase the complexity of interaction. This
design follows the principle of simplicity, maintaining a certain level of security
while also reducing the number of clicks for users during their first use.

3. QR code scanning via image upload - guideline: improve QR code interaction This
prototype follows the typical SSI wallet pattern of QR code scanning to establish
connections and obtain credentials. To simulate single-device QR code scanning,
the prototype includes an image upload option, allowing users to select a saved
QR code image. In practice, the scanning process is simplified: users can simply
click on a QR code placeholder to proceed, representing the interaction without
requiring a second device or actual camera scanning. Although this design has not
fully addressed the limitation of heavily relying on QR codes, as pointed out in the
literature, it represents a practical improvement in usability.

4. Coach mark and walk through - guideline: support user understanding In the
initial stage of the application, this study used coach marks, which point buttons
or key interface elements in the form of bubbles and gradually guide users on how
to establish connections, apply for credentials, etc. Unlike the text prompts on the
interface, coach marks not only explain the function of a button but also provide a
coherent operating procedure, allowing users to learn the process in actual operation.
The purpose of this design is to help users better understand the core concepts of the
SSI wallet and reduce their cognitive burden when using it for the first time. This
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method is aligned with the suggestions proposed in previous literature to support
user understanding.

5. Six-digit password - guideline: use familiar patterns Initially, SSI wallets required
users to set passwords. Unlike conventional apps, users can retrieve their passwords
through email or other methods. SSI wallets rely on users to manage their own
passwords to keep their data safe if the device is lost. Lissi wallet uses a six-
digit password, aligning with typical mobile phone password conventions, while the
esatus wallet uses a five-digit password. A six-digit password was chosen because
it is consistent with the users’ familiar password patterns. This choice also aligns
with the design principles of simplicity and reducing cognitive load.

6. Tab bar for key tasks - guideline: prioritise clarity The tab bar design of this
prototype is generally consistent with existing SSI wallets. However, adjustments
were made to improve the discoverability of key functions. The scanning function
is placed directly in the tab bar, with both an icon and a label, making it more
intuitive than presenting it as a button alone. This also reduces steps, allowing users
to switch between items more efficiently. Additionally, the backup function is given
a separate position in the tab bar, rather than being hidden in secondary menus.
These adjustments make core tasks easier to locate and help reduce confusion during
use.

7. Vertical arrangement of credentials - guideline: align workflows with user mental
models The presentation of credentials in this prototype differs from Lissi’s grid
layout and esatus’ horizontal layout. Instead, a vertical, scrollable list is used,
allowing users to browse in a single direction and view several credentials on the same
page. Since SSI wallets may need to manage many credentials in the future, quickly
locating a target credential becomes critical. A study on mobile user interfaces shows
that scrollable lists take less time than grid layouts when locating and selecting
targets, making them more suitable for efficient localisation needs [59]. Similar
to popular social platforms like Instagram or Red Book, this prototype presents
credentials in a vertical, scrollable list, which allows continuous browsing in a single
direction. This is consistent with user mental models, making it easier and faster to
locate and recognise items.

8. Credential categorisation - guideline: focus on mainstream use cases In practical
applications, considering the possibility of future development, the SSI wallet is
likely to store a large number of credentials, and presenting credentials will be a
frequent operation. Therefore, following the user cases and drawing inspiration
from existing applications (Gataca), this feature is adopted in the prototype.

9. Terminology choice - guideline: use clear, non-technical Terminology In this pro-
totype, we chose the term "wallet” because most participants in the initial survey
were unfamiliar with technical terms such as DIDs and VCs. Although many partici-
pants indicated that the term “credential” was understandable, as mentioned earlier,
we consider this result unreliable, given the way the question was formulated and
therefore follow the previous literature.
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4.4 Prototype Implementation

The study used the prototyping software Figma to create a prototype for user testing.
Figure shows several screenshots from the prototype. The reason to choose Figma is
that it allows for rapid interface modifications and supports reusable design components,
which saves much time. Additionally, when sharing the link, the prototype can be digitally
distributed during user testing, allowing for remote evaluation and making the user testing
process more convenient.

From the four dimensions of the prototype: 1) In terms of look, it maintains a relatively
high level of visual quality to match the user’s real-life experience and reduce the gap in
look between following testing with existing applications. 2) In terms of breadth, the pro-
totype covers most usage scenarios, including core tasks such as establishing connections,
obtaining credentials, and sharing credentials, but recovery functionality is not included.
3) In terms of depth, the prototype has reached a moderate level. It provides detailed
process feedback and supports process redirection, such as redirecting to the university
authentication interface when applying for a degree certificate, but only for simulated ver-
ification operations (users can jump to the next interface after clicking login). In addition,
the prototype also considers abnormal process states in the backup function, such as when
the user clicks "continue” directly without completing necessary operations, the system
can also provide corresponding prompts. 4) In terms of interaction level, the prototype is
at a moderate level. Users can experience the main processes of receiving, verifying, and
backing up, including clicking buttons, page jumping, and receiving corresponding feed-
back. However, in terms of QR code interaction, the prototype only simulates a scanning
button and has not implemented the full camera scanning function. This design ensures
the smoothness of the system demonstration while meeting the testing needs of users for
core functions.
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Chapter 5

Results

5.1 Demographics

The participants of this study are five users aged 20-30 who have never heard of SSI and
related concepts, which perfectly fits the positioning of the non-technical users that this
study aims to investigate. On this basis, the specific composition of the participants is
as follows: in terms of educational background, three individuals hold bachelor’s degrees
(accounting, textile engineering, fine arts) and two hold master’s degrees (Management,
computer science). In terms of tech-savvy, all participants rated themselves as either
technically neutral or technically novice. However, all participants had extremely high
levels of smartphone usage, with an average daily usage time of over 6 hours, and 40% of
respondents had used Apple Pay or similar mobile payment tools.

5.2 Qualitative Findings

After coding and organising the interviews from five participants in the first round, a total
of 126 initial codes were generated. These codes were refined and grouped into several
core categories, resulting in four themes related to RQ2 and RQ3. Of the initial codes,
8 were excluded due to external factors, such as website redirects that did not reflect
realistic usage scenarios. Another 22 codes did not directly address RQ2 or RQ3 and
were also excluded from the main analysis, though some of these insights are discussed in
the Chapter [6] In the second round, 30 additional codes were generated, of which 8 did
not directly answer RQ2 or RQ3 and were similarly excluded. Integrating the remaining
codes from both rounds ultimately yielded four themes. Three themes reflect the usability
challenges non-technical users encounter when interacting with SSI applications, and one
theme shows appreciation of specific prototype features.

39
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5.2.1 Challenge One: Backup and Recovery

The task of backing up and restoring SSI wallets was identified as the main usability
challenge faced by participants. All participants reported that the backup and recovery
tasks were too complex, and the 12 recovery phrases were not only confusing but also
cumbersome. They expressed a hope for a simpler and more intuitive method.

5.2.1.1 Overall Process Complexity and User Resistance

Participants generally expressed confusion and resistance to the 12 recovery phrases. This
sentiment was captured by descriptions like complex and even rubbish (U5-02): 12 words
are really rubbish, so troublesome”. For the recovery process, all participants complained
that re-entering 12 words was unreasonable (U4-10): "It’s too much work...”. Over half of
the participants made mistakes when inputting the recovery phrase and had to recheck.
This undoubtedly increased their workload. In the second round of backup testing, two
wallets had completely opposite design patterns, with Lissi’s backup phrases that did not
change over time, while esatus generated new phrases every time. The study found that
participants preferred the Lissi, saying it was a more reasonable operation, which allowed
them to avoid the need to repeatedly record phrases in future backups. In contrast, esa-
tus was regarded as inconvenient and a greater burden (2:U4-06): “Backup is not easy
to remember...”. This clear preference indicated that users favoured security solutions
that minimised their workload. Furthermore, participants did not merely criticise the
system, but actively expressed their expectations for innovative solutions. They consid-
ered the existing backup methods to be outdated and had room for improvement, and
suggested adopting more self-related alternatives, such as using custom security questions
for recovery (U2-22): “Can’t we use some personal questions...”.

5.2.1.2 Inconsistent Interface Design During Recovery

This study found that during the backup task, inconsistencies in interface design seriously
affected participants’ understanding and operational processes, posing significant usabil-
ity challenges. The esatus wallet backup process in this study provided a typical case:
the recovery phrases were displayed vertically, but became horizontally arranged during
verification. This inconsistency in interaction logic seriously violated user expectations
and caused strong dissatisfaction (U4-11): ”... how is it arranged vertically.” (Ub-04):
”... wery unreasonable.”. In addition, although the system provided numerical identifiers
as prompts before vertically arranged phrases, users often ignored such system prompts
and followed their inherent habits (i.e. reading order from left to right, top to bottom) to
operate. Moreover, the study found that the same problem occurred repeatedly for the
exact same participants in the second round (2:U5-02): [ lost again, this vertical order
1s very useless. Further issues arose in the logic of data presentation. In the verifica-
tion phase, the application provided the user with repeated correct options (such as two
"wear”), which triggered the user’s self-doubt (U4-12): ”... I thought there was some subtle
difference, which maisled people.”. This indicated the application failed to present selection
phrases with logical consistency.
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5.2.1.3 User Behaviour and Security Trade-offs

The backup process prompt "write down carefully” was strongly questioned by participants
(U4-14): I don’t even have a pen and paper to write down 12 phrases.”. Consequently, not
a single user followed the system’s instructions. Instead, they commonly adopted insecure
practices that prioritised immediate convenience. The dominant behaviour was to send
screenshots to themselves through social media, while others saved them in their albums.
As (Ub-25) admitted: *I will take a screenshot and send it to myself.”. This consistent
deviation of users from system expectations reflected design flaws that the recommended
security method did not match the participants’ behavioural habits. Inevitably, it pushed
users towards a less secure path. It was worth noting that this may not have been a
blind choice made by the user, but rather the result of weighing the trade-off. They even
realised the security risks they faced when storing backup files (U5-24): “For convenience,
I will store the 12 recovery phrases and files in one place, which poses a security risk.”,
but ultimately chose convenience above security.

5.2.2 Challenge Two: Lack of Trust and Concerns About Safety

Most participants lacked confidence in the security of the SSI system, primarily due to
doubts about simplifying processes, concerns about the lack of enhanced validation, and
anxiety about data autonomy. Firstly, participants comprehended user autonomy as a lack
of official responsibility and were concerned that data loss could not be retrieved (U2-17):
"There is no fallback plan™ (U4-27): 7If there is an official endorsement, I would feel safer

. 7 In extreme cases, participants would rather choose centralised storage due to a lack
of trust in autonomy (U3-13): ... I don’t believe I have autonomous control over data; it’s
definitely all monitored.”. In scenarios such as opening a bank account, the process of SSI
was much more straightforward than the complex process that users were familiar with.
Its simplicity was negatively interpreted as insufficient security (U4-08): "I don’t think
it’s very safe. The bank gave the credentials too quickly™ (U3-20): "This application is
easy to apply... The actual operation process of the bank app is very complicated.”. Finally,
participants expressed their expectations for enhanced verification, generally hoped to
introduce strong verification factors such as biometric or passwords in key operations,
like sharing, deleting, transferring (U2-10): ”If the deletion operation involves biometric
recognition, I think it’s safer”, (U2-15): "There was no double check when sharing” (U4-
20): "I hope more security measures can be provided, and some documents can be encrypted
twice...especially when operations involving money.. Most participants believed that the
combination of passwords and biometric recognition ensured security (U1-16): I feel more
at ease with dual authentication.”, while only one participant opposed it due to privacy
concerns with uploading biometric information (U4-17): "Having a password is enough,
no need for facial recognition.”.

5.2.3 Challenge Three: Lack of Intuitive Guidance and Feedback

The study showed that if SSI applications could not provide simple and practical guidance
and interaction, non-technical users were confused and even doubted the reliability of the
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system.

5.2.3.1 Lack of Initial Onboarding and Direction

Most participants did not know what to do when using the SSI wallet for the first time.
One participant reported confusion when setting the password (U5-01): "...I didn’t know
it was set by myself.”. The lack of guidance was particularly noted in the Lissi wallet, with
participants generally stating (U2-11): "At first, I didn’t understand what I was going to
do.”. This indicated that Lissi did not clearly lead the participant to use the scan function
within the application. Moreover, during the first QR scanning process, some participants
were not clear about which tool to use (U1-02): "Is it using the built-in QR code function
on my phone?”, which caused confusion at the very beginning of the journey.

5.2.3.2 Unclear Processes and Unexplained Workflows

There were unclear processes and unexplained jumps, and users felt completely confused
about the workflow of establishing connections and obtaining credentials. The operation
of scanning QR codes multiple times for different purposes was confusing, and partic-
ipants could not differentiate between these steps (U5-09): "..These two steps are not
distinguished, and it feels the same to me.”. Many users believed that credentials would
automatically appear after establishing a connection (U4-02): I thought the credentials
were stored in the connection.”.

5.2.3.3 Missing Feedback and Counterintuitive Interaction

The lack of clear feedback after the operation was completed was a problem. For example,
when there was no successful prompt after saving the backup file, participants were not
sure if they had succeeded (U5-05): “After successful storage, there are no prompts.”. The
most serious interaction issue was the drag-and-drop function used to verify 12 recovery
phrases in the Lissi wallet, which all users found difficult to use and which lacked tactile
or visual feedback (U3-08): "Dragging words didn’t respond, and clicking didn’t feel like
bouncing back.”. Regarding this, users suggested implementing more intuitive interactions,
such as animated buttons (U3-22), to provide clear feedback.

5.2.3.4 Authentication and Password Recovery Issues

In the second round of testing, it was discovered that three users had forgotten their
passwords. Two of them succeeded within three attempts, while the other failed all
three attempts. However, their situations were not quite the same. One did not like
to authorise biometric information, so the tested applications required passwords. The
other two users did not reject biometric information, but because the application (esatus)
did not automatically ask for it in the initial stage, and users did not manually enable
biometric authorisation, confusion occurred (U1-04(2)): "Why didn’t this have a face ID?
I forgot my password.”.
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5.2.4 Prototype Features Supporting Usability

This study found that multiple design features in the prototype had been appreciated by
users. The recovery phrase verification method used in the prototype (randomly selecting
words and allowing users to click based on clear numerical instructions) was favoured by
most participants. Compared to esatus and Lissi, this design was considered the most
direct and easy method (U4-15): “...is the easiest...clicking on the corresponding word
with a clear number.”. Participants generally found the initial onboarding screen helpful,
saying it made it easier to get started (U1-15): "There are hints that make it easier for
me to get started.”. The scanning function that supported image choices added to the
prototype was considered convenient by all users (U5-13): "It is more convenient to select
screenshots...”, which provided the possibility of single device operation. In terms of
terminology selection, the term 'credential’ was broader than 'wallet’ since it was not just
for financial situations, so users tended to prefer it (U5-14): "Using wallet is too narrow,
and there are also degree certificates...”. In addition, participants preferred having both
intelligent classification and autonomous editing when managing credentials (U4-25): 71
prefer editable automatic classification.”.

Therefore, in answer to RQ2, the key usability challenges identified are: 1) backup and
recovery complexity, 2) lack of trust and concerns about security, and 3) lack of intuitive
guidance and feedback.

5.3 Quantitative Findings

5.3.1 UEQ Scores

Figure shows the results of the User Experience Questionnaire (UEQ) collected in 15
guided interviews and compared according to different wallets (Lissi, esatus and proto-
type). The y-axis represents the overall score, which ranges from -3 to +3 on a 7-point
Likert scale. The x-axis represents six key attributes: attractiveness, perspicuity, effi-
ciency, dependability, stimulation and originality. For the convenience of interpreting the
results, this study referred to the official UEQ general benchmark (based on a summary
of 468 product evaluations), which divides the performance of each dimension into four
levels: excellent (within the top 10% of best results), good, above average, and below
average [60]. When the attractiveness is higher than 1.84, perspicuity is higher than 2.00,
efficiency is higher than 1.88, dependability is higher than 1.70, stimulation is higher than
1.70, originality is higher than 1.60, the application is considered to have excellent perfor-
mance. This means that the application is leading in the corresponding dimension. On
the contrary, when the attractiveness is below 0.69, perspicuity is below 0.72; efficiency
is below 0.60, dependability is below 0.78, stimulation is below 0.50, originality is below
0.16, the software is classified as below average, indicating that the application experience
in relevant dimensions is significantly weaker than most products.

According to the UEQ handbook, attractiveness includes two aspects: pragmatic quality
(perspicuity, efficiency, dependability) and hedonic quality (stimulation and originality).
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Figure 5.1: Mean scores per attribute and wallet with 95% confidence intervals.

Attractiveness scored the highest in the prototype (1.1), followed by Lissi (0.27), and
esatus scored negative (-0.5). This indicated that the prototype was considered the most
attractive overall, whereas esatus’s current design was regarded as insufficient. One pos-
sible explanation for the low score of esatus was that the data transmission in the official
demo was abnormally slow, even requiring users to redo the task, resulting in a poor user
experience. Overall, for all applications, the score of pragmatic quality was higher than
that of hedonic quality.

In terms of pragmatic quality, the prototype received the highest score, with perspicuity
(1.9), efficiency (1.65), and dependability (1.6), all within the range of good to excellent
compared to the general benchmark. In contrast, esatus scored lower in these attributes,
with perspicuity (0.45), efficiency (-0.45), and dependability (0.35), all of which were lower
than average compared to the benchmark. Lissi’s performance was moderate, showing
positive results in perspicuity (1.05) and dependability (1.3), which were above average
compared to the benchmark. However, its efficiency score was only weakly positive (0.5).
This may have been related to the official demo, which automatically redirected to its
webpage after scanning the QR code, but the page often failed to load and appeared
blank. Participants needed to switch back to the application for the following tasks.
Regarding the hedonic quality, the stimulation score of all wallets was negative or close
to zero, with esatus (-0.5) and Lissi (-0.35), while the prototype’s average score was a
bit higher, 0.6. This indicated that users did not find this type of application experience
particularly exciting or motivating. Similarly, originality scores were also low across all
tested wallets, with esatus (-0.2), Lissi (0.05), and prototype (0.5). This suggested that
although these wallets actually integrated various innovative technologies, the innovation
perceived by users was very limited, or even completely imperceptible.

The above results show that the prototype version outperforms Lissi and esatus in all
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attributes, which indicates that the user experience and usability have been improved. It
is worth noting that in terms of efficiency, the prototype score is higher than esatus, and
the confidence interval does not overlap, although technical issues in all tested wallets,
including freezes and crashes, may have influenced the scores. However, because of the
small sample size, this difference cannot be used as statistically significant evidence, but
only for reference. Therefore, together with the qualitative data, in answer to RQ3, the
enhanced interface features in the prototype appear to have a positive impact on perceived
usability and user experience, although these findings remain exploratory.
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Chapter 6

Discussion

Based on findings from RQ2 and RQ3, this section presents design recommendations for
SSI-based applications. It reviews key issues from Chapter |5 and additional findings,
aiming to support the development of SSI systems that reduce usability barriers and
support non-technical users, thereby addressing RQ1.

6.1 Key Design Challenges

6.1.1 Challenge One: Backup and Recovery

This study found that the unique backup methods of the SSI wallets, like twelve recovery
phrases, impose a huge burden on users. In contrast, a previous user study did not report
critical usability challenges regarding the use of recovery phrases [57]. One possible reason
is that the previous study may have focused more on task completion than on users’
subjective experience. Successfully completing a task does not necessarily indicate that
the process is easy or usable.

During the backup task in the tested application, users experienced difficulties with the
vertical layout of recovery phrases, despite the use of numerical labels. Users tended to
read the words horizontally, in line with their habitual reading pattern, and all those who
faced this issue in the first round faced it again in the second round. This indicates that
the inconsistency with users’ mental models is a design issue rather than a task that can
be learned over time. Therefore, interfaces should be designed to align with users’ mental
models, consistent with recommendations in the literature |58, 68].

During the backup process, several users had to re-enter their recovery phrases because
mistakes were only discovered at the end of the task. This caused them to go back and
retype the entire twelve words, which increased frustration. The main reason for this
re-entering problem was the lack of real-time feedback during input, as users were not
warned of formatting errors until all words were entered.

47



48

User control (e.g.
full ownership of
data)

Comprehensibility
(e.g. wording,
animations,

CHAPTER 6. DISCUSSION

Security (e.g. login
backup)

Ease of use (e.g.
navigation,
scanning)

explanations)

Figure 6.1: Importance features for users

6.1.1.1 Design Recommendations

1. Real-time feedback for recovery phrases The system provides real-time feedback
on formatting errors as users enter recovery phrases, helping them correct mistakes
instantly. In this way, if the user has any problems in the middle, they do not have
to wait until all twelve words are input before going back to check. By doing this,
it reduces the cognitive load for users, aligning with the design recommendations of
minimising cognitive load [44} 56, 75|, and enhancing user feedback [9).

2. Recovery phrases presentation and verification Recovery phrases are suggested
to be presented in a horizontal layout with numerical labels on the initial backup
page, which aligns with users’ reading habits. The verification interface should
maintain the same layout to ensure consistency. Instead of requiring users to select
all phrases in the correct order, a randomised verification method is recommended to
be adopted. Like asking users to click on three randomly placed words (represented
by numerical positions, e.g. #3, #6, #9), which can help users quickly locate the
desired phrases.

6.1.2 Challenge Two: Lack of Trust and Concerns About Safety

Users lack trust in the system mainly because the process operation is too simple compared
to real scenarios. Moreover, there is a lack of verification operation for key steps, which
users feel could lead to data leakage. This concern is consistent with the findings of
[35] that most participants across different digital wallets agreed that security was the
most important aspect for improvement. Similarly, the results of the pre-questionnaire
collection show that security is ranked first by most users (see Figure . This indicates
that ensuring application security is the primary requirement. One possible practice is
to involve users in the security verification process, allowing them to experience that the
system is secure intuitively to build trust. Below, we propose two suggestions to increase
user engagement in security, which are in line with the principle design for trust and
security |1, |3], and the SSI principle of transparency [4].
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6.1.2.1 Design Recommendations

1. Secondary verification of key operations Adding a confirmation of biometric infor-
mation or password when sharing credentials to increase users’ trust in the system.
When users authorise biometric information, the system automatically uses it to
reduce friction.

2. Security verification of QR codes After the user scans the code, the application
first recognises the QR code for confirmation. It provides feedback to the user that
the system is verifying the security of the QR code, without directly jumping to the
next step. After the system verifies that the QR code is secure, it guides the user
to connect with a third party.

6.1.3 Challenge Three: Lack of Intuitive Guidance and Feedback

Lack of clear initial guidance can lead to confusion for users. In this study, novice users
often struggle to know where to start and misuse the scanning function, relying on their
phone’s built-in camera instead of the in-app scanner. Even in the second round of testing,
some participants still forgot to use the in-app scanner. This finding is consistent with
[56], further indicating that the location where users should scan the QR codes needs to
be clearly indicated.

Some users failed to complete the backup task because they did not click the "save file”
button on the final screen. This type of problem has been referred to as post-completion
errors in previous research [19], stressing users’ dependence on clear system feedback.
This result is in line with the recommendation to provide clear feedback and intuitive
guidance.

In the second round of testing, some users could not log in after forgetting their password,
as facial recognition was not enabled. The user actually does not object to using this
feature, but the application did not actively prompt to turn it on during initial use, and
no participants manually activated the feature during testing. This indicates that the
system needs to predict potential issues that users may encounter during the design and
prevent them through early guidance or default settings, which corresponds to Nielsen’s
prevent errors principle, which states that preventing errors from happening in the first
place is even better than good error message alerts. [48].

6.1.3.1 Design Recommendations

1. Inmitial guidance It is recommended to add initial guidance for novice users, as this
is often missing in many applications. In addition, when there is no credential in the
application, it is suggested that the main interface always guide users to scan a QR
code. This recommendation is consistent with the suggestions to provide intuitive
guidance and explanations [35] 57].
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2. Biometric login guidance When the application is first launched, a prompt should
automatically pop up asking the user if the biometric feature is enabled, and the
user can freely choose to accept or reject it. Suggest adding a brief text prompt
on the pop-up window to remind users that they cannot retrieve their password
through traditional methods.

6.2 Prototype Features and Insights

User testing revealed a strong tendency for participants to set simple, predictable pass-
words (e.g., “123456” or “111111”), significantly increasing security risks. This is partic-
ularly critical for SSI wallets, as physical access to an unprotected device grants control
over highly sensitive information. Also, as mentioned in the last chapter, users often for-
get their passwords. This presents a challenge for designing secure but user-friendly ways
for users to access the application.

During the user testing process, a large number of QR code scanning operations are
involved. This study found that participants often subconsciously searched for options
related to images. This behaviour comes from a common experience in real life: many ap-
plications (such as Google Translate) have deeply integrated image scanning functionality.
Users gradually form corresponding mental models through long-term practice, so they
will naturally follow this habit in testing. This is highly consistent with the phenomenon
mentioned earlier that non-technical users rely more on intuition for operations [§].

While participants found most prototype features convenient, placing the backup button
separately on the tab bar led to an increase in false clicks during testing. Both of the
other test wallets have backup functions within their settings. As a result, users habitu-
ally expected the prototype to do the same and often ignored the tab bar option. This
deviation suggests that inconsistent design standards can cause users to form different
mental models for each application, thereby increasing their cognitive burden. If there
are unified industry design standards for core processes, users do not need to learn re-
peatedly, which can reduce their burden and improve usability. This consistency echoes
the principle of portability in SSI [4]. Just as a unified design can save learning costs,
portability allows identities to be universal across various platforms, eliminating the need
for users to repeatedly adapt.

In addition to the suggestions mentioned in the previous section, this study proposes the
following suggestions based on user feedback on prototype functionality and analysis of
users’ actual operations.

6.2.1 Design Recommendations

1. Pattern lock authentication To address both the security and memorability chal-
lenges, we propose implementing a pattern lock as an alternative login method. This
approach is supported by [7], which mentioned that humans are better at memo-
rising visual information. Therefore, by doing this, it cannot only reduce users’
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memory burden but also enhance security. Moreover, this suggestion extends the
recommendation for multiple authentication [57], which focuses on biometrics and
passwords.

2. QR code scanning For the QR code scanning function, the prototype simulated a
combination of image upload and traditional camera scanning. User testing showed
that participants appreciated the image upload option, especially when only one
device is available. This is in line with the design principle of aligning workflows
with user mental models [68], using familiar patterns [9, 29|, and improving QR
code interaction [75]

3. Credential layout In the prototype, credentials were arranged vertically, and user
feedback indicated that this layout was well received. However, if the credentials
are arranged horizontally, it is recommended that a real-time location prompt be
provided to the user, such as (1/2), to help them understand the credentials’ current
location. At the same time, the total number of credentials should be clear to the
user and how they are arranged. This recommendation follows the principle of
providing clear feedback and intuitive guidance, which emphasises helping users
understand system status and actions [57].

6.3 Additional Observations

6.3.1 Terminology

In terms of terminology selection, there is a notable inconsistency between the findings of
this study and those of the previous literature. For example, the “wallet” and “contacts”
used in Lissi Wallet are rated as “clarity” and “simplicity” [56]. However, this study found
that users prefer to use “credential”, believing that its concept is more comprehensive,
while “wallet” is more financially oriented. One possible explanation is that the interviews
in this study were conducted in depth, and participants were more likely to consider the
semantics and actual scope of the terms used in communication, rather than just interface
intuitiveness. In addition, the participants in previous studies were mostly young users
with technical backgrounds, who may be more concerned about the clarity and simplicity
of interface operations. So in terms of terminology selection, it may need to be adjusted
according to the target user group.

6.4 Summary of Recommendations

Table 6.1 summarises actionable recommendations for SSI-based applications.
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Table 6.1: Summary of usability challenges and recommendations

Usability Challenges

Design Recommendations

Recovery phrases entry difficulty

Provide real-time feedback during input to reduce re-
entry and cognitive load.

Present recovery phrases horizontally with numerical
labels, and use randomised verification.

Lack trust in credential sharing

Lack trust in QR codes
Unclear starting point

Unable to log in due to inactive bio-
metric and forgotten password

Weak and forgotten passwords
Dual-device QR code inconvenience

Credential arrangement confusion

Add confirmation of biometric info or password when
sharing credentials, and use biometric automatically
to reduce friction.

Verify QR code security before proceeding, and give
the user clear feedback.

Display onboarding guidance and scanning cues when
no credentials exist.

Display a notification at first launch to enable biomet-
ric login, with a brief reminder that passwords cannot
be recovered through traditional methods.

Use pattern lock and support multiple authentication
methods (biometrics, passwords).

Support both image upload and in-app camera scan-
ning.

Use vertical layout. If horizontal, provide real-time
location indicators (e.g., 1/2).

6.5 Validity Considerations

This section investigates the potential limitations of this study and their impact on the
results. We will analyse from three dimensions: construct validity, internal validity, and

external validity.

6.5.1 Construct Validity

1. Missing backend Figma does not have backend logic, so it can not verify whether

user input is consistent with expectations. For example, in a wallet recovery scenario,
the ideal interaction is that when the user enters the wrong recovery phrase, the sys-
tem redirects them back to the initial backup interface. However, implementing this
logic in prototype tools is complex. To make the design process more controllable,
we simplified the interaction path and only displayed the successful process under
ideal conditions, without implementing comprehensive error handling. However, the
prototype still provides limited error feedback. For example, if a user attempts to
continue without clicking any words, the system gives pop-ups to remind the user
to complete the process. This trade-off, to some extent, reduces the applicability of
the prototype, as it cannot reflect all error feedback and exception recovery. How-
ever, it allows users to focus on key design goals, such as clarity of terminology and
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understandability of processes.

Simulated QR code scanning function The QR code scanning function in the pro-
totype is simulated through a click box and does not interact with a real network
or servers. This means that behaviours involving network connections cannot be
validated in the prototype. Although the prototype can not test network-related
anomalies or provide real-time feedback, we can still focus on understanding the
core process.

6.5.2 Internal Validity

One limitation of internal validity comes from the insufficient counterbalancing of the task
order. There are six possible orders for the three wallets. To achieve complete counter-
balancing, the ideal design requires a sample size that is a multiple of six. In this way,
every possible order could be assigned to an equal number of participants. However, this
study only had five participants and could not achieve such a perfect balance. Although
our method successfully ensured that no wallet was consistently placed in the first or last,
the inability to equally cover all six combinations means that order effects may affect the
validity of the results.

6.5.3 External Validity

1. Small sample size There were only five participants in this study. Although the main

usability issues were identified, due to the small sample size, some less common but
important usability challenges may have been overlooked.

. Demographic characteristics The findings provide recommendations to young peo-

ple who lack relevant background knowledge. However, their general applicability
to a wider non-technical user group is limited. This includes older adults with
lower digital literacy. In addition, the long duration of smartphone usage and the
educational background of the sample can lead to an overestimation of usability.

One possible way to promote the SSI model to the elderly population is to support
multi-user modes, such as allowing adult children to help them manage credentials.
However, since this model allows others to assist in management, it could have
an impact on security. For example, children might use their elders’ identities for
unauthorised loans. Therefore, in promoting this technology, special consideration
should be given to potential security risks.
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Chapter 7

Final Considerations

This chapter includes a summary of the research work, core contributions, and reflections
on future research and practice.

7.1 Summary

7.1.1 Implementation Steps

The specific implementation process for this thesis is as follows:

1. Literature review and existing application analysis: First, a literature review was
conducted to summarise the design principles of existing decentralised applications
and SSI applications. The study also explored currently available SSI wallets to
understand their functionality and interface features.

2. Prototype design: A prototype was designed in Figma, incorporating inspiration
from the literature and existing applications, as well as the functional preferences
collected through the pre-questionnaire.

3. User testing and interviews: Two rounds of user testing were conducted. The first
round included the UEQ questionnaire and semi-structured interviews, while the
second round only included semi-structured interviews to gather user experience

and feedback.

4. Data analysis and design recommendations: The questionnaire data and interview
content were analysed to identify the main challenges encountered by users and
ultimately provide a series of actionable design improvement recommendations for
decentralised applications, focusing on SSI.
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7.1.2 Modifications and Adjustments

Given that decentralised applications (SSI-based applications) are still in the early stages
of development and there are few mature systems available, strict hypothesis testing or
statistical comparisons with existing applications make it difficult to draw universal con-
clusions. Therefore, this study adopts an exploratory user research method, focusing on
capturing the usability challenges encountered by non-technical users during use, and
proposing feasible functional design suggestions to improve the user experience of decen-
tralised applications.

Specifically, the core research question (RQ1) of this study aims to explore how to de-
sign decentralised applications to reduce usability challenges for non-technical users. To
support this goal, RQ2 investigates the specific usability challenges faced by users during
use, while RQ3 analyses the impact of interface features (such as initial guidance, vertical
arrangement of credentials, etc.) in prototype applications on users’ perceived usability
and overall experience. The discovery of RQ2 and RQ3 directly provides actionable design
recommendations for RQ1.

This method selection is not only highly aligned with the research objectives but also more
practical and instructive in the current stage of SSI technology development. Through
this exploratory analysis, this study can propose improvement solutions tailored to user
needs, rather than just verifying hypotheses, thus providing a reference for the design and
optimisation of future decentralised applications.

7.2 Conclusions

The main work value of this thesis is reflected in the following aspects:

1. Through user testing and interviews, usability challenges that non-technical users
may encounter during the actual use of decentralised applications were identified,
providing a basis for the next improvements.

2. Analysed the relationship between prototype feature improvements and user usabil-
ity, revealed how different interface features affect user experience, and provided a
reference for later design suggestions.

3. Based on the above two findings, a series of actionable design recommendations has
been proposed, which can not only be directly applied to existing or future SSI
applications but also provide practical guidance for developers and designers.

Overall, this thesis has practical value in capturing user needs, improving user ex-
perience, and providing a reference for the future development of SSI applications.
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7.3 Future Work

7.3.1 Functional Expansion

Participants hope that the digital wallet can be used not only to store identity documents
such as degree certificates or residence permits, but also to expand to entertainment
and other daily scenarios, such as storing Disney theme park cards or hotel membership
cards. At the same time, they expect digital wallets to be widely recognised in real-world
scenarios and even automatically provide relevant credentials based on actual situations.
Although some users are sceptical about the integration ability of the application with a
large number of third parties, the overall feedback is still positive. Especially in the second
round of testing, all users reported smoother operations, indicating that the digital wallet
has good learnability. Based on this feedback, future work can explore the functional
expansion, third-party integration, and offline scenario adaptation of digital wallets to
enhance user experience and application universality.

7.3.2 Authentication Strengthening

SSI applications may also have issues with identity borrowing, especially voluntary identity
borrowing. Under force, neither facial recognition nor passwords can prevent it. However,
by adding passwords or biometric authentication, voluntary borrowing behaviour can be
prevented to some extent, with biometric information being particularly effective as it
cannot be shared, while passwords can be given in advance. In addition, if identity infor-
mation is entirely digitised, identity borrowing behaviour may develop into an industrial
chain in the future, forming illegal identity leasing. Therefore, the study of authentica-
tion strengthening methods to prevent identity borrowing is not only of great practical
significance but also provides guidance for the formulation of relevant laws.
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Appendix A

Semi-structured Interview Guide - First
Round

Post-test Interview Guide

Overall experience comparison (three wallets)

Which of the three wallets felt the easiest to use? Why?

Which parts confused you the most? Can you give a specific example?

Was there any feature that made you feel especially secure? Was there anything that felt
less safe?

Prototype-specific (design validation)
—Onboarding (Coach mark + Walkthrough)
When you first opened the wallet, did you understand what to do?

In the prototype, there were some prompts (for example, a walkthrough when establishing
a connection). Did you find these helpful or distracting?

—Security and recovery (Recovery Phrase)

When you first saw the Recovery Phrase (seed phrase), what was your understanding?
How would you call it in your own words?

In different wallets, the system asked you to confirm the recovery phrase in different ways:
Sequential clicking

Drag and drop fill-in-the-blank

Random word selection (prototype)

Which method was the easiest to understand? Which was the most difficult?
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Did you hesitate or pause during the process? What happened at that moment?

If the wallet supported both passwords and biometrics, would you feel more secure, or
would that feel unnecessary?

When the system displayed "no reset from us”, what was your first reaction?

If you were to store important credentials here, what additional security measures would
you like to have?

—Simplified interactions (QR code scan + image upload)

During the test, you encountered QR code scanning. Did you find it convenient?

In daily life, do you prefer scanning a QR code directly or sometimes uploading a saved
screenshot? Which is more convenient for you?

—Credential interface preference

Example 1: Grid layout (Lissi)

Example 2: Horizontal card scrolling (esatus)

Example 3: Vertical list (prototype)

Which one do you prefer? Why?—Terminology preference

In some apps, health cards, student IDs, and driver’s licenses are called credentials. Did
you find

this word clear, or a bit abstract?

Were there any terms you found confusing the first time you saw them?

This app is called a wallet. What is your first impression when you hear that word?
Do you associate it more with a payment tool or a place to store documents?

If it were not called a "wallet,” what other word do you think would be more suitable?
—Credential management

If your wallet contained a dozen credentials (health card, student 1D, work certificate,
etc.), how would you prefer to find them?

Would you like them to be automatically categorised, for example, into "Health”, "Edu-
cation”, or "Work”?

Have you ever had trouble finding a credential? At that time, what kind of support would
you have wanted from the wallet?

Overall (skip some)



75

Based on today’s experience, what do you think is the biggest strength of these apps?
What limitations did you notice?

What needs or challenges do you think these apps have not yet addressed well?

If you had to use one of these SSI wallets every day, what would worry you the most?
Closing

Is there anything important about your experience that we haven’t asked?

If you could give one suggestion to the development team, what would it be?
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Appendix B

Semi-structured Interview Guide -
Second Round

Second Round Interview
Compared to your first experience, what is the biggest difference this time?

Which steps felt smoother? Were there any steps that were still error-prone or confusing?
(Ask based on the actual situation)

If the wallet were to be improved, what areas would you like to see enhanced? Are there
any new features you like added?

Is there anything we didn’t ask that you think is important about your experience?

If you could give one suggestion to the development team, what would it be?
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Appendix C

Pre-questionnaire

What is your gender? Female, Male, Prefer not to say
What is your age in years? 18-25, 26-35, 36-45, above 45

What is the highest degree or level of school you have completed? High school diploma
or equivalent, Bachelor’s degree, Master’s degree, Doctorate

What is your current employment status? Employed, Student, Retired, Prefer not to say
Do you use Apple Pay, Google Pay, or an equivalent? (Y/N)

On average, how many hours per day do you use your smartphone? Less than 1 hour, 1-2
hours, 3-4 hours, 5-6 hours, More than 6 hours

How would you rate your tech-savvy on a scale of 1 to 57 (l1=not tech-savvy, b=very
tech-savvy) (1,2,3,4,5)

Have you heard of Self-Sovereign Identity?

No, never

Yes, but I don’t know what it means

I've heard the term and have some ideas

I know what it means, or have used an SSI wallet

How well do you understand the following terms on a scale of 1 to 57 (1=not at all, 5=very
much) (1,2,3,4,5) Seed phrase, Verifiable credential, Decentralised identifier (DID)

Which terminology would you find more understandable? Seed phrase, 12-word backup
code, Recovery key, Other (please specify)

Is the word "Credential” understandable to you?
Yes

Not sure

No, what would you prefer (please specify)

How much do you trust the following login methods on a scale of 1 to 57 (1=not at all,
5=very much) (1,2,3,4,5) Password
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Biometrics (face ID)
Combination (password + biometrics)

How would you feel if your identity wallet had no password recovery via phone/email
(only recoverable with a 12-word backup key)?

Very concerned

Acceptable with a clear warning

Totally fine with it

I don’t understand what that means

Which of the following features would be useful to you? (select all that apply)
Introductory animation explaining the wallet

Dual login (password + biometrics)

Early warning about no central recovery

Upload an image to scan the QR code from the same device

Credential categorisation (group by type)

Forced confirmation of seed phrase backup [seed phrase is a set of 12 words used to recover
your wallet]

Other suggestions (please specify)

Which features are most important to you?

Security (e.g. login backup)

Comprehensibility (e.g. wording, animations, explanations)
User control (e.g. full ownership of data)

Ease of use (e.g. navigation, scanning)



Appendix D

Affinity Diagram

The following shows a summary of the affinity diagrams from both the first and second
rounds of user testing.
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