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Abstract

In der heutigen digitalen Welt gewinnen Self-Sovereign Identity (SSI) und Decentrali-
zed Identity (DI) zunehmend an Bedeutung, da sie den Nutzenden mehr Kontrolle iiber
ihre personlichen Daten ermoglichen und gleichzeitig Datenschutz und Sicherheit stér-
ken. Trotz ihrer Vorteile sind diese Systeme bislang kaum massentauglich, da sie haufig
mit komplexen Konzepten, unklaren Anwendungsfillen, mangelnder Transparenz sowie
schwacher Benutzerfithrung verbunden sind. Vorhandene DI/SSI-Anwendungen weisen
oft gravierende Usability- und UX-Méngel auf, was deren Verbreitung erheblich hemmt.

Wiéhrend die Forschung bereits einzelne Probleme identifiziert hat, fehlt bislang ein um-
fassender, praxisnaher Ansatz. Diese Arbeit schlieit diese Liicke, indem sie einen Katalog
von Richtlinien und konkreten UX-Elemente entwickelt, die speziell auf SSI-Applikationen
ausgerichtet sind. Im Zentrum steht der Prototyp Mask Identity, der diese Merkmale um-
setzt und durch Nutzerstudien validiert wurde. Anders als frithere Arbeiten bildet der
Prototyp alle drei Rollen des Triangle of Trust (Holder, Issuer, Verifier) ab und deckt
einen grossteil des Credential-Lifecycle ab, vom Antrag bis zur Verifikation und Wider-
rufung. Dariiber hinaus liefert er konkrete, wiederverwendbare UI-Losungen, wie visuelle
Vertrauenssymbole, transparente Hinweise und intuitive Navigation.

Zur Umsetzung wurden bestehende Forschungsergebnisse zu Usability, UX und Vertrauen
ausgewertet, daraus ein Feature-Katalog extrahiert und auf drei bestehende SSI-Anwendungen
angewendet. Die identifizierten Schwéchen bildeten die Grundlage fiir die Gestaltung eines
neuen Prototyps namens ,Mask Identity“. AnschlieBend wurde dieser Prototyp in einer
Nutzerstudie mit qualitativen und quantitativen Methoden mit bestehende Lésungen ver-
glichen.

Die Ergebnisse zeigen, dass der Prototyp in allen Bereichen, insbesondere bei Vertrau-
en und Transparenz, klar iiberlegen ist. Dies belegt, dass nutzerzentriertes Design ein
entscheidender Hebel fiir die Akzeptanz von SSI-Systemen sein kann.

Zukiinftige Arbeiten sollten unter anderem alternative Backup-Methoden, eine echte de-
zentrale Backend-Integration, sowie effektivere und interaktive Moglichkeiten zur Nutzer-
aufklarung untersuchen, etwa durch kontextbezogene Hinweise, Tooltips oder wiederhol-
bare Tutorials. Auch die verbesserte Visualisierung der Vertrauenswiirdigkeit von Issuern
ist ein vielversprechender Ansatz. Langzeitstudien mit einer vielfaltigeren Nutzergruppe
konnten zudem helfen, das Verstédndnis von Vertrauen und Nutzung iiber lingere Zeitrau-
me hinweg zu vertiefen.
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In today’s digital world, Self-Sovereign Identity (SSI) and Decentralized Identity (DI)
are gaining increasing importance, as they give users greater control over their personal
data while enhancing privacy and security. Despite these advantages, such systems lack
mass adoption, often due to their conceptual complexity, unclear use cases, lack of trans-
parency, and poor user guidance. Existing DI/SSI applications frequently suffer from
major usability and UX issues, which significantly hinder their acceptance.

While previous research has identified individual challenges, a comprehensive and prac-
tical approach is still missing. This thesis addresses this gap by developing a catalog of
guidelines and concrete UX elements specifically tailored to SSI applications. At the core
of this work is the prototype Mask Identity, which implements these features and validates
them through a user studie. In contrast to earlier projects, the prototype supports all
three roles of the Triangle of Trust (holder, issuer, verifier) and covers a large part of the
credential lifecycle, from request to verification and revocation. Furthermore, it provides
reusable Ul patterns, such as visual trust indicators, transparent data handling cues, and
intuitive navigation.

To develop these elements, existing research on usability, UX, and trust was analyzed,
a feature catalog was extracted, and applied to three existing SSI applications. The
identified weaknesses influenced the design of Mask Identity, which was then compared to
existing solutions through a user study using both qualitative and quantitative methods.

The results show that the prototype outperforms the evaluated applications in all key
areas, particularly in terms of trust and transparency. This demonstrates that a design
focused on user needs can greatly enhance the uptake of SSI systems.

Future work should explore alternative backup methods, real decentralized backend in-
tegration, and more effective, interactive user education strategies, such as contextual
tooltips or repeatable onboarding tutorials. Improving how issuer credibility and creden-
tial provenance are visualized also holds promise. In addition, long-term studies with a
broader and more diverse user group could deepen our understanding of trust and user
behavior over time.
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Chapter 1

Introduction

1.1 Motivation

Self-Sovereign Identity (SSI) and Decentralized Identity (DI) are emerging approaches to
enhancing data privacy, especially in the digital domain. The core idea is to store data
on decentralized systems like blockchains, in contrast to centralized servers, to enable
users to maintain control over their personal data. For instance, when a third party
needs to verify certain credentials, such as proof of age, possession of a drivers license,
university degree or citizenship, they can do so without accessing more information than
the user agrees to expose. When credentials are issued, they are signed with a digital
signature by a trusted authority (e.g. a government) and verified by a verifier with the
use a public key. This process ensures authenticity and prevents forgery. With the rise of
artificial intelligence and its growing ability to mimic and forge identities, these concepts
become increasingly important. Another aspect to consider is that many individuals
living in developing countries, especially the elderly, lack official identity documentation.
This significantly restricts their opportunities to participate in society, e.g. hindering
them from voting, getting access to education, healthcare, or bank loans [49]. These
populations could benefit from a SSI/DI solution. In addition, in countries with corrupt
or inefficient governments, a centralized identity system might not be desired. It is also
worth mentioning that empowering a hand full of big tech corporations by granting them
control over your data (e.g. sign in to services using Google, Meta or Apple) might impose
some risks on society.

Despite those and other advantages, mass adoption of Decentralized Identity technologies
has not yet occurred and likely continues to struggle. While the European Union or the
Swiss government are working on such solutions, global implementation could take many
years. A key barrier is the general complexity and immaturity of the technology, which
requires significant technical understanding and coordination between organizations. Ad-
ditional challenges include the absence of widely accepted standards, interoperability con-
cerns, and the lack of intuitive user interfaces [25].

This thesis seeks to address these challenges and bring SSI/DI technology closer to the
user. By focusing on Usability and User Experience (UX) principles, the goal is to make
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the technologies more accessible and trustworthy. The User Interface (UI) serves as the
bridge between the user and the underlying technology, and its design must combine
functionality with aesthetic appeal. Without those qualities, the users are not likely to
adopt or continue to use the solution [206].

1.2 Thesis Goals

The thesis aims to create usability and UX guidelines to design trustworthy applications
that enhance user engagement with SSI and DI technologies. It also identifies specific
features that can be implemented to foster trust and improve usability. To validate these
guidelines and features, a functional prototype will be created to show their application
in a practical context.

1.3 Methodology

The study begins by outlining existing research on usability and UX principles, as well as
trust in blockchain-based applications and other applications in general. From these foun-
dations, guidelines and concrete best-practice usability features will be extracted. They
will then be used to evaluate three existing SSI/DI solutions and to create a problem
statement to identify usability and UX issues. As a next step, a prototype for an SSI
application will be designed and implemented which incorporates the proposed guidelines
and usability features and aims to be a good example of a trustworthy application. Fol-
lowing its development, the prototype will be evaluated by users through usability tests
and compared with the above-mentioned applications. These evaluations will assess the
effectiveness of the proposed guidelines and features.

1.4 Thesis Outline

The rest of this thesis guides the reader from the basic ideas of decentralized identity to
the design, development, and testing of the created prototype. Chapter 2 (Fundamentals)
explains the background by defining important terms such as usability, user experience,
and trust, and by introducing technical terms like decentralized identifiers and verifiable
credentials. It reviews previous research to extract general guidelines and concrete us-
ability and UX features, which also serve as evaluation criteria. Based on these criteria,
the next chapter analyzes three existing SSI applications and develops a problem state-
ment that defines the main challenges and forms the basis for the prototype design. The
problem statement also outlines the specific contributions of this thesis in more detail.
Chapter 3 (Design) builds on these ideas to create a user-focused prototype called Mask
Identity. It describes the choices of visual design and shows the main screens for holders,
issuers, and verifiers, while referencing the design features where they were applied. Chap-
ter 4 (Implementation) shows how the design was translated into a working product. It
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presents selected code snippets to provide a conceptual impression of the implementation,
rather than a complete technical walkthrough. Further technical details and the most
important system components can be found in the appendix. [A| Chapter 5 (Evaluation)
presents the results of a user study that compares Mask Identity with three existing SSI
applications. It combines quantitative data (SUS, trust, transparency and UX scores)
with qualitative observations to see where the prototype works well and where it can be
improved. Finally, Chapter 6 (Final Considerations) sums up the main results, discusses
the limitations, and suggests ideas for future research and development. The appendices
include the system documentation, the pre-questionnaire, the user study questionnaire
and the task descriptions for the study participants.
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Chapter 2

Fundamentals

2.1 Background

2.1.1 Fundamentals of Usability, UX and Trust

Usability and UX significantly influence how effectively users can interact with a sys-
tem. Those concepts are particularly important for digital applications, such as mobile
applications and websites. While usability concerns the functional aspects of the inter-
action, UX focuses on the overall emotional experience a user has while engaging with
the system. According to the International Organization for Standardization, usability
is defined as the extent to which a system, product, or service can be used by specified
users to achieve specific goals with effectiveness, efficiency, and satisfaction in a specified
context of use [21]. Usability is the ease of use and acceptability of a product, shaped by
the attitudes of users toward the system and their ability to perform tasks successfully [6].
From a user point of view, the ultimate goal of usability is to ensure acceptable levels of
effectiveness, efficiency, and satisfaction [5, [21]. UX, on the other hand, is defined as
a person’s perception and response resulting from the use and/or anticipated use of a
product, system, or service [22]. UX can be viewed as an extension of usability, including
learnability, accessibility, and safety, which contributes to the overall user experience [4].
Studies 4] further suggested that UX can be measured as user satisfaction and pleasure
while achieving a pragmatic or hedonic goal. A study |26] about mobile applications shows
that poor user experience is a critical factor in abandonment of applications. Users expect
smooth navigation, intuitive design, and minimal frustration caused by difficult interfaces
or intrusive advertising. Applications with poor design and confusing interactions often
frustrate users, leading them to uninstall the application [26].

Another major factor leading to application abandonment is the lack of trust. The study
[26] further shows that users are more likely to delete an application they perceive as
misleading, insecure, or invasive. Issues such as too many permission requests, system
instability, exposing too much personal data, or application tracking undermine trust.
Ensuring security, stability, and transparency is essential to enable trust and foster user
loyalty [26]. Trust is often defined as the "willingness to act under uncertainty and with

>
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the risk of negative consequences” [15]. In the context of applications, trust consists of
multiple dimensions such as honesty, competence, integrity, and benevolence [9, |15] [37].
The user must believe that the other party is willing and capable to fulfill their promises
and that they are reliable, honest, and do not have self-interest [9].

Usability and user experience are connected to trust. Better usability improves the user’s
ability to understand and navigate the systems efficiently which reduces errors and leads
to a greater perception of competence and reliability in the service provider [15]. In
addition, a well-designed application might include data protection and transparency
design patterns that lead the user to perceive the other party as honest and trustworthy
[37]. This highlights the important role of usability and user experience in fostering and
maintaining trust in digital systems.

2.1.2 The Rise of Decentralized Digital Identity Systems

Traditionally, identity verification has been carried out with physical credentials such as
passports and birth or marriage certificates. These documents allow individuals to prove
their identity or specific attributes of themselves. Individuals can decide where to store
the documents and to some extent with whom they share them [38]. However, with the
rise of computer technology, centralized identity systems emerged as a way to manage
and verify identities more efficiently. These systems rely on large databases controlled by
governments or corporations and often force users to give up control over their personal
data. The centralized approach raises ethical questions, particularly in terms of privacy
and security. Centralized databases store large amounts of (sensitive) personal information
in a single location, making them a target for cyberattacks. In addition, these systems
often require more information than is necessary for verification purposes [38]. Inspired by
physical credential systems, a new type of digital credential, the verifiable credential (VC),
has emerged. VCs are cryptographically secure credentials that can be stored in a digital
wallet on a smartphone, a desktop, or in the cloud. They can be used for identification,
authentication, and authorization in many different contexts, which is a more secure and
privacy-oriented alternative to traditional centralized systems [3], 38].

Decentralized identity systems offer an alternative to centralized data management, shift-
ing power from institutions to individuals. However, in such systems, certain centralization
elements remain, such as the initial proofing process, where trusted authorities verify the
user’s identity before issuing credentials. The achievement of complete decentralization is
difficult to implement in practice [49)].

Self-sovereign identity is built on top of decentralized identity and introduces features
such as selective disclosure, which allows individuals to share only the information that is
necessary. For example, a person who wants to prove their age could share the confirma-
tion that they are over 18 without announcing their birthday, or other information that
can be found on their national ID card. This approach enhances privacy and efficiency
[18].

A practical example where the DI / SSI architecture might has been suited was the
COVID-19 pandemic. Centralized databases stored large amounts of vaccination data
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that help facilitate the verification process. However, this raised ethical questions, since
it poses risk of profiling and vulnerabilities to hacking. The European Union introduced
digital COVID certificates that allowed Member States to issue credentials directly to
citizens’ digital wallets. This gave users greater control over their data, but the lack of
interoperability and standardization across digital wallets limited their utility for broader
identity management application [38].

2.1.3 Triangle of Trust

Q_l Stores credentials and uses them to
prove identity, qualifications, or rights.
g

Issue VC Present VP

l

ﬁ Creates and signs credentials and —) @B —> @ Checks that the holder’s credentials
== gives them to the holder. == are valid and meet the requirements.

Data Registr
(Blockchain

Figure 2.1: The Triangle of Trust, adapted from the illustration presented in the paper
Reimagining Digital ID by the World Economic Forum [49].

A core mechanism in Decentralized Identity systems is the Triangle of Trust, which is il-
lustrated in Figure[2.1] It involves three parties: The Issuer, the Holder, and the Verifier.
This model is based on cryptography and allows for secure and privacy-preserving identity
verification without reliance on a centralized database . The process begins with a
user (Holder) who wants to obtain a credential. To do so, the user must first create a
decentralized identifier (DID). A DID works like a unique digital name that only the user
controls. Unlike traditional usernames or IDs, it does not depend on a central authority
like a government or a tech company. Instead, it is built using cryptographic technology
so that it can be trusted and used securely on different apps and services, while protecting
user’s privacy . The user’s DID is stored in a public ledger (e.g., blockchain) along
with a public key, allowing others to verify their identity through a cryptographic proof.
To obtain the credential, the users make a request to an issuer, such as a university, a
government agency, or an employer. The request contained the user’s DID and is digitally
signed with the users’ private key, which proves their ownership of the DID. The Issuer
then has to decide whether the user is eligible for the credential. Either the issuer already
has a relationship with the user (e.g., the university knows that the student should receive
a diploma), or the user needs to add additional documentation, such as government-issued
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documents [18]. Once decided, the issuer digitally signed the credential using the private
key and issues it to the users’ digital wallet. This signature ensures that the authenticity
of the credentials can be independently verified later without contacting the issuer. The
credential includes information such as the issuer’s DID, the holder’s DID, and the specific
claim (e.g., diploma, age, citizenship). Because it is digitally signed, the credential can-
not be altered without breaking the signature, making it tamper-resistant and verifiable.
When users want to access a service that requires proof of certain attributes, they must
present a verifiable credential to the Verifier. Instead of sharing the entire credential, the
Holder can use Selective Disclosure to reveal only the necessary information while keeping
other details private [38]. The Holder creates a Verifiable Presentation (VP), which is a
cryptographically signed package containing only the selected parts of the original cre-
dential. This VP proves that the Holder possesses a valid credential issued by a trusted
party, without revealing unnecessary personal information. The VP is then sent to the
Verifier, who evaluates its validity by checking several key aspects. First, it confirms the
authenticity of the Issuer by verifying the Issuer’s DID against records stored on a public
ledger. This ensures that the credential originates from a trusted authority. Second, the
Verifier checks the integrity of the credential by validating its cryptographic signature,
ensuring that the data has not been altered. Finally, it queries the revocation registry to
confirm that the credential is still valid and has not been revoked. This process allows for
secure, privacy-preserving verification [49).

Only credential metadata and non-sensitive information, such as DIDs, public keys and
revocation lists, are stored on the public ledger. The user’s personal data remains securely
stored on their device and is never published to the public ledger. This setup allows
the Verifier to validate credentials independently, without needing to contact the Issuer,
thereby preserving trust, security, and decentralization in the identity verification process
[49].

2.2 Related Work

2.2.1 Usability and UX Guidelines for DI and SSI Systems

The design and user experience of DI and SSI systems are crucial to their adoption. These
systems offer enhanced security and user control over personal data, but introduce new
challenges due to their complexity and novel interaction paradigms. Many users are not
familiar with the underlying technology. Research has shown that the steep learning curve
and the need for users to manage things such as cryptographic keys can hinder adoption
[20]. For example, research indicates that the technical complexities associated with
blockchain technology create challenges for both users and developers, potentially slowing
widespread adoption [20]. Furthermore, a study [36] that focused on the user experience
of SSI wallets found that usability often plays a subordinate role in development efforts,
although it is crucial for user satisfaction and adoption.

The first part of this section focuses on design patterns and usability issues specific to DI,
SSI and digital identity applications. These insights are derived from dedicated research
on these systems and are directly relevant to the goals and scope of this thesis.
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However, the principles of good UX are not exclusive to Decentralized Identity. General
UX research offers valuable insights for creating good design of DI/SSI systems, where
examples are drawn from websites and applications in general. This includes patterns
such as minimalist design, social proof, and cognitive load reduction, which is particularly
relevant given the complexity of decentralized interactions. Many of these principles are
broadly applicable across different domains. For the purpose of this thesis, they have been
critically assessed and adapted to fit the specific context of DI and SSI systems.

2.2.2 Guidelines Derived from DI and SSI Application Research

The following paragraphs are based primarily on research on DI and SSI as well as the
broader field of Digital Identity.

Simple Terminology One of the main obstacles to creating a good user experience is
the extensive use of technical jargon that is unfamiliar to nontechnical users. Terms such
as 'Decentralized Identifier’, "Verifiable Credentials’ and ’Seed Phrase’ are often unclear
to users, leading to confusion and potential errors [40]. Simple terminology on buttons,
labels, and system messages establishes accessibility and fosters trust in the application
[24]. Furthermore, providing clear, nontechnical error messages and explanation on certain
functions such as 'backup’ or 'recovery’ reduces frustration and cognitive load [28].

Aligning with the Users Mental Model A mental model is the internal understanding
users form about how a system works, shaped by their past experiences and expectations.
In application design, aligning interfaces with these mental models is crucial for usability.
When there’s a mismatch, users may become confused or make errors. Mental models
are defined as "what the user believes about the system at hand,” emphasizing that dis-
crepancies between user expectations and actual system behavior can lead to frustration
and abandonment of the application [19, 45, 48]. Users typically interact with DI and SSI
systems based on existing mental models, formed from traditional authentication methods
such as username-password logins. Many existing decentralized applications fail to align
with those mental models and focus too much on representing the underlying technology.
This results in usability issues such as difficulties in obtaining credentials and understand-
ing how data is stored [24]. In a usability evaluation [24] the application SmartWallet,
uPort, and Connect.Me performed poorly, with SmartWallet receiving a negative score for
understandability. Users struggled to obtain credentials and backup the recovery phrase.
Many users did not store the recovery phrase because they mistakenly assumed that their
data was stored centrally and could be recovered without it. Furthermore, users were of-
ten confused about where their data were stored, leading them to believe that they could
delete it from a central server, even though it was stored locally [24].

An approach to improving usability is to incorporate familiar metaphors that help users
conceptualize SSI intuitively [30]. Research has shown that experts commonly describe
SSI using metaphors, in particular, they make the analogy with the digital wallet and
physical documents [30]. The digital wallet is already widely adopted in the context of
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cryptocurrencies. It allows users to perceive credentials as items they carry and control,
reinforcing the idea of self-sovereignty. Similarly, the physical document metaphor can
highlight the importance and uniqueness of a specific credential, just like physical identity
documents such as passports or driver’s licenses. These metaphors help to convey self-
responsibility because losing a physical documents requires re-issuance and losing a digital
identity requires a recovery process [30].

The application should incorporate intuitive navigation, so that the user quickly finds the
task and can complete it in a few steps [28]. The structure of the wallet should incorporate
user-centered workflows rather than purely reflecting the decentralized architecture [40].

User Education and Onboarding Given that SSI systems are new to most users, edu-
cating them on key concepts is crucial. Users unfamiliar with credential authentication
often struggle to complete the necessary interactions, such as scanning a QR code [40].
A brief onboarding tutorial in the form of a virtual tour or an introductory video in the
beginning helps users understand the core features and possible interactions. They should
be optional, but available at anytime [40]. Furthermore, contextual help, such as ’info’
symbols or brief texts next to important features are beneficial to user education. In
addition, FAQs and in-application assistance should be available at all times [40].

On the other hand, it is important not to overwhelm the users with instructions [28§].
Instead of requiring users to learn complex concepts, SSI applications should hide technical
complexity wherever possible. A study [30] suggests that users do not need to understand
the underlying architecture of the system to use it effectively. Rather, a well-designed
application should abstract these complexities and focus on a good and seamless user
experience. SSI applications should be simple to use, just like Google or Facebook Single
Sign-In (SSO) [30].

However, users need to get enough information to trust the system. For example, security
symbols can be used to indicate that something is encrypted, without explaining in detail
how encryption works [30].

With the right balance between education and simplicity, SSI applications can ensure that
users feel confident in managing their identity without being overwhelmed by technical
details. An essential part of user education should be on data storage and trust, which are
key aspects of the minimal knowledge map for end users, proposed in the cited study [30].
Users must understand that they are responsible for storing their credentials securely
in a wallet. In addition, SSI systems do not rely on a single centralized company but
on open-source cryptographic protocols. Users should be aware that only the necessary
information is shared with verifiers and not the full data. Educating users about these
principles helps build confidence in SST systems|[30].

Trust through Transparency Transparency is a key factor in building trust in DI and
SSI applications. The user needs clear information on where and how their data is stored,
weather locally or cloud-based [28]. Otherwise, they would fear their data are still recover-
able after deletion of the credentials [40]. The application should provide clear statements
about data management [24].
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Backup and Recovery Mechanism One of the main aspects of the literature on trust
in SSI software is account recovery. Many wallets rely solely on mnemonic phrases (seed
phrases) for recovery. This method is unfamiliar or even confusing to many users [30),
52]. More convenient methods include selecting the seed phrase from a pool of words or
sharing the recovery key among multiple people or items [30]. Flexible storage options
(e.g., cloud or local file) and clear explanations of their advantages and risks are essential
for reducing user anxiety [24]. Solutions should also implement frequent backup reminders
and provide intuitive recovery methods that align with user expectations [40].

2.2.3 Guidelines from DI/SSI Research and General UX Principles

The following paragraphs bring together insights from both general UX research and
specific studies on DI and SSI systems. This includes principles from web and application
design. These ideas have been carefully reviewed and adapted where relevant, focusing
on topics such as visual clarity, ease of use, cognitive load, and trust, common problem
areas in DI and SSI applications.

Social Proof and Trust indicators Social proof elements, such as logos of partner com-
panies on the website or endorsements of reputable institutions, can foster trust in the
application. In addition, trust symbols (e.g. locks and keys), third party security certifi-
cations reassure users about the credibility of the SSI wallets. This aligns with established
best practices in web security and trust design [37].

Minimalist and Modern Design A well-designed and aesthetic interface contributes
to usability and trust. [27]. While users usually do not acknowledge good design, they
are quick to point out deficiencies such as cluttered content, overflowing containers, and
inconsistent elements, which contribute to distrust [37]. The Aesthetic-Usability Effect
describes how users tend to perceive more visually attractive interfaces as easier and more
pleasant to use, even if the functionality is identical [34]. In addition, studies have shown
that visual appeal is strongly correlated with the perceived trustworthiness of a system
[27]. Research suggests that SSI wallets should have a minimalist and modern design,
including readable font sizes, high contrast, and a harmonic color choice, to improve
usability and build user trust [40]. A modern and aesthetically pleasing interface reassures
users that they are interacting with a sophisticated and professional system [2]. Trust
symbols, such as padlocks or shield icons, could be incorporated into the interface to
indicate encrypted data, verified credentials, or secure transactions, similar to the lock
symbol in the address bar of a web browser in TLS communication [30].

Reducing Cognitive Load Using a DI wallet is a higher cognitive burden than traditional
authentication systems. A study on email encryption found that users struggled with key
management due to unclear mental models and a high cognitive load [47]. Although you
do not have to deal with keys directly in SSI software, similar usability challenges can
be found, particularly in understanding the concepts of seed phrases, DID addresses, and
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the principle of self-sovereign identity as a hole. Automated workflows, visual guides, and
simplified interactions (e.g. one-tap approval for credential sharing instead of multiple
pop-ups or steps) can help combat these challenges [28].

Error Handling and Feedback Providing clear feedback when users make mistakes is
crucial for good usability. Wallets should not only block incorrect actions, but also explain
why they are not permitted, and how the issue is resolved [40]. For example, if credentials
transfer fails due to security policies, explanatory messages improve user confidence and
limit frustration [37].

2.2.4 Extracted Features from Guidelines

The above guidelines and recommendations underpin the following set of concrete UX
features that can be used not only to evaluate DI and SSI applications, but also to guide
their design and development. These features are intended to address common usability
challenges while fostering trust and transparency.

1. Simple Terminology
(a) Use clear and non-technical labels on buttons and system messages [40].
2. Mental Model and Intuitive Navigation
(a) Establish easy and consistent interaction patterns, such as obtaining credentials
or backing up data [40].

(b) Minimize the number of steps for key actions [17].

(¢) Provide a well-structured layout and clear navigation elements. Important
functions should be found quickly [17].

(d) Give users immediate and understandable feedback after each action to confirm
that the system has processed their input.

(e) Build on familiar mental models. Design interfaces that align with the ex-
isting experiences and expectations of users. Use familiar patterns, icons, or
metaphors that users already know about from other tools or everyday con-
texts. For example, credentials should be visualized as cards or documents
that can be stored in a physical wallet, reinforcing the concept of ownership
and control [36].

3. Minimalist and Modern Design

(a) Design a clean and modern user interface with an aesthetically appealing color
scheme.

(b) Incorporate intuitive icons and meaningful visual elements to enhance user
experience. Trust and security symbols can be used. [36]
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(c) Use a readable font with high contrast for accessibility. Appropriate font sizes
should be maintained.

4. Backup and Recovery Options

(a) Offer multiple backup solutions, including cloud and local options [40].
5. Educate and Support Users
(a)
(b)
()
(d) Offer FAQs, chat bots, or help hotlines.

Provide short and relevant instructions for the most important features.
Implement onboarding tutorials that can be skipped and revisited [40].

)

Include help and info buttons (e.g., ’?" or i’ -symbols) for contextual help [40].

6. Trust through Transparency

(a) Clearly communicate how the system works and how user data is stored and
handled. Use visual cues, explanations, and real-time feedback to help users

understand key processes and build confidence in the reliability of the applica-
tion. [40].

7. Minimize Cognitive Load

(a) Avoid large quantities of text and redundant information [40].

(b) Present information in a structured and organized way to support quick scan-
ning and understanding. Use grouping, sectioning, and layout techniques that
reduce clutter and guide the user’s attention. Support efficient navigation by
including search and filter functionalities.

(c) Use the progressive disclosure design pattern, which gradually reveals informa-
tion to avoid overwhelming the user.

8. Social Proof

(a) Display logos of trusted partners or certificates to enhance credibility.

(b) Ensure a strong corporate identity by prominently displaying the logo on the
start-up screen with a professional and trustworthy look.

9. Error Handling and Feedback

(a) Provide clear error messages and warnings when actions fail [40].

(b) Prevent user mistakes by explaining why an action is restricted [37].
10. Security Measures

(a) Support biometrics and two-factor authentication [17].
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2.3 Evaluation Setup and App Selection

The goal of this analysis is to evaluate the usability and user experience of three de-
centralized identity and self-sovereign identity application based on previously extracted
usability and UX features. It aims to assess how well the application align with the estab-
lished guidelines and recommendations in the field. The features are cited directly within
the text using their corresponding number and letter in brackets. (e.g., 5.a)

The selection of SelfKey, PrivadolD and Truvera was influenced by their presence on
numerous websites [1}, |8, |11}, |13 16, 53] that discuss the topics of DI and SSI. (PrivadoID
is the successor of PolygonID and Truvera is mostly referred to as its former name Dock.)
Many other SSI services did not offer a free mobile or web application or were only
available to businesses, making them unsuitable for evaluation. PrivadolD is explicitly
advertised as an SSI application in the iOS App Store.

The testing was carried out using an iPhone 12 running iOS 18.1.1 and a MacBook
Pro with macOS Sonoma 14.3, utilizing Google Chrome as the primary browser. The
evaluations were performed on 11 February 2025.

2.4 SelfKey

SelfKey is a blockchain-based self-sovereign identity system and Ethereum wallet devel-
oped by KYC Chain, a Hong Kong-based solution provider specializing in Know Your
Customer (KYC) processes since 2013 [10]. Through the wallet, users can securely store
personal information, manage ERC-20 tokens, and access a marketplace that offers ser-
vices such as business incorporation and bank account openings. They aim to enhance
privacy and provide greater freedom in the management of personal data [39].

2.4.1 Application Setup and Onboarding

The corporate identity seen in the startup screen does not seem particularly trustworthy
(8.b). Additionally, the lengthy Terms of Service (i.e., documents that cannot be quickly
scanned or understood within a short interaction time) presented during setup may dis-
courage users, as studies show that most users do not read these agreements in full due
to their excessive length and complexity [32]. This creates unnecessary cognitive load at
the very first point of interaction (7.a).

On the positive side, the application enforces a strong password (10.a) and the creation
of a seed phrase for recovery purposes (4.a). As seen in Figure , the users are required
to write the seed phrase in a playful and interactive way. This prevents the user from
losing the seed phrase. Additionally, the user is informed about the importance of a seed
phrase with brief and appropriate instructions (5.a) [Figure [2.2].

However, SelfKey lacks an onboarding tutorial, making it difficult for new users to un-
derstand how to use the application (5.b). Furthermore, enabling Face ID to unlock the
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application does not provide any feedback, leaving users unsure whether their setup was
successful (10.a, 9.a, 2.d).

Backup your wallet

Confirm recovery phrase backup

N =)
[ | |

= (- ) [ ]

Write down the following phrase in this
specificorder, and keep it safe.

stove diesel special dumb
uniform rule disease barely

begin evolve exhibit neglect

X CLEAR

Please tap each word in the correct order

I'VEWRITTEN IT DOWN

Figure 2.2: Seed Phrase Backup Pro-
cess: Users get information about the
seed phrase and are requested to write
it down.

Figure 2.3: Seed Phrase Confirmation:
Users must confirm the correct order of
the seed phrase before proceeding.

2.4.2 Appearance and General Functionality

Figure shows the application dashboard. The design relies heavily on shades of blue,
which can have a calming and trustworthy effect. However, its overuse without contrast
makes the interface feel cold and visually monotonous (3.a) [41]. There are also layout
problems with certain elements falling out of the viewport, as can be seen in Figure [2.5

The application creates too much cognitive load, due to its strong focus on cryptocurrency
features, which can overwhelm users who are not familiar with blockchain technology (7).
However, readability is good and the application has a high-contrast font color (white on
dark blue), ensuring accessibility (3.c).

A positive aspect of the application is that it includes information icons (represented by
the letter i’ in circle) that provide brief, contextual explanations for certain sections, as
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seen in Figure (5.c). These icons help users understand the purpose of a section or
action without needing to leave the interface.

The application also provides a link to a Discord support channel, offering users an alter-
native way to receive assistance and ask questions (5.d).

The application lacks a dedicated credential section but instead, credentials are located
under the "Profile’ tab, which may not be intuitive for users. It thereby misses the com-
monly used metaphor of representing credentials as cards in a digital wallet, which could
have improved recognizability and ease of use (2.e). A significant technical issue is that
the application crashes when switching blockchain networks, which questions the compe-
tence of the developers and therefore potentially undermines trust. Research indicates
[42] that the stability of blockchain applications is crucial for user trust and adoption.

A positive aspect is that the application uses clear and non-technical labels for buttons,
which enhances accessibility (1.a). It also avoids large quantities of text, which helps
reduce cognitive load, except for the terms and services in the beginning (7.a).

17:48
16114 ¢

0x9752..31da03 Ethereum Mainnet Enable FacelD

Dashboard
Enable FacelD to unlock your wallet

\?‘ SelfKey

0

BUY KEY TOKENS )

My Tokens

T Tether USD

ol

Figure 2.4: Dashboard Overview: The
application’s dashboard displays the
user’s wallet, token balances, and mar-
ketplace access.

Figure 2.5: Layout Issues: Popup ele-
ment is not centered and slightly extends
the viewport.
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2.4.3 Claiming Credentials

The credentials can be claimed in the profile section of the application. It is not entirely
clear what the profile is in the context of this DI application (5.a). Figure shows
the screen when users navigate to the profile section for the first time. The application
does not clearly explain how personal information such as the user’s name, email address,
and profile picture is stored or used, resulting in a lack of transparency regarding data
management (6.a).

The process of uploading documents is simple, as it does not involve many steps (2.b).
However, there is a notable usability issue with the date selection widget, when the user has
to select the expiration date of the credential, for example. Its very poorly implemented
making it difficult for the user to select the right date.

A lack of feedback after document submission presents a major usability and trust issue
(2.d). As shown in Figure , the application provides no confirmation that the submis-
sion was successful, nor does it inform users who will review the document, how long it
may take, or whether a response can be expected at all. This uncertainty leaves users
feeling ignored and unsupported, which undermines their confidence in the system. Prior
research highlights that transparency and timely feedback are key components of building
user trust in digital systems, especially in privacy-sensitive contexts like identity verifi-
cation [selling2023research, 26]. Users also do not receive feedback when they delete a
credential, which creates uncertainty about whether the data have actually been removed
properly (2.d).
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Figure 2.6: Profile Creation: Users are Figure 2.7: Credential Management:
requested to set up their profile by en- The profile section displays user creden-
tering a nickname, personal details, and tials and allows adding new documents.
email. Big "i"-symbol for contextual help

2.4.4 Backup and Recovery

SelfKey allows users to review the seed phrase again in the settings, which is protected
by password or Face ID, securing it against unrestricted access (10.a). However, no alter-
native backup solutions are offered, which is a significant drawback (4.a). Seed phrases
are not intuitive for most users and can easily be lost. Relying solely on this method can
lead to accessibility and security issues.

2.4.5 Website and Desktop Version

The macOS version of SelfKey cannot be installed because the operating system cannot
verify that it is free from malware. This significantly reduces trust in the software and
may deter users from installing it in the first place. The website is generally well designed,
with appropriate visual elements and animations and a lot of information (3.b, 5.a). It
also includes a FAQ section with some important questions (5.d).
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2.4.6 Final Assessment

SelfKey offers some basic usability benefits, such as password enforcement (10.a ) and
a structured seed phrase recovery process (4.a, 5.a). It also incorporated some visual
elements and security symbols (e.g. a key) and many information symbols (letter i’ in
circle). However, the overall user experience is limited by significant shortcomings in
trust, transparency, and usability. The lack of onboarding (5.b) makes it difficult for new
users, and navigation and layout aspects also need significant improvement. However, the
most concerning aspect is the lack of transparency in data handling (6.a). The application
does not clearly indicate who the issuer of the credential is, nor does it provide accessible
explanations about how personal data such as name, email, or uploaded documents are
stored, processed, or shared. This lack of clear communication can lead users to ques-
tion whether their data is being collected or used without proper safeguards, ultimately
undermining trust in the system.

To improve the application, SelfKey should implement the following:

A onboarding tutorial (5.b)

e A more modern and user-friendly Ul (3.a)

Improved transparency on data handling and credential issuers (6.a)

Feedback mechanism for important actions (2.d)

Provide alternative backup and recovery solutions (4.a)

Addressing these issues may lead to better user experience and foster trust, and ultimately
improve the adoption of the application.

2.5 PrivadolD

PrivadolD is advertised as a self-sovereign identity platform that empowers users to create
and manage their decentralized identity. Originally developed by Polygon Labs, PrivadolD
has become an independent entity to address the global demand for secure digital identity
solutions. The platform offers features such as in-application identity verification and
reusable credentials for age verification and Know-Your-Customer (KYC) processes. It
uses zero-knowledge proofs to allow users to prove access rights and reputation without
revealing personal information [23].

2.5.1 Application Setup and Onboarding

The welcome screen of the application is well designed with a strong brand presence,
which contributes to trustworthiness (8.b). As can be seen in Figure information
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about data usage is clearly provided at the beginning, improving transparency (6.a).
Security measures such as PIN and Face ID are available (10.a).

Despite these advantages, the setup process has some shortcomings in user guidance.
When creating an account, users must choose between creating a local wallet or signing
in with an external cryptocurrency wallet sucha s MetaMask. There is no explanation of
which option is best suited for which use cases (5.b). There is no onboarding tutorial to
become familiar with the core functionalities of the application (5.b).

10:33 « T E8 11:29¢ T E

— @ Home Q

. . Get credentials
Terms & Privacy Policy
q - Synaps
e We don't collect any personal identifiable

1of 3 credentials claimed
data.

e We can't read the content of your credentials. Proof of liveness
 No credential information is ever shared ©) Free Claimed
without your explicit consent.
Proof of uniqueness .
To learn how we protect your privacy, please © D Claim
visit our Terms of Use & Privacy Policy
Proof of identity .
@ Payment Required Claim
&3 Scan QR code
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0 B
Figure 2.8: Transparency in Data Usage: Figure 2.9: Claiming Credentials: Users
The application informs users about its can obtain different credentials, such as
privacy policy, emphasizing that no per- proof of liveness, uniqueness, and iden-
sonal data or credential contents are col- tity. Settings access in the top left cor-

lected or shared without consent. ner.

2.5.2 Appearance and General Functionality

Figure[2.9|shows a screenshot of the home section. The design of the application is modern,
clean, and visually appealing, making it seem professional and trustworthy (3.a). The well-
structured and minimalist layout, with only two sections in the bottom navigation bar,
allows the user to quickly find relevant functions such as QR code scanning and credential
management (2.c). Technical terms like DID are hidden away in the settings menu, which
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ensures that the application does not deter non-technical users (l.a). The labels and
buttons are clear and easy to understand (1.a). The credentials are depicted with a wallet
icon, which is a good choice because it corresponds to a traditional wallet where the
credentials are stored (3.b). Users can quickly perform actions such as scanning QR codes
or obtaining credentials, which contributes to a smooth experience (2.b). Additionally,
font choice and text size, as well as high-contrast color scheme, ensure readability and an
aesthetic look (3.c).

However, the application lacks security and trust symbols, which could further enhance
trust (3.b).

2.5.3 Claiming Credentials

The application initially lets you claim three credentials: Proof of liveness, uniqueness and
identity’ (Figure. Although this is generally a good feature, there is no explanation on
what the purpose of these credentials is (5.a). A short explanation text is provided once
the credentials have been claimed. This is useful, but it might have been more helpful if
it had been shown before obtaining the credential.

The process of claiming the credentials is mostly straightforward, however there are some
areas that need improvement. It is generally very good that a chatbot is available during
the process of claiming credentials as can be seen in Figure (5.d). However, it is
questionable that the chatbot is only available in this specific scenario and not elsewhere
in the application. To obtain the credentials, PrivadolD uses a face scanning software
provided by Synapse. As seen in Figure |[2.11] a video and a link to the terms and services
are provided. Although this is well designed, the video itself lacks meaningful information.
It only shows how to scroll through the legal agreement and accept it. It would have been
more helpful if the video provided the most important information on how facial data is
being handled, contributing to greater transparency in data processing and storage (5.b,
6.a). The legal statements are long and not very effective in informing users (7.a) [32].
Another aspect that could be improved is that users are required to perform the same
face scan for all three credentials, which feels redundant and could be simplified (2.b).

Two of the three credentials require a payment in cryptocurrency. The payment process
is highly confusing with some bugs in the MetaMask integration. The application does
not specifically inform users about which cryptocurrency or blockchain network should be
used for payment, which causes frustration (2.a).



22 CHAPTER 2. FUNDAMENTALS

1:21 o TE 10:47 ¢ w T &E
< <

Support X

Support

@ YOUR SESSION ID
67898127-cc00-4548-b9a2-f874d1668a61

Hello!

How can | help you? . s
Review terms and conditions X

ANSWER

I need help with verification process

I need help with a different issue

Please read our privacy policy and our
terms and conditions in order to continue
your identity verification

l accept the terms and conditions
—

Figure 2.10: Chat bot Assistance: A Figure 2.11: Terms and Conditions Con-

chatbot is available during the creden- firmation: Users must review and accept
tial claiming process, providing real-time the terms and conditions before proceed-
support. However, its availability is lim- ing. The application includes a video tu-
ited to this step, reducing its usefulness torial, but it lacks essential information
in other areas of the application. about how facial data is processed.

2.5.4 Handling Credentials

Figure displays the application’s credential section, which is well designed and follows
a familiar layout seen in other wallet applications, where credentials are displayed as
credit cards (2.e). Users can filter credentials according to their status (active, expired,
or revoked), which improves organization and usability and reduces cognitive load if there
are many credentials (7.b). The interaction to add a new credentials can be found easily
with the plus icons and ’add’-label in the top right corner (2.c). Another positive aspect
is that the credentials section follows the progressive disclosure design pattern. In the
credentials element itself, the most important information can be found, such as title,
description, expiration date, and issuer. By clicking on the element, the user can access
more detailed information, as seen in Figure It makes sense not to present this
information upfront, because it is rather technical and could overwhelm the users (7.c).
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Figure 2.12: Credential Management:
The credentials section is well-organized, Figure 2.13: Credential Details: More
using a familiar wallet-like interface. detailed information is presented once

Users can filter credentials by status, im- users click on the credential element.
proving usability.

2.5.5 Backup and Recovery

Figure shows that the application provides clear warnings about the importance of
keeping private keys secure (6.a). To see the private key, the user must press the reveal
private key’ button and unlock with a pass code or face Id. This prevents unauthorized
users from accessing sensitive data, improving security and trust (9.b). The application
offers a recovery mechanism with the external wallet MetaMask (4.a). It provides a short
information text along with a link to a documentation page (5.a, 7.a).

2.5.6 Website and Desktop Version

The PrivadoID website is well designed and aesthetic and appears very trustworthy with
a competent team behind it (3.a). It prominently displays logos of its ecosystem and
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Figure 2.14: Backup and Recovery: Users are given clear warnings about the importance
of securing their private key.

trusted partners, which reinforces credibility (8.a). In addition, the website includes an
FAQ section that provides helpful information (5.d).

However, finding a link to the web wallet (desktop version) of the application is difficult
(2.c). This may cause confusion for first-time users trying to access it.

In Figure the desktop version of privadolD is shown. The Web application is visually
clean and aesthetically consistent with the mobile application (3.a). However, there are
some significant functional limitations.

Users are not informed from the start that signing in with an external wallet is required to
use the desktop version synchronously with the mobile version, which means that without
this integration, the credentials obtained on the phone do not appear on the desktop.
This can lead to confusion (5.a). Additionally, the desktop version lacks some important
features, including settings and the ability to obtain credentials. Instead, it promotes a
marketplace that is still labeled 'coming soon’. Furthermore, there is no available help,
support or chatbot section (5.d).

2.5.7 Demo Functionality

PrivadolD offers a demo on its website that allows users to issue credentials themselves
and exercise the role of Issuer and Verifier. Its generally a very good idea and can help
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iD Privado.iD Credentials © oD 2SKK---5Yot

B3 Credentials 1 Credentials

View and manage credentials stored in your identity wallet

Q Active-1  Expired-O  Revoked -0

Proof of liveness

Verify that you are a live human being by performing a 3D
facescan

Exp. 2025-07-3103:23

Synaps

Attributes Issued on
1 2025-01-29 11:23

Terms and Conditions

Figure 2.15: Desktop Version: The web version of PrivadolD maintains a clean design but
lacks key functionalities such as the ability to claim credentials, making it feel incomplete.

improve the user understanding of the underlying technology, such as the triangle of trust.
However, the demo does not work properly. When users generate and scan a QR code to
obtain mock credentials, they encounter an error without explanation (9.a).

2.5.8 Final Assessment

PrivadoID stands out with a very usable and aesthetically pleasing application. The
modern design (3.a), clear structure (2.c), fast performance (2.b), and easy credential
management (7.c) contribute to a simple and enjoyable user experience.

However, the application has critical functional shortcomings. The lack of clear onboard-
ing (5.b) makes it difficult for new users to understand the application. Key features such
as payment processing (2.a) and the demo functionality (5.d) are unreliable, which under-
mines user confidence. Furthermore, transparency on data usage should be improved (6.a)
and more security symbols could be incorporated to reinforce trust (3.b). The desktop
version of PrivadolD is visually appealing but lacks essential functionality (2.a), making
it feel like an incomplete version of the application.

To improve, PrivadolD should focus on:

e Providing better onboarding and guidance for users (5.b).
e Fixing bugs related to payment processing and MetaMask integration (2.a).

e Fixing the demo functionality so users can fully experience the issuer and verifier

roles (5.d).
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e Making legal agreements more digestible, such as using short videos to summarize
key points (5.a).

e Including security and trust symbols to strengthen credibility (3.b).

By addressing these issues, PrivadolD can further improve its application and enhance
usability, trust, and overall user satisfaction.

2.6 Truvera

Truvera is a decentralized identity platform developed by Dock Labs, an IT company
registered in Switzerland [33]. It allows businesses and identity verification providers to
issue and manage digital credentials. The platform helps organizations share and verify
customer information securely, making onboarding easier and improving trust in digital
transactions [12].

2.6.1 application Setup and onboarding

Truvera provides a moderate trustworthy brand presentation (8.b). The application en-
forces password creation and offers Face ID authentication that provides security and
convenience (10.a). The application gives clear feedback on successful Face ID activation,
which enhances UX (2.d).

However, an onboarding is missing, making it difficult for new users to see how they can
best use the application (5.b).

2.6.2 Appearance and General Functionality

The user interface is clean and minimalist, with high-contrast colors and readable and
appropriate sized font (3.a, 3.c). The layout is well-structured, allowing users to quickly
find essential functions such as QR code scanning (2.c). The application also provides
good feedback on user actions in general (2.d).

Despite these strengths, the overall design is not particularly modern or aesthetic (3.a)
and generally lacks visual elements or trust symbols (3.b). For instance, there is no
credential symbol (e.g. wallet or credit card). Furthermore, there are no ’i’-symbols
or '7’-symbols for contextual help, which means that users do not receive any further
explanation about important functions and features (5.c). The application also does not
provide any information on data storage or offer a link to terms and conditions, which
reduces transparency (6.a). The absence of a chatbot or help desk further reduces user
support options. (5.d). In Figures and Figure 2.17] the credentials and scan sections
of the application are displayed. Although the application provides brief texts, it offers
little actual guidance beyond stating the obvious. For example, the credentials section
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simply informs users that the credentials will appear once accepted, and the scan section
instructs users to place a QR code inside the box. This minimal level of information
does not effectively support users in understanding the functionality or purpose of the
application.

16:08

Credentials
Scan QR Code

You'll see credentials here once you accept them

Scan the QR Code

Place the code inside the box

Figure 2.16: Credentials Overview: The
application provides an empty credential
wallet. Users can upload credentials via
the plus button in the top right corner.

Figure 2.17: QR Code Scanning: The
application uses QR code scanning for
obtaining credentials.

2.6.3 Claiming Credentials

The process of adding credentials is straightforward and intuitive (3.b), with a plus button
in the top right corner of the screen, as can be seen in Figure The application also
includes search and filter functionality, making it easy for users to organize and manage
their credentials (7.b).

When clicking the plus button, the application allows users to upload a file. However, it
does not explain what type of file is suitable, leaving users uncertain about the require-
ments (5.a). When users upload a file (e.g. pdf or png), the application crashes and
there is no feedback on what went wrong. (2.d). Such failures not only disrupt the user
experience but also violate basic expectations of system reliability [42].
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2.6.4 DID section

Figure shows the DID section where users get an overview of their DIDs, and Fig-
ure [2.19| shows how the application allows users to create one. As mentioned above, DID
is a technical term that should not be prominently featured in the application without
proper user guidance (1.a). The sections shown in Figure and Figure lack essen-
tial information, making it difficult for users to understand their purpose and functionality
(5.a).

The application allows users to create a new DID and select between two types: did:key
and did:dock. There is some information, as can be seen in Figure but it is not
adequate, as it does not sufficiently state what the difference between those two is and in
which situation either one of them is needed (5.a). In addition, there is no guidance on
with whom credentials should be shared.

Overall, the DID section feels too technical, making it inaccessible for users unfamiliar
with DI concepts.

16:11
16:52¢

DIDs

{ Back Create New DID

Default DID DID Name

did:key:z6MkruLj8a7bPjrFu5ZmYcRSmsvxaBPiFCFif...

did:key
W3C compliant Decentralized identifier

did:dock
W3C compliant Decentralized Identifier created by
Dock. Uses blockchain to secure verifiable credentials.

Figure 2.18: Decentralized Identifiers:
Users can view and share their default
DID, but the application does not pro-
vide an explanation of its role in the
identity ecosystem or how it interacts
with credentials.

Figure 2.19: Creating a New DID: Users
can generate new DIDs and choose be-
tween different DID methods. There is
some information provided, but it might
still be unclear.
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2.6.5 Backup and Recovery

The backup process is not intuitive. When users make a backup, they are requested to
download a JSON file, but there is no explanation of what this file is, how it should be
stored, and how it is used for recovery (4.a, 5.a).

On the positive side, the application prevents users from deleting their wallet without first
creating a backup, helping protect against accidental data loss (9.b).

2.6.6 Website and Desktop Version

The Truvera website is well designed, with clear information (5), visualizations (3.b) and
trusted partners to reinforce credibility (8.a). These factors contribute to a trustworthy
corporate identity and brand presentation (8.b).

However, singing into the web application (desktop version) is problematic. Users can sign
in by scanning a QR code or with third parties like Google or Github. Scanning the QR
code with the Truvera wallet results in an error without any explanation (9.a). Signing
in with GitHub grants access permissions, but users are not actually able to access the
Truvera desktop version afterward, making it feel like the application collects user data
without providing any value in return. After reaching out to customer support, it was
clarified that the desktop version is only available for businesses. This information could
have been clarified in advance. These misleading authentication processes and unclear
access restrictions undermine trust in the application and the company behind it.

2.6.7 Demo functionality

Truvera provides a demo feature to educate the user. It allows users to download a
banking application called ’Quotient Wallet” which mimics Truvera and allows users to
interact with a fictional bank and obtain mock credentials [44]. While this is an excellent
idea to make users more familiar with the workflows, the demo does not work properly,
as it results in an error message without any explanation (5.d, 9.a). This issue prevents
users from fully completing the demo, which limits its effectiveness.

2.6.8 Final Assessment

Truvera has a clean Ul with intuitive navigation. However, the application suffers from
significant usability gaps, transparency issues, and some technical failures.

The DID section is too technical, making it inaccessible to average users (5.c). Addi-
tionally, many core functionalities lack explanation or do not work properly, such as file
uploads causing crashes, authentication failure on the web application (9.a.) and the
non-functional demo.
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Lack of onboarding (5.d) makes it difficult for new users to understand how the application
works and what the actual use case of the application is. The absence of clear data storage
policies reduces trust (6.a). The backup and recovery process is also unclear (4.a), and
there is little guidance on the sharing of credentials and the use of DID (5.a, 5.c).

The most concerning aspect is the failure of critical features such as file uploads, authen-
tication, and demo functionality. If users cannot rely on the application’s core function-
alities, it is difficult to trust its security and identity verification mechanisms.

Recommendations for Improvement:

e Fix critical errors such as file upload, web application sign-in, and demo (9.a).

Introduce an onboarding tutorial to guide users through DIDs, credential manage-
ment, and data security (5.b). Explain what a DID is and how it can be used.

Ensure transparency by including clear data handling policies (6.a).

Incorporate more visual elements, such as credential symbols or trust symbols.

Improve the backup and recovery process by explaining how the exported file should
be stored and used (4.a).

By addressing these issues, Truvera can significantly improve usability, transparency, and
trust, and therefore make it a more reliable and user-friendly self-sovereign identity solu-
tion.

2.7 Problem Statement

Decentralized Identity and Self-Sovereign Identity systems provide greater security and
control over personal data for the user. However, despite these advantages, usability and
UX challenges remain a major problem for mass adoption. Many users find these systems
difficult to understand and use, due to complex underlying concepts, lack of guidance,
and poor interface design. The following key issues represent the main usability and UX
problems in current DI and SSI application.

Lack of Information on Functionality One of the primary issues is the lack of adequate
information and contextual help within DI and SSI application. Many do not provide
onboarding tutorials or in-application guidance, leaving users to figure out the system on
their own. Most of the time, a lot of detailed information can be found on the website, but
many users do not conduct thorough research before installing and using the application.
This issue is especially problematic for new users who are unfamiliar with decentralized
identifiers, verifiable credentials, and cryptographic keys, because those concepts do not
align with traditional mental models of identity management.
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Unclear Use Case and Purpose In addition to the lack of information about the under-
lying technology, users often also struggle to understand the application’s purpose and
when or how they should use it. In the applications analyzed, SelfKey, PrivadolD, and
Truvera, it was often unclear how and where these applications could be beneficial. The
lack of clear use case instructions can make the application feel pointless and disconnected
from real-world needs. Without a clear use case, users are unlikely to engage with the
technology.

Absence of Mental Models A key challenge in the adoption of DI and SSI is the absence
of established mental models. Unlike traditional identity systems, where users understand
the concepts of username and password, decentralized identity systems introduce unfamil-
iar elements such as DIDs and cryptographic keys and signatures. Without a clear mental
model, users struggle to predict how the system behaves and are therefore hesitant and
distrustful. Many DI and SSI applications fail to address this, leaving users to navigate
complex processes without structured guidance. To improve adoption, applications must
actively create and reinforce intuitive mental models. UX designers must develop creative
solutions to simplify complex concepts, making them more accessible through intuitive
onboarding, contextual assistance, and interactive learning experiences.

Lack of Transparency and Feedback Another significant issue is the lack of transparency
in data usage. Users are often left uncertain about where there data is stored, who has
access to it and what happens after they delete their credentials or account. In SelfKey,
this problem was further reinforced by the lack of feedback after uploading personal doc-
uments. The users were wondering if the process was successful and what the next steps
were. Similarly in privadolD, after submitting the facial data for the proof of liveness,
the user was not informed who would analyze and confirm the data and if it would be
stored on the servers of a private company. Although legal agreements are present, they
are generally not useful, as most users do not read them [32].

Poor Visual Design Finally, visual design plays a crucial role in user experience, yet
many DI and SSI applications suffer from outdated interfaces and cluttered layouts. In-
consistencies or poorly designed user interfaces make it difficult to complete tasks effec-
tively. Furthermore, visual elements and security indicators, such as verified issuer badges
or security icons, are often missing, reducing the user’s confidence in the reliability of the
system.

2.7.1 Positioning of the Thesis

While a number of studies have addressed individual challenges in the UX of DI and SSI
systems, the literature remains fragmented in scope and depth. This thesis builds upon
established research by consolidating key usability and trust-enhancing guidelines into one
coherent catalog, explicitly focusing on transparency and user trust.
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In contrast to prior work, this thesis contributes a prototype that supports all three roles
of the Triangle of Trust: issuer, holder, and verifier. It covers the full credential lifecycle,
including request, issuance, presentation, approval, and revocation, thereby enabling a
more complete evaluation of usability and trust. This approach exposes frictions that
are often overlooked in single-role demonstrators and provides a more realistic basis for
usability analysis.

Moreover, while existing studies mention the importance of trust symbols or simplified
terminology, they often fall short of proposing specific, reusable interface solutions. This
thesis bridges that gap by contributing a UI pattern library, which includes visual in-
dicators for verified DIDs, secure on-device storage, and clear issuer provenance. The
impact of these patterns is validated through user testing, demonstrating measurable im-
provements in perceived transparency and trust. This pattern library is presented in the
section "Extracted Features from Guidelines” as a structured set of extracted features
derived from the guidelines.

In sum, this thesis does not aim to reinvent the foundational guidelines but instead identi-
fies and builds upon their strongest aspects, filling in critical gaps through implementation
and empirical validation. The result is both a practical toolkit for developers and a set
of empirical insights for researchers interested in improving the usability of decentralized
identity systems. The developed prototype is designed to directly address all key aspects
outlined in the problem statement.
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Design

The prototype 'Mask Identity’ was designed to address key usability, trust, and trans-
parency issues found in current SSI applications such as SelfKey, PrivadolD, and Truvera.
These applications often suffer from poor onboarding and instructions, insufficient feed-
back, unclear mental models, and outdated user interfaces. Mask Identity proposes an
alternative approach that prioritizes clarity, simplicity, and trust through thoughtful UX
and Ul design.

3.1 Style and Visual Identity

To avoid overwhelming the user, a minimalist visual style was chosen. Pages include little
to no explanatory text unless necessary. Sometimes small info messages with icons are
used that provide information, but do not clutter the user interface. Most interactions
are guided by the layout, icons, and short labels. This keeps things simple and makes
the application easier to use, even for people who do not know much about decentralized
identity. Where needed, the application provides visual feedback through color, icons,
and short messages to help users understand what is happening.

The primary color chosen for the interface is a highly saturated blue. It is used in buttons,
links, and illustrations. Blue is often associated with calmness, trust and security, making
it especially suitable for creating a trustworthy application [41]. The application uses
a dark mode theme to reduce eye strain and give the interface a modern look. The
background is dark and has a very slight blue tint, so it goes well with the primary color,
and the containers also have a subtle bluish tint to keep the overall appearance consistent.
The logo, cards, and some containers use color gradients to give the application a modern
and visually appealing look.

All icons are sourced from the open source Phosphor icon library. They all have a similar
style, making the application look consistent and well-designed. The consistency helps
users quickly recognize concepts like verified addresses, for example, which are always
marked with the same green verification icon.

33
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The visual identity is reinforced by a minimalist logo in the top left corner. It symbolizes
a mask which conveys anonymity and therefore fosters the users perception of control over
the data. When users click on it, they are taken back to the landing page, which serves as
an onboarding screen that reminds them of the application’s core values and key features.

The application uses the font 'Nohemi’ for headings, giving the application a modern look
that reinforces a professional visual identity. "Public Sans’ is used for body text because it
is clean and highly readable. Combined with a high contrast color scheme (white on a dark
background), it appears clear and reduces cognitive load (Feature 3.c). In general, the
application was designed to create a smooth and trustworthy experience. What follows
is a walkthrough of all the different screens in the prototype, as well as an explanation of
key design choices with references to the identified features in brackets.

3.2 Screen Walkthrough

3.2.1 Landing Page and Navigation

At the top of the interface, there is a navigation bar where users can quickly jump to
different sections of the application (2.c) (Figure [3.1)). It contains clearly labeled sections
such as My credentials’, 'Sharing’, ’Settings’, and ’'Info’. To have sections like settings
align with familiar mental models users have from different applications (2.e). The nav-
igation bar provides users with a stable mental model of the application structure. It is
further underpinned by the use of icons (3.b), like the gear icon for the settings page or
the i-icon for the info page, which are familiar to many users.

The landing page serves as an onboarding page and introduces the user to the core values
of the application with a short slogan: "Take control of your identity’ (5.a) (Figure .
Below this is a prominent call-to-action button labeled "My credentials’, which redirects
the user to the credentials section (2.c). The interface avoids clutter and focuses the
user’s attention. On the left side of the bottom part of the page, there is an illustration
that depicts a person with credentials on their phone. This aims to convey the idea that
users carry their digital credentials with them at all times, like a physical wallet, which
is a familiar metaphor (2.e). The use of visual elements supports understanding and
strengthens the identity of the application (3.b). To the right of the illustration there is
a visual breakdown of key features (e.g., request, receive, manage, and share credentials,
access services). The elements are accompanied by short descriptions (5.a) and icons
(3.b). Their purpose is to support mental models and clarify use cases, two of the major
weaknesses identified in the problem statement.
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B MY CREDENTIALS <{ SHARING & SETTINGS @ INFO

Mask Identity

Take Control of Your Identity. Manage and use your verified credentials privately

and securely — anytime, anywhere.

My Credentials —

B Request Credentials

Submit requests to trusted institutions w

sk Receive Credentials

nd download credentia

Figure 3.1: Landing page with a welcoming slogan, a central call-to-action button, and a
visual overview of core application features.

3.2.2 Credential Overview Page

The second screen (Figure provides an overview of the verified credentials in a card-
based layout. This is an implementation of the best-practice approach of using the wallet
as a metaphor (2.e). Each credential shows the most important information at a glance:
title, status (e.g., Verified, Revoked), issuer, holder, and expiration date. This imple-
mentation reduces cognitive load, as users can quickly scan the cards and find the most
important information (7.a). The cards show the logo of the issuer, improving trans-
parency (6.a). The credentials states are clearly color-coded and labeled (e.g., "Verified’
in green, 'Revoked’ in dark red). In the header, there is a prominent button '+ Claim
New Credential’ that takes users to a form where they can make a new request. It is
purposefully big, such that users find this key action quickly (2.c). The footer of the
credentials screen includes a message: 'All your credentials are securely stored on your
device, not on a public server’ (Figure . This addresses a core transparency issue
mentioned in the problem statement. Users often do not know where their data is stored
(6.a). The lock icon next to the message serves as trust indicators (3.b), strengthening the
sense of security that is essential for establishing trust in decentralized identity systems.
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@ MY CREDENTIALS <J SHARING {& seTTINGS @® INFO [ f 3 Holder}

My Credentials

National ID Verified University Degree Verified Driver's License

John Appleseeed John Appleseeed John Appleseeed
Department of
Transportation
Jun 30, 2028 Jan1,2099 Mar 15, 2027

Swiss Federal Office University of Zurich

Health Insurance

John Appleseeed
Sanitas

Mar 15, 2027

Figure 3.2: Overview of all user credentials with clear status indicators and a button to
claim new credentials.

3.2.3 Credential Detail View

When a user clicks on a credential on the "My Credentials’ screen, they are taken to the
credential detail view (Figure . This view is designed to reveal more information
progressively, implementing the progressive disclosure pattern (7.c). It prevents the user
from being overwhelmed. It is worth mentioning that, this is the first point where DID
addresses are shown. Displaying them earlier, such as in the credential overview, would
likely confuse users since it is an unfamiliar technical term (1.a). Placing them here re-
spects the user’s learning curve. The page is divided into three clearly defined sections:
Credential Information, Credential Data, and Verification History. This segregation of
content reduces cognitive load, and helps users mentally organize different types of infor-
mation (2.c, 7.b). A verified icon is displayed next to each DID address throughout the
hole application, contributing to transparency (6.a). This design pattern is familiar to
users from other platforms like Twitter, where a checkmark signals a verified account. The
same icon is also used in the status field to indicate that a credential has been successfully
verified. These consistent icons help users quickly recognize trust signals across different
sections of the application. Users can share or delete the credential with dedicated but-
tons next to the card. If 'delete’ is clicked, a confirmation modal appears (Figure [3.4)) to
prevent errors (9.b). The design of the modal uses the strong color red and a clear text
to communicate the risk.
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£ MY CREDENTIALS <{ SHARING & SETTINGS @® INFO ‘ 2 Holder ‘

National ID

John Appleseeed
Swiss Federal Office

Jun 30, 2028

Credential Information
Holder John Appleseeed
Holder DID did:ethr: 834ACE28B1050685201A64B09A576B14F31
Issuer Swiss Federal Office
Issuer DID did:ethr:0xB92F7E36CB64DBB3A9A5A75FEODEDBC24E
Issuance Date Jan 15,2023
Expiry Date Jun 30, 2028

Status

Credential Data
First Name John
Last Name Appleseed
Date Of Birth April 1,1990
Nationality Swiss

Id Number CH-ID-123456789

Verification History

Last Verification May 12, 2023

Verification Method Secure blockchain record

Figure 3.3: Detailed view of a credential, including metadata, credential data, and verifi-
cation history.
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Are you sure you want to delete this

credential?

Figure 3.4: Confirmation modal that prevents accidental deletion of a credential.

3.2.4 Requesting a New Credential

When the user clicks the '+ Claim New Credential’ button (Figure [3.2)), they are taken
to the Request New Credential screen (Figure [3.5)). This page guides users through the
process of requesting a credential from an issuer. There is a short instruction placed
directly below the page title that reads: ’Send a request to a trusted issuer to claim your
credential’(5.a). The entire screen is designed with visual hierarchy. The actions ’Send
Request’ and ’Cancel’ are placed at the bottom of the screen, encouraging the user to work
through the form from top to bottom first. The buttons are initially disabled, guiding
the user to complete the necessary tasks first. Signing is only possible once the required
information has been entered and sending is possible once the user has signed the request.
This structure aims to create a natural interaction flow (2.a) and prevent errors (9.b).

The layout once again separates the form into logical blocks, reducing the cognitive load
(7.b). The signing block is placed at the bottom, as in a legal contract that the user signs
(2.€). A gray info line at the top of the container contains a brief instruction: ’Enter
the issuer’s DID (their unique digital identifier). If you don’t have it, contact the issuer
directly’. The Issuer DID field includes an inline hint, 'DIDs are verified automatically
for your security’, which prepares the user for an automated validation. As can be seen in
Figure [3.6] once the user enters a DID, the system automatically verifies the DID address
and provides feedback. There are three possible outcomes, each clearly communicated
through color and icon: Green with a checkmark icon: Indicates the DID belongs to a
trusted issuer. There is the success message: "This DID belongs to a trusted issuer.” as
can be seen in Figure Orange with a warning icon: Signals the DID is unknown,
using the message "This DID is not recognized.” As can be seen in the next Figure
Red with an X icon: Signals the DID is suspicious, with a warning such as "This DID is
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flagged as suspicious.” This feedback helps users quickly assess the validity of the issuer,
improving transparency (6.a) and trust. Another key interaction in this page is the digital
signature process. There is a simple and clear button labeled "Sign Document’ along with
a sign icon that aims to not overwhelm the user with technical terms (1.a), but still
strengthen the users’ mental model. Once signed, the signature is displayed with full
metadata (name, time, and hash) for transparency (6.a) (Figure [3.6)). After signing and
sending the request, users receive a positive feedback modal (Figure [3.7) with a success
message: 'Your credential request has been sent to the issuer. You will be notified once

it’s processed.” This sets expectations for what happens next, an essential part of good
UX (2.d).

© MY CREDENTIALS </ SHARING & SETTINGS @® INFO

Request New Credential

Send a request to a trusted issuer to claim your credential.

Your DID did:ethr:0xA1B2C3D4E5F67890ABCDEF1234567890ABC &

Additional Documents

kiessaze Student ID: 18-134-532

Digital Signature

Figure 3.5: Initial credential request. The DID address has not been entered and verified
and the request has not been signed yet.
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E5 MY CREDENTIALS <{ SHARING & seTTINGS @ INFO 2 Holder

Recjuest New Credential

Send a request to a trusted issuer to claim your credential.

@ Enter the issuer's DID (their unique digital identifier). If you don't have it, contact the issuer directly

Credential Type Certificate

=stenld did:ethr:0xAAOESCIFIE262F5FOA9E4B7ES20CB5DD7FE

Your DID did:ethr:0xA1B2C3D4E5F67890ABCDEF1234567890ABC &

Additional Documents

Message Student ID: 18-134-532

Digital Signature

John Appleseed
Apr 9, 2025, 4:29 PM

0x09c381ca5467a9e266b75c6826bf14063175ad6c08d63b905ch3708b681a01ce

Figure 3.6: A fully completed credential request, including a digital signature and all
required fields. The green system message shows that the DID has been successfully
verified.
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©

Request Sent

Figure 3.7: Feedback modal confirming that the credential request has been sent success-
fully.

3.2.5 Sharing Credentials

The sharing page is accessible through the navigation bar or the credential detail page.
The goal is that the user presents a credential to a verifier. On the sharing screen (Figure
, the selected credential card remains visible at the top of the page. This ensures
that the user always knows which credential they are about to send, helping to prevent
mistakenly sending the wrong credential (9.b). The credential card alongside an arrow and
verifier illustration visually reinforces that the credential will be transmitted to another
party. This visual cue helps to make the abstract sharing process more understandable
(3.b, 2.e). At the top of each container, short info texts provide guidance. For example,
the verifier information section includes a hint to contact the verifier if their DID is not
known (5.a). In the credential section, a message explains that the listed fields are required
and will always be shared. This clarification supports transparency (6.a). The data to be
shared are divided into two categories: required and optional. The required fields include
credential metadata such as the credential type, issuer name, DID addresses, and issuance
dates. These are always included in the share and are marked as required. This clear
distinction prevents confusion and supports mental clarity about the elements the user
has control over. In the section labeled 'Share Credential Data’ (Figure [3.9)), users can
select exactly which optional attributes they want to share by clicking on them. Selected
items are highlighted with a check icon and color change, while unselected ones remain
colorless. This is a common and intuitive interaction pattern (2.a).
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B MY CREDENTIALS <4 SHARING & SETTINGS @® INFO

National ID
John Appleseeed

Swiss Federal Office

Jun 30,2028

Verifier Information @ Enter the verifier's details or contact them if you don't have their DID.

Verifier Name

Vel (D did:ethr:0xBAOESCIFIE262F5FIAE4B7E520CBEDDTFP

A This DID is not recognizec

Credential Information s > required and will always be
Credential Type National ID
Issuer Name Swiss Federal Office
Issuer DID did:ethr:0xB92F7E36CB64DBB3A9ASA7SFE9DEDBC24E
Holder Name John Appleseeed
Holder DID did:ethr:0x7834ACE28B1050685201A64B09A576B14F31
Issued On January 15, 2023
Expires On June 30, 2028

Status Verified

Share Creclential Data @ Select the specific details you want to share. The rest will remain private

O First Name

O Last Name Appleseed

Figure 3.8: Interface for sharing a credential with a verifier, including required fields and
a warning of a not recognized DID address. There are instructive info message on top of
each container.
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£ MY CREDENTIALS <4 SHARING & SETTINGS @® InFO

Share Credential Data @ Select the specific details you want to share. The rest will remain private
First Name John
Last Name Appleseed
Degree Bachelor of Science
Field Computer Science

‘ (O Graduation Date April 30, 2025

‘ QO Gra 5.25/6.0

Figure 3.9: Selective disclosure interface allowing users to choose specific data fields for
sharing.

3.2.6 Settings

The settings screen (Figure gives users control over their identity, security, pref-
erences, and access to useful resources. At the top, the user’s decentralized ID and role
are shown clearly. Security features include biometric login, PIN protection, backup, and
recovery. There is the option to reveal the private key, which remains hidden by default
for safety and simplicity reasons (1.a). The section also shows the most recent backup
date, adding transparency (6.a).
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B MY CREDENTIALS <J SHARING €3 SETTINGS ‘ £ Holder

Settings

Identity

Your Role Credential Holder

Your Decentralized ID did:ethr:0x7834ACE28B1050685201A64B09A576B14F31 &

Security & Privacy
Biometric Login Enable FacelD
PIN Protection Change PIN
Backup and Recovery Backup Credentials
Backup Status Last backup: March 30, 2025

Private Key

Preferences

Language

Time & Date Format

Theme

Help & Transparency
About your DID
Trusted Issuer List

Legal Information

Figure 3.10: Settings page with identity info, security and privacy options, user prefer-
ences, and help links.

3.2.7 Info Page

The Info page (Figures is designed to help users understand the core concepts
of decentralized identity with the help of simple and accessible language. It introduces
the Triangle of Trust, with the three key roles: issuer, holder, and verifier. At the top
of the page, a diagram illustrates how credentials are issued, stored, and verified with
the help of a blockchain-based registry. Arrows are used to represent the direction of
interaction, making the process easier to follow. The visual structure is based on a concept
from the a report on DI |49], and helps users to grasp the relationships between roles
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without needing to understand the underlying technology. Below the diagram, each role
is explained in more detail, making the concept of DI easier to understand. Technical
terms are intentionally avoided to keep the explanations simple and accessible to all users
(L.a). It also highlights key benefits such as selective disclosure, trust without direct
relationships, and protection against data breaches.

B My CREDENTIALS <{ SHARING & seTTINGS @ ro 2 Holder ‘

How It Works

QQ Stores credentials and uses them to

prove identity, qualifications, or rights.

Issue Present

ﬁ Creates and signs credentials and éé} @ Checks that the holder's credentials
= &gives them to the holder. are valid and meet the requirements.
=

Data Registry
(Blockchain)

Understanding the Triangle of Trust

* Issuer
* Holder

* Verifier

2. Holder — The Owner of the Credentials

The Holde individual like L ve credentials from issuers and store them in a digit:

Figure 3.11: Diagram of the Triangle of Trust that illustrates the relationship between
issuer, holder, and verifier.
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& seTTINGS

@ nFo

als from issuers and store them in a digi

id certificate), you present the relevant credential to a

to prove something withou

nfirm your credentials. This could be a bar checking your

2 member.

e credential to the Holder

and hard to fake

Figure 3.12: Explanation of the three user roles and a summary of the benefits provided

by decentralized identity.

3.3 Issuer Landing Page

The issuer landing page (Figure is the starting point for users in the issuer role. In
the upper right corner, a role-switching button allows a seamless transition between the
holder, verifier, and issuer. The screen introduces the role with a short welcome message
and an illustration of an institutional building, and a hand that hands over a credential
document. This visual representation reinforces the idea that the issuer has the authority
to issue credentials. To the right of the illustration, the key functions are listed with
matching icons, such as issuing and managing credentials, using the same layout and style

as on the holder’s welcome screen.

A call-to-action button leads the user to the issuer dashboard.
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99 DASHBOARD EVREQUESTS CREDENTIALS & SETTINGS @® INFO i M issuer

Switch Roles

£ HOLDER

Issuer Portal

M ISSUER

. . . . VERIFIER
Welcome to your secure credential management platform. Efficiently verify, sign, 9

and issue digital credentials while maintaining the highest standards of trust and
security.

Dashboard —

Receive Credential Requests
L ———
l . l Verify Request
Ensure all informati ate and quirements

Sign with Organization Ke

Apply

Issue Credential

Deliver the si

0 maintain n integrity

Figure 3.13: Issuer landing page outlining core functions with a call-to-action and and
illustrations. In the top right the drop down for switching roles is visible.

3.4 Issuer Dashboard

The issuer dashboard (Figure functions as an overview of the key tasks that an issuer
needs to perform. It includes three interactive cards, new requests, issued credentials, and
statistics. The new request card has a call-to-action button that gives users a clear entry
point (2.c). This layout helps reduce cognitive load by showing only the most relevant
actions, without overwhelming the user with too many choices (2.c). Each card has an
icon that makes its purpose easy to understand immediately, supporting the user’s mental
model (3.b). The icons also match the rest of the application’s design, since they are all
from the Phosphor icon library.
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22 DASHBOARD &"REQUESTS CREDENTIALS & SETTINGS @® INFO

Issuer Dashboard

Manage your credential requests and issuances

] 3]

New Request! Credentials Statistics

You have a new credential request Manage and view all issued credentials

24 issued

Figure 3.14: Issuer dashboard showing access to new requests, credential management,
and statistics.

3.4.1 Reviewing and Verifying a Credential Request

When an issuer receives a new credential request from a holder (someone who wants to
obtain a verifiable credential), they are guided to the New Credential Request screen
(Figure [3.15). The screen can be accessed either through the dashboard or the dedicated
Requests section in the navigation bar. The request section on the navigation bar follows
a familiar mental model, as it looks similar to a message inbox with a letter icon and a
red badge that signals new activity (2.e). This helps users to immediately understand
where to look for incoming requests. At the top of the page, there is a clear heading and
a short introduction text that helps instruct the issuer (5.a). Below this, the credential
information and credential data are presented in a structured format, just like the for
the holder (7.b). The Credential Verification section (Figure offers a prominent
"Verify Now’ button with a shield icon that conveys the concept of security and trust
(3.b). Each element that has to be verified includes a clear title, such as 'Requester
Identity” or 'Request Signature’ and a short explanatory question (e.g., 'Is the request
properly signed by the requester?’). This helps users understand what is being checked,
using simple wording without technical language (1.a). On the right side of each item, a
small label says 'Blockchain Verification’, which informs the users what process is about
to take place, contributing to transparency (6.a). After clicking the button, the system
checks the relevant data and updates the interface (Figure . Verified elements are
highlighted with green coloring, check marks, and status tags like 'Verified,” providing
clear visual feedback that reinforces trust (3.b, 2.d, 6.a, ). In addition, a digital signature
box confirms that the request was properly signed and shows details such as the signer,
timestamp, and signature hash. Together, these elements support a transparent and
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structured credential issuance process. Visual cues, intuitive language, and real-time
feedback help issuers review and approve requests with confidence.

88 DASHBOARD ™"REQUESTS CREDENTIALS & SETTINGS @ INFO MM Issuer

New Credential Recjuest

Review and verify the details of this credential request before proceeding with issuance.

Credential Information

Holder John Appleseed

Holder DID did:ethr:0x7834ACE28B1050685201A64B09A576B14F31 &

Issuer University of Zirich

Issuer DID did:ethr:0x4A0E8C1F1E262F5FQA9E4B7E520CB5DD7FE &

Date of Request April 30, 2025

Credential Data

First Name John

Last Name Appleseed

Date of Birth April 1,1990

Figure 3.15: Detailed overview of a new credential request submitted by a holder.

88 DASHBOARD ™PREQUESTS CREDENTIALS & SETTINGS @® INFO M issuer

Credential Verification
ferification

‘ O Requestor Identi

Blockchain Verification

‘ O Request Signature

Digital Signature

Figure 3.16: Credential request before signing, showing unverified checks.
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83 DASHBOARD PREQUESTS CREDENTIALS & SETTINGS @® INFO

Credential Verification

Digital Signature

University of Zirich
Apr 15, 2025, 10:40 AM

0xb99c24953ebecacadcbadlcc8633909a2b6bd997 f6bd830eafebs 975602543

Figure 3.17: Verification screen with all checks passed and a digital signature included.

3.4.2 Issued Credentials and Revocation

The issuer can view all previously issued credentials by clicking on the credentials section
in the navigation bar (Figure [3.18)). This screen shows an overview of each credential,
including who received it and its current verification status. The consistent layout and
use of visual status tags like "Verified’ or 'Revoked” make it easy to scan and understand
the state of each item. When the issuer clicks on a credential card, they are taken to a
detail view (Figure . Here, they can see all the information about the credential.
A red revoke button is clearly visible next to the credential card. If the issuer chooses
to revoke, a confirmation modal appears (Figure asking if they’re sure about the
action. This follows the prevent user mistakes pattern (9.b), ensuring that credentials are
not accidentally revoked.
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89 DASHBOARD &"REQUESTS 83 CREDENTIALS & SETTINGS ® INFO

Issued Credentials

PhD Degree Master's Degree Verified Professional Certificate -

Sophie Miiller Lukas Schmid Elena Rossi
University of Zurich University of Zurich University of Zurich

Jan1,2099 Jan1,2099 Dec 31,2025

Bachelor's Degree Professional Certificate

Thomas Keller Anna Fischer
University of Zurich University of Zurich

Jan1,2099 Jan 15,2026

Figure 3.18: Overview of all issued credentials displayed in a card-based layout.

83 DASHBOARD & REQUESTS CREDENTIALS & SETTINGS @ INFO

Master's Degree

Lukas Schmid
University of Zurich

Jan1,2099

Credential Information

Holder Lukas Schmid

Holder DID

Issuer

Issuer DID

Issuance Date

Expiry Date

Figure 3.19: Credential detail view showing all metadata and a revoke option.

did:ethr:0x4B3FDA567E12CF89AE1D56278901CBA45F9 @&

University of Zurich

did:ethr:0x4A0E8C1F1E262F5F9A9E4B7ES20CB5DD7FE @

Jun 25,2023

Jan1,2099
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Are you sure you want to revoke this

credential?

Figure 3.20: Confirmation modal asking the issuer to confirm revocation of a credential.

3.4.3 Verifier Portal

The verifier landing page (Figure introduces the verifier role just like for the holder
and issuer. The verifier dashboard (Figure gives a quick overview of the most
important tasks, such as reviewing incoming requests. The two cards follow the same
design pattern as the issuer dashboard, maintaining consistency across the application.
The "View Request’ button and envelope icon clearly indicate new activity, helping users
stay oriented and reducing the chance of missing important tasks.
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88 DASHBOARD & REQUESTS & SETTINGS @ INFO @ Verifier

Verifier Portal

Instantly verify digital credentials through secure blockchain validation, ensuring

trust and authenticity with every request.

Dashboard —>

Verification Requests

ification r om credential holders

Verify on Blockchain

Vali al authenti

Check Revocation Status

Confirm the credential has be

Approve or Reject

verification results ar

Figure 3.21: Verifier landing page introducing the main functions of the portal, including
request handling and blockchain-based verification.

28 DASHBOARD & REQUESTS & SETTINGS @ INFO @ Verifier

Verifier Dashboard

Manage your credential requests

™

New Request! Statistics

You have a new credential request

Figure 3.22: Verifier dashboard with quick access to new requests.
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3.4.4 Verification of Incoming Requests

The interface visible in Figure belongs to the request section, where incoming veri-
fication requests are handled. The credential data itself are shown at the top of the page,
but is not visible in the current screenshots. Figure shows the ongoing verification
process, where several checks have failed. These failed checks are clearly marked with red
color and icons, making the outcome easy to understand (3.b). If the verification fails, the
user can choose to reject the request. Then a feedback modal appears, informing the user
that the credential was rejected and that the holder will be notified (2.d) (Figure [3.24).

83 DASHBOARD ™ RequESTS & SETTINGS @® INFO

Credential Verification

DID Verificat

o Is the holder’s giste nd not blacklisted?

Issuer's Signature

Is the credential sign:

Credential Hash
Does the credential match i

Expi

o

Revocati

I @ Has this ¢

Figure 3.23: Credential verification interface showing the ongoing process of blockchain
validation.
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Figure 3.24: Feedback modal displayed after a credential has been rejected by the verifier.
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Chapter 4

Implementation

4.1 Technology Stack

The development of the application prototype relies on the following technologies and
frameworks:

e Vue 3.5.13: Core framework used for building the user interface. [51]

e Vue Router 4.5.0: Handles navigation between different views in the application.
[51]

Tailwind CSS 4.0.14: Utility-first CSS framework used for styling and layout. [46]

Phosphor Icons: Icon library used for consistent and modern visual elements. [43]

Vite 6.2.0: Build tool and development server for fast and efficient project setup.
[50]

The main technology used was the JavaScript framework Vue.js 3, which is known for its
simplicity, flexibility, and strong performance. A key feature of Vue 3 is the Composition
API, which allows related logic to be grouped together more clearly within components.
This approach improves code readability and maintainability, especially in larger projects.
Styling is handled using Tailwind CSS, which provides utility classes for basic layout and
visual design choices. It is not heavily used throughout the project, but it is still useful
for quickly applying inline style and keeping the styles consistent.

4.2 Application Structure

The application follows a organized, component-based architecture with great reusability,
maintainability, and separation of concerns. Each part of the interface is broken down
into smaller reusable parts that appear throughout the application. This makes it easier
to manage and extend.

o7
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4.2.1 Entry Point

The application is initialized by creating a Vue App instance with App.vue as the root
component. Global styles are imported, and Vue Router is configured for client-side
navigation. The App is then mounted to the HTML element with the ID ’app’.

4.2.2 Routes

The application uses Vue Router to manage navigation between the three main user roles:
holder, issuer, and verifier. Each role has its own base route (/holder, /issuer, /verifier)
and a few child pages (Figure . To keep the code organized, these child routes are
defined separately and imported into the main route configuration file (index.js). The
roots path (/) is redirected to the holder, since its the core part of the application. The
routes for each role have a shared layout component (DefaultLayout.vue), which will be
explained in more detail in the following section.

const routes = [
{ path: "/", redirect: "/holder" },
{
path: "/holder",
component: () => import("../layouts/DefaultLayout.vue"
children: holderRoutes,

b
{

path: "/issuer",
component: () => import("../layouts/DefaultLayout.vue"
children: issuerRoutes,

Fe
{

path: "/verifier",

component: () => import("../layouts/DefaultlLayout.vue"
children: verifierRoutes,

1,

Figure 4.1: Route Configuration with Child Routs (index.js)

The next part of the code (Figure defines which pages belong to which route. For
example, the holderRoutes file specifies which components should be shown when a user
visits pages like /holder, /holder/credentials, or /holder/settings. These pages are then
loaded inside the shared layout defined for that route.
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export default [
{ path: "", component: () => import("../pages/holder/index.vue") 1},
{ path: "credentials", component: () => import("../pages/holder/
credentials.vue") 1},
{ path: "settings", component: () => import("../pages/holder/settings.
vue") },

1;

Figure 4.2: Holder Routes (holder.routs.js)

With this structure, navigating to ’/holder/credentials’” will display the credentials page
for the holder role inside the shared application layout.

4.2.3 Layout

To provide a consistent interface for all user roles, the application uses a shared layout
component called DefaultLayout.vue (Figure . This ensures that the layout is con-
sistent across the hole application. The navigation bar, for instance, is always at the
same position, and the spaces between the main content and the left and right edges are
always the same. The key element in this setup is the <router-view />, which acts as a
placeholder for a specific page component. This allows role-specific pages to be injected
into the layout, while keeping the outer structure the same.

The layout also dynamically adapts to the current route by determining the active role
from the URL path and passing it to the navigation bar component. This way, the
navigation bar can have different sections in it, depending on the current user role.

<template>
<NavBar :current-role="currentRole" />
<main class="main-content">
<router-view />
</main>
</template>

Figure 4.3: Default Application Layout (DefaultLayout.vue)

4.2.4 Styling and Design System

The application uses Tailwind CSS together with custom styles to create a clean and
consistent design. Most of the styling variables are defined in the styles.css file. It includes
two fonts, Nohemi and Public Sans, and sets styles for headings and text, such as font
size, weight, spacing, and color. The overall design uses a dark background with light text
and includes specific colors for things like buttons, warnings, and status messages.
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4.2.5 Component Structure

The application is built around a modular, component-based architecture that focuses
on reusability and flexibility. Each part of the interface is broken down into specific
components, including small elements such as buttons, labels, and data fields. This makes
the codebase easier to maintain and extend as the application grows.

Some components follow the software design pattern of inheritance. This means that a
parent component provides the basic structure and logic, and a child component builds
on it and is more specific. For example, BaseButton is the parent component that defines
the core styles and functionality for all buttons. A more specific child component, like
IconButton, inherits from BaseButton and extends it by adding an icon. This approach
allows for reuse of the shared logic. Communication between parent and child components
is handled through Vue’s props and emits. Props are especially important for creating
different variations of a component.

For example, the credential information is displayed using a nested composition of spe-
cialized components (Figure [4.4). A DataContainer component defines the overall section
with a title, while individual details are shown using DataField. In this case, the holder’s
name is passed as a simple text value, and the holder’s DID is rendered using a nested
DIDAddress component inside the DataField. The DIDAddress includes a small verified
icon to indicate that the DID is verified. This setup keeps the structure clean and allows
flexible combinations of text, icons, and other visual elements. If the appearance of veri-
fied DID addresses was required to change, it can be done directly within the DIDAddress
component, and the changes will automatically apply throughout the entire application
wherever the component is used.

<DataContainer title="Credential Data">

<DataField label="Holder Name" :value="credential.holder" />
<DataField label="Holder DID" is-last="true">
<DIDAddress

address="did:ethr:0xAAOE8C1F1E262F5F9AQE4B7ES520CB5DD7FE"
icon="verified"
/>
</DataField>
</DataContainer>

Figure 4.4: Displaying Credential Information Using Nested Components

4.2.6 Mock Credential Store

In the file credentialStore.js there is mock data defined that is used across the entire
application to simulate digital credentials for both holders and issuers. It contains two
separate JSON objects: one for the user’s personal credentials (such as a national ID,
university degree, driver’s license, and health insurance) and another for the credentials
issued to others by an organization, in this case the University of Zurich. This mock data
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is the main source of content for displaying data and was generated with the assistance
of the generative Al model Claude 3.7 Sonnet by Anthropic. Each credential includes
metadata such as the type, holder name, issuer, and DID, as well as more specific data
(additionalData) that vary from different credential types. (Figure

The DataField component can loop through the entries in the credential JSON. This
means that if information is changed or new information is added, it will automatically
be displayed wherever that credential is shown in the application. This makes the system
very flexible and easy to update, which is especially useful when testing different scenarios,
for example during a user study.

"national-id-1": {
id: "national-id-1",
type: "Natiomal ID",
subheading: "Citizen of Switzerland\n",
verified: true,
holder: "John Appleseeed",
holderDid: HOLDER_DID,
issuer: "Swiss Federal 0ffice",
issuerDid: "did:ethr:0xB92F7E36CB64DBB3A9A5A75FE9D6DBC24E",
expiryDate: "June 30, 2028",
logoUrl: switzerlandLogo,
colorTheme: "pink",
issuanceDate: "January 15, 2023",
additionalData: {
firstName: "John'",
lastName: "Appleseed",
dateOfBirth: "April 1, 1990",
nationality: "Swiss",
idNumber: "CH-ID-123456789",
T
verification: {
lastVerified: "May 12, 2023",
method: VERIFICATION_METHOD,
Fe
T

Figure 4.5: Example Credential Entry from the Mock Store. The data was generated
using Claude 3.7 Sonnet. (credentialStore.js)

4.2.7 Icons and Visual Elements

The application uses the Phosphor Icons library for all icons in the application. This
library offers a flexible set of icons that come in multiple visual styles, including thin,
light, regular, bold, fill, and duotone. These styles can be used dynamically, depending
on the context. For example, in the navigation bar, icons switch to the fill style when their
corresponding section is active. This is a standard design convention that helps indicate
which view is currently selected. Figure shows a navigation section (NavIltem) that
has an icon that has a weight property that changes to "fill” if the state isActive is true.
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The icons are also customizable in terms of size and color, allowing them to seamlessly
integrate into different visual contexts.

<component
v-if="icon"
:is="icon"
:size="iconSize"
:weight="isActive 7 ’fill’ : iconWeight"

/>

Figure 4.6: Dynamic Icon Styling in NavItem Component (NavItem.vue)

In addition to the icons, the application uses static images, such as PNG and SVG files,
for issuer logos and illustrations, which are stored in the assets folder. They are used
to represent institutions like the University of Zurich or the Swiss government on the
credential cards or for illustrations on the landing pages. The illustrations on the landing
pages were generated using OpenAl’s ChatGPT-40 model to ensure a visually consistent
and professional look throughout the prototype [4.7

Figure 4.7: Illustrations of the three user roles in the prototype: Holder, Issuer, and
Verifier. The images were generated with ChatGPT-40.

4.3 Summary

The implementation demonstrates how modern front-end technologies can be used to
build a role-based modular application for decentralized identity. By using Vue.js 3 with
reusable components, scoped and global styling, and mock data, the application remains
maintainable and scalable while offering a consistent user experience across different user
roles. Through the use of a shared layout and dynamic routing, the application architec-
ture supports a clear separation of concerns while maintaining flexibility. Additionally,
the structured use of mock data allows for thorough testing and demonstration of ap-
plication functionality without the need for a live back-end. This setup can be seen as
the foundation for further development and real-world integration, such as connecting to
actual blockchain networks or incorporating actual user accounts.
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Evaluation

5.1 Introduction

The prototype, referred to as Mask Identity, was designed to improve the major usability
flaws in current self-sovereign identity applications with a strong emphasis on trust, trans-
parency, and user experience. The prototype was evaluated in a comparative user study
against PrivadolD, an existing decentralized identity application that is in use today. The
study’s goal was to investigate how well the prototype performed in a real-world scenario
and whether its design and functionality could solve issues that have been identified in
the other apps. Such issues include: lack of information on functionalities and use cases,
inadequate strengthening of mental models, overuse of technical jargon, and low trust due
to unclear data storage as well as poor visual design in general.

PrivadolD was selected for comparison out of the three previously analyzed apps for many
reasons. First, it is explicitly advertised as a self-sovereign identity application, whereas
SelfKey and Truvera are more general-purpose apps, and SelfKeys cryptocurrency features
would likely distract users. Second, PrivadolD has a noticeably cleaner and more modern
visual design compared to SelfKey and Truvera. Its layout is simpler, with good use of
icons and generally more visually appealing typography and color choice. This design
makes it easier to navigate and also gives the impression of a more professional and
trustworthy application. Third, PrivadoID was the only application among the three that
provided a working mechanism of claiming a new credential. SelfKey and Truvera did not
provide any mock or real credentials that could be claim, leaving the users with not many
actions to perform. This made it impossible to compare these apps against the prototype,
as there were no comparable task flows. To ensure that participants could engage with
this feature, the mobile version of PrivadolD was chosen for the study. The desktop
version did not support credential claiming and therefore lacked essential functionality.
Testing the mobile version ensured that both applications offered comparable interactions,
including credential claiming and storage, or DID display and onboarding elements.

However, PrivadolD still lacks important transparency features in data handling, does
not clearly communicate the identity of credential issuers, and offers minimal onboarding

63
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or guidance to users. All of these shortcomings are documented in the problem statement
for existing SSI applications.

5.2 Study Design and Methodology

5.2.1 Participants

The study involved seven participants from different demographic backgrounds. Ages
ranged from 26 to 70, and the participants included students, working professionals, and
individuals with various levels of technical abilities. This aligns with Nielsen’s recom-
mendation that testing with five or more users reveals most major usability issues [35].
The participant group included mostly individuals with nontechnical backgrounds. One
participant had a technical background, while another was 70 years old and had no prior
exposure to digital identity systems.

Before the test was conducted, all participants filled out a pre-questionnaire that captured
basic demographic information, previous experience with digital wallets or decentralized
identity apps, and how trustworthy they perceived digital identity applications. These
data helped contextualize post-test results and interpret observed patterns. The complete
pre-questionnaire can be found in the Appendix [B]

5.2.2 Environment

The evaluation was conducted as an unmoderated usability study, which means that the
participants completed tasks on their own in a separate room, without the supervision of
a supervisor. According to usability testing guidelines [31], unmoderated testing allows
users to interact more naturally with systems without pressure. It better reflects real-life
conditions. Participants were asked to complete the test in a quiet environment without
distractions and to test both applications in separate sessions. To avoid a learning bias,
some participants tested PrivadolD first, others Mask Identity.

5.2.3 Mixed Method Approach

The evaluation followed a mixed-method approach that combines both quantitative and
qualitative methods. The quantitative part included Likert scale responses to standard
usability questions as well as other questions that focused on trust and transparency in
particular. Qualitative insights were collected through open questions that provided a
deeper look at user experiences and personal opinions. This combination of those two
methods aligns with the recommendations from the Nielsen Norman Group and human-
computer interaction (HCI) researchers, who emphasize that usability is best understood
through both statistical indicators and observed user reactions |29, |35].
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5.2.4 Task Structure

Participants were asked to complete a set of tasks in Mask Identity and PrivadolD. The
tasks aimed at evaluating core interactions found in self-sovereign identity systems ?7?.

The tasks for the two apps were designed as similarly as possible to ensure consistency
but had some substantial differences due to the different functionality and supported
features. This aligns with the view that usability studies should be tailored to the technical
constraints and specific context of the application being evaluated [29].

In Mask Identity, participants performed these tasks in a simulated role: John Appleseed,
who is a university student and wants to request a course certificate (credential) from the
University of Ziirich. In addition, he wants to present his university degree to a company
(verifier) without reviewing his grade-point average. This fictional scenario aimed to create
a meaningful context and show the participants what the use cases for the application
might be. The task set included the following:

e Take a look at the credentials and their detailed information.

Request a new credential from the University of Ziirich.

Share the university degree to a company (verifier) without revealing your GPA.

Check if your drivers license is still valid.

Get a general understanding of the application. Find your DID address.

In PrivadolD, participants acted as themselves and were asked to set up the application
and claim the "proof of liveness’ credentials. To do so, participants had to scan their face,
which they were free to skip if they were not comfortable sharing their facial data. This
approach reflects real-world differences in user behavior and highlights how applications
need to handle different levels of user trust. The tasks included:

e Application setup
e Claim new credentials by performing a facial scan. (Optional)

e Take a look at the credentials and their detailed information.

e Get a general understanding of the application. Find your DID address.

5.2.5 Evaluation Categories

The evaluation was based on four main categories, grounded in existing literature. Each
category included a mix of positive and negative statements to minimize agreement bias.
The participants responded using a 5-point Likert scale ranging from ’strongly disagree’
to 'strongly agree’. The full questionnaire can be found in the Appendix.
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System Usability Scale (SUS)

The SUS is a 10-item questionnaire that serves as a standardized tool to evaluate usability.
It was developed by Brooke [7] and it captures the overall ease of use of a system across
subjective dimensions like complexity, ease of learning, and consistency. SUS has been

widely used in industrial and academic settings for decades and is particularly suited for
quick assessments across different systems.

Trust
Trust was evaluated based on indicators such as user perception of data security, profes-
sional appearance, and issuer credibility. These dimensions were partially drawn from the
literature that emphasizes that trust in SSI is often undermined when users feel unsure
about data storage or the legitimacy of credentials [29, 40]. The participants responded
to the following statements:

1. I felt secure while using the application.

2. I trusted the information shown in the application.

3. I was unsure whether the credential issuers were legitimate.

4. 1 felt confident the application would handle my data responsibly.

5. The application appeared professional and competent.

Transparency The transparency statements targeted data sharing and storage, clarity
of issuer identity, and relevant feedback.

As highlighted in several SSI evaluations, most applications fail to communicate what
happens to data after it is entered, who has access, and whether the information is stored

locally or in the cloud. These are the core factors that affect user trust and adoption [40].

The participants responded to the following statements:

1. T knew who would receive my data.

2. I understood what data would be shared.

3. The issuer of the credential was not clearly identifiable.

4. T understood where my data is stored (locally or in the cloud).

5. The application gave clear feedback when data was shared or received.
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UX and Emotional Response

This category is an extension of the SUS, in the sense that it also covers usability aspects.
However, it goes into more detail on User Experience and other key concepts like the
quality of visual design, cognitive load, familiar concepts and metaphors, navigation and
error handling. UX research shows that aesthetic appeal and perceived control directly
affect how users judge system quality and trustworthiness, especially in mobile apps [29,
40].

Open-ended follow-up questions in the UX section allowed participants to describe their
emotional reactions and aspects of the application they particularly liked or disliked:
1. What did you like about the design or the application in general?

2. What did you not like or find confusing about the design or the application in
general?

3. Did any part of the application make you feel frustrated, anxious, or unsure?
4. How would you describe your overall experience in a few words?

5. Any suggestions for improvement?

5.2.6 Scoring Methodology

The scoring mythology of all for categories is essentially the same with adaptions in the
formula to account for the number of positive and negative statements. In a positive
statement, the answer ’strongly disagree’ results in +1 points and ’strongly agree’ in +5
points. In a negative statement, it is -1 and -5, respectively. The four categories were
converted into a normalized scale of 0 to 100, which allows a direct comparison between
the metrics. It also allows the data to be clearly presented in bar charts, which can be
seen later in the chapter. Normalizing scores in this way follows established best practices
in usability research and helps to summarize and analyze the results in a consistent and
meaningful way [7].

The following formulas were used:

e System Usability Scale (SUS):
SUS Score = (20 + Z responses) X 2.5

(Like in Brooke’s original design)

e Trust:
Trust Score = (1 + Z responses) X 5
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e Transparency:

Transparency Score = (1 + Z responses) X 5

e UX & Emotional Response:

UX Score = (4 + Z responses) X 3.125

5.3 Results and Discussion

5.3.1 Quantitative Results Overview
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Figure 5.1: SUS Scores for PrivadolD and Mask Identity
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Figure 5.3: Transparency Scores for PrivadolD and Mask Identity
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Figure 5.4: UX Scores for PrivadolD and Mask Identity

5.4 Results and Discussion

This section presents the analysis and critical discussion of the results of the user study,
focusing on how participants experienced Mask Identity and PrivadolD. The goal is to
determine whether the usability, trust, transparency, and UX features proposed and im-
plemented in the prototype led to measurable improvements. These results are important
not only for evaluating the prototype, but also for validating the design guidelines, fea-
tures, and problem statements discussed in Chapters 2.

5.4.1 Quantitative Results

The study used a normalized scoring system (0-100) to evaluate four categories: System
Usability Scale (SUS), Trust, Transparency, and UX and Emotional Response. As can
be seen in Figures 7?7, Mask Identity significantly outperformed PrivadolD in all four
categories for nearly every participant.

SUS Scores

Participants consistently rated Mask Identity high on usability, with an average SUS
score of 90.0, compared to 50.1 for PrivadoID. This big difference suggests that the design
principles embedded in the prototype, such as clear navigation, meaningful feedback, and
intuitive task flows, made the application easier and more pleasant to use. Some questions
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in the SUS concern the learnability of the application. The users indicated that Mask
Identity was more learnable and felt more confident that they could use the system without
much technical knowledge. This suggests that elements like the info message on top of
the container, the landing page, or the dedicated info section in the application may have
helped users better understand the system and feel more in control.

Trust Scores

The trust scores also showed a strong improvement: Mask Identity received an average
of 85.7, while PrivadolD received 39.3. Participants did not feel particularly secure when
using PrivadolD, and they were not sure if the credential issuer (Synaps) was legitimate.
In Mask Identity, they had a greater sense of security and trusted the information provided
by the user interface more. This increased trust could be attributed to the consistent use
of verified icons, clear status indicators, and other visual cues that reinforced trust.

Transparency Scores

Transparency was where the largest gap, with a 63.6 point difference. Mask Identity
achieved an average score of 80.7, while PrivadolD reached only 17.1. This supports
the hypothesis that lack of clarity around data handling is one of the most severe trust
blockers in SSI applications. Although PrivadolD presented legal agreements and privacy
policies, most of the participants did not trust the face-scan mechanism. Several users
felt uncomfortable submitting biometric data, especially because the process was carried
out by a third-party provider (Synapse), without a clear explanation of what happens to
their data afterward. At least one participant chose not to claim the credential at all,
indicating a high level of distrust. This uncertainty around who processes the data, how
long it is stored, and where it goes was a major concern. In contrast, Mask Identity used
plain language, visual cues, inline messages to explain data flows.

UX and Emotional Response

Finally, the UX score averaged 91.2 for Mask Identity compared to 55.4 for PrivadolD.
This reflects a strong performance in visual design, positive emotional response, and
clarity. Users praised Mask Identity for its modern look, pleasant color scheme (like the
gradients), and minimalist layout. They also appreciated trust-building UI elements such
as icons, issuer badges, and immediate feedback after every major action.

5.4.2 Qualitative Feedback and Observations

The open responses (Appendix [E|) provide rich insight into why the prototype performed
better and where there are still some issues.
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Mask Identity

Participants praised Mask Identity for its modern, minimal and visually appealing design,
describing the application as ’intuitive,” 'clean and modern,” and ’stress-free.” Users also
highlighted how the interface helped them feel in control and secure. A recurring positive
opinion in the feedback was the clear structure and logical navigation:

“It was very easy to use, intuitive navigation, great instructions, good overview
of credentials.” — Participant 3

“The credentials were displayed as cards. This made it very intuitive to use.”
— Participant 1

“It was nice and simple. I felt like I knew what I was doing and why.” —
Participant 5

Participants also appreciated the provided feedback. For example, the inline DID verifi-
cation mechanism, which contributed to user confidence:

“Once I entered an invalid DID, it notified me instantly.” — Participant 5

The visual design was also received positively. The modern color schemes with color
gradients and the clear structure and the logo contributed to a professional and legitimate
look:

“It felt secure but also appealing. I liked the gradient and use of colors.” —
Participant 6

“Not overloaded. Clear structure. The logo is simple and unique.” — Partici-
pant 7

However, there were still areas for improvement, particularly in onboarding and use of
technical terminology Several participants wanted a short introduction or tutorial when
they first launched the application:

“I would have liked to have the introduction of the application in the begin-
ning.” — Participant 1

“Maybe some more guidance for first time users.” — Participant 6
Terms like “DID” were confusing to some:

“Confusion between holder DID and certificate DID.” — Participant 4
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This feedback directly supports and validates two of the key design guidelines developed
earlier in this thesis: user education and onboarding, and simple terminology.

There were also interface suggestions:
“Input validation on the share screen.” — Participant 2

“Perhaps a rollover explanation might help people with little IT experience.”
— Participant 7

These suggestions confirm the importance of building better mental models, aligning in-
terface concepts with familiar metaphors, and embedding more contextual help, especially
for users with limited technical backgrounds [40].

PrivadolID

PrivadolD received mixed feedback. On the positive side, users commented that the
interface was clean, consistent, and not overly cluttered:

“Modern UI.” — Participant 3
“Very few buttons, which is good. No unnecessary clutter.” — Participant 5
“Simple structure.” — Participant 7
Some appreciated the onboarding flow during setup:
“Onboarding process.” — Participant 2

Despite its clean appearance, the application was criticized for a lack of guidance and
confusing structure:

“No explanation or tutorial.” — Participant 3

“Didn’t understand what the different sections were all about.” — Participant 1
“I felt a bit confused as to how it works.” — Participant 3

“It lacked some kind of introduction.” — Participant 1

“I felt a little bit lost with the functions of the application.” — Participant 6
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Transparency was a particularly serious issue. Many users expressed concerns with the
face scanning feature, especially since the process involved a third-party (Synapse) and
did not have a clear explanation:

“The face scanning. Where my data goes. What it is used for.” — Participant 3

“Understanding how the data I gave the application would be integrated or
transmitted.” — Participant 3

This discomfort led to a breakdown in trust:
“Very easy but little reassurance of legitimacy.” — Participant 4
“The whole process is very barebones and opaque.” — Participant 5

The participants also criticized how the credential data was presented. They mentioned
that it felt too technical and poorly organized:

“The data displayed wasn’t named or labeled in a way I would know what it
is.” — Participant 5

“Credential details page could be slightly more appealing. .. better organiza-
tion instead of just one list.” — Participant 2

As with Mask Identity, participants emphasized the need for better onboarding, guidance,
and contextual information:

“More information in the beginning and maybe an FAQ section.” — Partici-
pant 1

“Guide the user more through the application. Show more about privacy and
security.” — Participant 6

5.4.3 Critical Reflections and Limitations

The results clearly show that Mask Identity achieved its goal of creating a more usable,
transparent, and trustworthy SSI application. However, it is important to acknowledge a
few limitations:

Sample Size: With seven participants, the study provides valuable insights, but lacks
statistical meaningfulness with a high number of participants. However, according to
Nielsen, five users are enough to uncover most major usability problems [35].
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Prototype vs. Production application: Mask Identity was tested in a controlled mock
setting. PrivadolD, while functional, introduced real-world issues such as a failure in face
scanning and unclear wallet integration. These may have influenced perception, but also
reflect challenges real users would face.

Platform Differences: A further limitation is that the platforms of the two applications
were different: Mask Identity was tested as a desktop web application, while PrivadolD
was tested as a native mobile application. User expectations and behaviors may vary
significantly between desktop and mobile environments. For example, mobile users may
expect more simplified flows, while desktop users may tolerate more information den-
sity and larger interface elements. This difference could have influenced the way users
interpreted navigation structure, readability, and general usability in each application.

Different Features: PrivadolD does not support selective disclosure for credential sharing
or in-application credential requests, which may have skewed the comparisons. However,
the evaluation focused on shared themes (navigation, transparency, trust), which remain
valid points of comparison.

Bias Toward Novelty: Since participants interacted with Mask Identity as a new proto-
type, there may have been a novelty bias. Nevertheless, the detailed qualitative feedback
suggests that participants were not only focusing on the look and feel of the application,
but also considered the way the application helped them understand and trust what they
were doing.

Potential Positive Bias Toward the Prototype: Another limitation is that the partici-
pants knew that Mask Identity was developed by the organizer of the study. This could
have unconsciously influenced them to provide more favorable feedback, either out of po-
liteness or encouragement. Although every effort was made to present the applications
neutrally, the possibility of an implicit positive bias cannot be fully ruled out.

5.4.4 Summary of Key Findings

The results of the user study show that Mask Identity clearly outperformed PrivadolD in
all evaluated areas: usability, trust, transparency, and overall user experience.

Participants found Mask Identity to be much more transparent. The app clearly showed
who issued each credential, what data was being shared, and where it was stored. Visual
elements like verified icons and status badges helped users feel more confident and secure.
The app also gave immediate feedback, for example when entering an invalid DID, which
built trust and helped users feel in control. The modern and clean design was praised for
being calming and easy to use. Users liked the layout, color scheme, and simple structure.
The use of cards and logical navigation made the app feel intuitive. Many participants
described their experience as stress-free and trustworthy.



76 CHAPTER 5. EVALUATION

However, some areas still need improvement. Several users mentioned that the app should
offer a short introduction or tutorial, especially for first-time users. Technical terms like
"DID’ were confusing to some, and a few participants suggested adding small explanations
or tooltips to help them understand key functions.

In contrast, PrivadolD received mixed feedback. Some participants liked the minimal
interface and clean layout, saying that the app felt simple and uncluttered. A few users
also appreciated the onboarding flow at the beginning.

But many users said they felt confused and unsure what to do. The app lacked explana-
tions or guidance, and the navigation was unclear. A major issue was the face scanning
feature, which used a third-party service without clearly explaining how the data would be
used or stored. This caused concern and reduced trust. One participant even refused to
complete the task because of it. Users also found the credential data hard to understand,
with poor labels and no clear organization.
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Final Considerations

6.1 Summary

The primary goal of this thesis was to improve usability, trust, and transparency in DI
and SSI applications. To achieve this, a clear methodology was followed that consisted of
three main phases: first, the extraction of usability and trust-related guidelines from ex-
isting research as well as a concrete feature catalog; second, the design and development
of a prototype called Mask Identity based on these guidelines and features; and third,
the evaluation of this prototype through a comparative user study against an existing
SSI application, PrivadolD. Several key achievements were reached. A practical set of
UX features was created, focusing on enhancing trust and transparency and the unique
challenges of decentralized identity systems. Building on these principles, a functional
and user-friendly prototype was implemented. Finally, the prototype’s effectiveness was
validated in a structured user study, which showed that Mask Identity performed signif-
icantly better than PrivadolID in terms of usability, trust, transparency, and overall user
experience.

6.2 Conclusions

6.2.1 Achievement of Objectives

The main goal of this thesis, to develop a structured set of usability and trust-enhancing
guidelines and features for SSI applications and validate them through a prototype, was
successfully achieved. Mask Identity demonstrated that it is possible to design an SSI
system that feels accessible, understandable, and credible to users. Its clear advantage over
an existing SSI application in terms of usability, trust, and transparency was confirmed
through empirical user testing.

The specific objectives were also fully met. A thorough literature review on the relation-
ship between usability, UX, and trust in decentralized identity systems laid the foundation

77
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for the work. Existing SSI applications were analyzed to identify recurring UX problems.
Based on this research, the guidelines were applied in the design and implementation of a
functioning prototype. Finally, a comparative user study was conducted to evaluate the
effectiveness of the proposed solutions and to gather practical feedback from users.

6.2.2 Factors Contributing to Success

Several factors played a critical role in the success of the project. One important aspect
was the solid literature foundation, which allowed for an extraction of relevant principles
and best practices. Another factor was that the project maintained a strong focus on
visual design, user education, and transparency throughout all development stages. Espe-
cially the visual design was refined repeatedly during the course of the project. Initially,
wireframes were used in a divergent idea-finding phase to explore different design choices.
In a more convergent phase, Figma [14] was used to develop and structure these ideas
into interfaces. During the implementation phase, certain design elements were adjusted
once more. This was not originally planned, but ultimately contributed to the success.
These later refinements, particularly regarding aspects like background color, card layout,
hover effects, and brand identity, helped to polish the overall user interface. As a result,
the visual and functional quality of the application was significantly enhanced through
continuous iteration.

Another aspect that contributed to the achievement of the goals was a structured eval-
uation framework that combined both qualitative and quantitative methods. The quan-
titative data allowed for a clear and efficient comparison of two prototypes across four
dimensions, usability, trust, transparency, and overall user experience. Each of the seven
participants rated both applications, resulting in a rich dataset that revealed consistent
trends. Even with a relatively small sample size, the structured scoring approach made it
possible to identify significant differences between the two systems quickly and accurately.
In addition to the quantitative analysis, the qualitative part of the study, (e.g. the open-
ended questions) offered valuable insights into the specific strengths and weaknesses of
each application. These responses helped to explain the reasons behind the scores, high-
lighting design elements that users particularly appreciated, as well as areas that caused
confusion or frustration.

6.2.3 Limitations

Despite its successes, the thesis also had some notable limitations. The prototype did not
address backup, recovery, or alternatives to seed phrases, even though these aspects rep-
resent significant usability issues in current SSI systems. The evaluation was also limited
to a web-based prototype and did not involve integration with a real blockchain backend.
Moreover, the user study had certain limitations, as described in Section 5.4.3, particu-
larly regarding participant number and platform differences, which may have influenced
the results. Lastly, although the application provided onboarding and contextual help,
even more instruction and user education elements could further improve the experience,
especially for users with limited technical background.
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6.2.4 Main Considerations and Lessons Learned

Several key insights emerged from the work. First, transparency and trust are essential
for the adoption of SSI systems. Users must understand exactly how their data is handled
and who has access to it. If users are asked to upload documents or perform a facial scan
without knowing precisely who the other party is, trust is easily lost. Second, informative
onboarding, user guidance, and clear instructions are crucial for building user confidence.
Users need to understand what they are doing to feel in control and to trust the system.
Visual design also plays a major role, as a professional, modern appearance strongly
influences credibility perception. Another important lesson is that users expect familiar
mental models when interacting with new systems. Concepts like wallets and cards help
bridge the gap between complex decentralized identity management and users’ existing
mental models. All of these aspects were carefully considered during the design of Mask
Identity and were central to achieving the project’s main goals.

6.2.5 Main Difficulties Encountered

One major challenge during the project was the selection of applications for evaluation.
Many decentralized identity apps were not usable for this study because they were re-
stricted to businesses, were not freely available, or offered too few features to allow mean-
ingful evaluation. In many cases, the documentation was poor, and apps had to be tested
manually before it became clear that they were unsuitable. This process was unexpectedly
time-consuming.

6.2.6 Modifications During Execution

During the project, some minor adjustments to the original plan were undertaken. Ini-
tially, backup, recovery, and seed phrase usability were included in the problem statement.
However, these aspects were later removed because they could not be addressed within
the scope of the thesis. Their technical complexity would have required extensive imple-
mentation and security considerations, which would have exceeded the available resources
and time. As a result, the focus was narrowed to core usability and trust aspects.

It was also initially planned to use an existing backend and integrate certain blockchain
functionalities into the prototype. However, this idea was discarded during development.
While technically feasible, the integration was not essential to the thesis goals, as the core
objective was to explore how interface design could support usability and trust. Existing
research suggested that highlighting technical details too strongly, such as blockchain
interactions, could actually overwhelm users. Therefore, the prototype was limited to
front-end features, without direct blockchain integration. This allowed for a more focused
implementation and evaluation of the design principles that contribute to user trust and
transparency.
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6.2.7 Relationship to Initial Timeline

The project timeline deviated slightly from the original plan. The research phase took
longer than expected, mainly because a thorough understanding of the field required more
time than anticipated. This delay pushed back the start of the design and implementation
phases. However, the design and implementation proceeded smoothly and within the
planned duration. Overall, despite early delays, the project was completed within a
reasonable timeframe.

One unplanned development was that the design continued to evolve during the imple-
mentation phase. Initially, the design was expected to be finalized before development
began. However, several visual and functional aspects were refined or changed while the
application was being built.

6.3 Future Work

Several directions for future research and development emerged from this work. One
important step would be to design and implement more robust backup and recovery solu-
tions for SSI systems. For example, social recovery methods or more intuitive alternatives
to seed phrases could help overcome significant usability challenges. Another important
improvement would be the integration of a real decentralized backend. Full testing, in-
cluding blockchain-based credential issuance and verification, would make the evaluation
even more realistic and could further strengthen user trust if sufficient feedback on these
blockchain interactions is provided. Better onboarding tutorials could also be developed,
potentially including interactive walkthroughs that users can revisit at any time. In gen-
eral, finding ways to inform users effectively, without overwhelming them, is an important
goal. For example, information could be delivered through popups or tooltips. Improv-
ing the visualization of issuer legitimacy and credential provenance is another area worth
exploring, as it could make the system even more transparent and trustworthy. Future
studies should also include a broader and more diverse participant pool to capture a
wider range of users. Finally, conducting a study over a longer time frame would allow
researchers to observe how trust, usability, and user behavior develop over time when
interacting with decentralized identity applications.
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Appendix A

System Documentation for Mask Identity

A.1 Systems Viewpoint

Mask Identity is a frontend prototype designed to improve trust, transparency, and us-
ability in decentralized identity (DI) and self-sovereign identity (SSI) systems.It acts as
a digital identity wallet that allows users to manage their verifiable credentials.It can be
used in three different roles. The Credential Holder is the main user who owns and man-
ages their credentials. The Credential Issuer is responsible for creating new credentials,
managing them, and revoking them if needed. And the Credential Verifier checks if the
credentials shown by the holder are real and valid.

The prototype is built to create a user-friendly experience.It supports important actions
like storing, requesting, sharing, and verifying credentials, while keeping the focus on
usability, trust and transparency.

A.2 Use and Installation Manual

A.2.1 Installation

Clone the repository:

git clone git@github.com:Paulin3000/mask-identity.git
cd mask-identity

Install dependencies:
npm install

Run the application locally:
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npm run dev

The app will be available at http://localhost:5173/.

A.2.2 Basic Operation

Start Screen: When the app opens, users land on the homepage where they can

YY1

easily navigate between the “Credentials”, “Sharing”, “Settings”, and “Info” sections.

Credential Storage: Users can view all their credentials, check their status, and see
more details on a separate page.

Request New Credential: Users can request a new credential by entering the issuer’s
DID and signing the request.

Selective Sharing: Users can choose which parts of a credential to share with a
verifier using selective disclosure.

Settings Page: In the settings, users can view their personal information and pref-
erences.

Info Page: In the info section, users can learn more about decentralized identity.

Role Switching: Users can switch between different roles (Holder, Issuer, Verifier)
at any time using the role selector at the top right of the navigation bar.

Issuer Role:

— Receive credential requests, verify the provided data, and decide to issue or
reject a credential.
— View all previously issued credentials and open each one for more details.

— Revoke issued credentials if necessary.
Verifier Role:

— See incoming verification requests.

— Check the validity of received credentials through blockchain-simulated verifi-
cation.

A.3 Implementation Description

Technology Stack

Vue 3.5.13: Core framework used for building the user interface. [51]

Vue Router 4.5.0: Handles navigation between different views in the application.
[o1]
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e Tailwind CSS 4.0.14: Utility-first CSS framework used for styling and layout. [46]
e Phosphor Icons: Icon library used for consistent and modern visual elements. [43]

e Vite 6.2.0: Build tool and development server for fast and efficient project setup.
[50]

A.3.1 Contents of the Repository

Vue Components:

1. App.vue:

e Root component that serves as the application’s entry point

e Contains the main layout structure and navigation routing
2. dashboard.vue:

e Main dashboard interface showing overview of user’s identity data

e Entry point for accessing credentials and other identity functions
3. credentials.vue:

e Component that displays a list of user credentials
e Integrates with the credential store for data management

o Allows users to browse and select their credentials
4. credential-details.vue:

e Component that renders detailed information for a specific credential
e Displays all properties and metadata of a selected credential

e Provides options for managing individual credentials
5. request-credential.vue:

e Interface component for users to request new credentials
e Contains forms for inputting credential request information

e Handles submission of credential requests to issuers
6. CredentialCard.vue:

e Reusable component that displays credential information in a card format
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e Properties include:
id: Unique identifier for the credential
type: Type of credential being displayed
subheading: Descriptive text shown below the type
verified: Boolean indicating verification status
holder: Entity that holds the credential
issuer: Entity that issued the credential
expiryDate: When the credential expires
logoUrl: URL for credential logo image
colorTheme: Visual theme (yellow, orange, pink, purple, blue, grey)

glowy: Boolean for enhanced visual effect

e FEmits credential-click events when clicked
7. CredentialVerifier.vue:

e Component that handles the verification of credentials

Features two modes:

verifier: For third-party credential verification

issuer: For credential issuance validation
Verification checks include:

DID verification

Issuer’s signature validation

Credential hash verification
Expiration date check

Revocation status check
e Uses VerificationItem components to display verification steps

e Emits verified events when verification completes
8. DataContainer.vue:

e Generic container component for structured data display

e Properties include:
title: Header text for the container
variant: Visual style (primary or secondary)
subtitle: Secondary descriptive text
subtitleIcon: Icon component to display with subtitle
iconSize: Size of the subtitle icon
iconWeight: Weight of the subtitle icon

e Used as a wrapper for content sections throughout the application
9. BaseButton.vue:

e Foundational button component used throughout the application



A.3. IMPLEMENTATION DESCRIPTION
e Provides consistent button styling and behavior
e Likely supports different variants and states
10. IconButton.vue (referenced in CredentialVerifier):

e Specialized button component that includes icon support
e Used for actions in the credential verification process

e Extends BaseButton with icon positioning capabilities
11. VerificationItem.vue (referenced in CredentialVerifier):

e Component for displaying individual verification steps
e Shows title, description, and status of verification checks

e Supports different status states (initial, verifying, verified, failed)

Store:

1. credentialStore.js:

e Centralized store for managing credential data
e Handles state management for credential-related operations

e Provides methods for adding, retrieving, and verifying credentials

Assets and Styling:

1. style.css:

e Global stylesheet for the application
e Implements consistent styling across all components

e Defines color variables, typography, and shared UI elements
2. Assets:

e Contains visual resources such as MasklLogo.svg

e Used for branding and UI elements throughout the application
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Appendix B

Pre-Questionnaire

The following pages contain the pre-questionnaire completed by all participants prior to
the user study. It gathered demographic data, previous experience, and initial perceptions
of trust in digital identity systems.
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Please write your name:

Pre-Test Questionnaire

Section 1: Demographics

1.

Age:

O Under 18 [ 18-24 0 25-34 O 35-44 [0 45-54 155+
Gender:

O Female O Male O Non-binary O Prefer not to say

Occupation / Field of Study:

Highest level of education completed:

O Secondary school O Gymnasium O Bachelor's degree
O Master’s or higher

Section 2: Experience with Wallets and Digital Identity

5. Have you used a digital wallet before (e.g., Apple Wallet, Google Wallet, crypto wallets)?

O Yes O No
Have you heard of Self-Sovereign Identity (SSI)?
O Yes O No

Have you used any decentralized identity app (e.g., PrivadolD, PolygonID, Truvera,
SelfKey)?

O Yes O No



Section 3: Initial Trust Perception

Please rate your agreement with the following statements (1 = Strongly Disagree, 5 = Strongly
Agree):

8. | generally trust digital identity systems.

10 20 30 40 50

9. | am concerned about how my personal data is handled in digital systems.
10 20 30 40 50
10. | believe decentralized identity could improve privacy and control over personal data.

10 20 30 40 50
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Appendix C

User Study Task

This section contains the full task sheet provided to participants during the user study.
The tasks are designed around realistic SSI interactions and tailored to the specific features
of each app.
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User Study Task

You will be testing two applications:

+ Mask Identity (Prototype)
+  PrivadolD

Please complete the following tasks in both apps. Each task simulates a real use-case for
managing digital identity. Try to complete each one as naturally as possible.

Mask Identity (Prototype)

Your Role: John Appleseed, a university student at the University of Zirich

Task Example Scenario

Credential Storage & Overview +  View your stored credentials.
Select one to view its detailed information.

Credential Request Request a new credential:
“Certificate for the course Ethics in Al” from the
University of Zirich.

Use the following DID for the University of
Zdirich:
did:ethr:0xAAOE8C1F1E262F5F9A9E4B7E520C
B5DD7FE
Type: Certificate

+ Issuer: University of Zurich
Message: Student ID: 18-277-388

Selective Sharing «  Share your university degree with a company.
+  Ensure your GPA (grade point average) is not
included in the shared data.
* Use the company’s
DID:did:ethr:0xAB1F9A3E4C784E3A8D1B9C6A
5F12DE8BABCD
+  Use they company name: Fantasy Inc.

Verification Status Check if your drivers license credential is still valid

General App understanding *  Find out your DID address.
+  Find out more information about the application
and Decentralized Identity in general.



Privado ID

In this part of the test, you will complete tasks as yourself. You do not need to share any personal
information — feel free to skip any steps you are uncomfortable with.

App setup * Read and accept terms and conditions

Choose either:
« Create a local account (recommended), or
+  Connect with an existing crypto wallet

Claim new credential «  Claim the Proof of Liveness credential to prove
you are a real person.
This step involves a face scan.
If you are uncomfortable sharing your facial
data, feel free to skip this step.

Credential Storage & Overview +  View your credentials.
+  Select one to see its detailed information.

General App Understanding *  Find out your DID address.
+ Try to learn more about the app and
decentralized identity in general.
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Appendix D

Questionnaire

This appendix includes the Likert-scale and open-ended questions used to evaluate us-
ability, trust, transparency, and user experience after participants tested each applica-
tion.
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Please write your name:

Pre-Test Questionnaire

Section 1: Demographics

1. Age:
O Under 18 [ 18-24 0 25-34 O 35-44 [0 45-54 O 55-64
O 65-74

2. Gender:
O Female O Male O Non-binary O Prefer not to say

3. Occupation / Field of Study:

4. Highest level of education completed:

O Secondary school O Gymnasium O Apprenticeship
O Bachelor's degree O Master’s or higher

Section 2: Experience with Wallets and Digital Identity

5. Have you used a digital wallet before (e.g., Apple Wallet, Google Wallet, crypto wallets)?
O Yes O No

6. Have you heard of Self-Sovereign Identity (SSI)?
O Yes O No

7. Have you used any decentralized identity app (e.g., PrivadolD, PolygonID, Truvera,
SelfKey)?

O Yes O No



Section 3: Initial Trust Perception

Please rate your agreement with the following statements (1 = Strongly Disagree, 5 = Strongly
Agree):

8. I generally trust digital identity systems.

10 20 30 40 50O

9. | am concerned about how my personal data is handled in digital systems.
10 20 30 40 50
10. | believe decentralized identity could improve privacy and control over personal data.

10 20 30 40 50O



Post-Test Questionnaire

Section 1. System Usability Scale (SUS)

This is a standard questionnaire that measures the overall usability of an app. Please select the
answer that best expresses how you feel about each statement after using the prototype today.

Strongly = Somewhat Neutral Somewhat  Strongly
Disagree  Disagree Agree Agree

2. | found the tool unnecessarily 0 0 a 0 0
complex.

4. |think that | would need the 0 0 ] 0 0
support of a technical person to
be able to use this system.

6. |thought there was too much 0 0 ] 0 0
inconsistency in this tool.

8. | found the tool very 0 0 0 0 0
cumbersome to use.

10. | needed to learn a lot of things 0 0 ] 0 0
before | could get going with
this tool.

98]



Section 2. Trust

This section focuses on how trustworthy the app felt to you. Please indicate how much you
agree with each statement based on your experience. There are positive and negative
statements.

Strongly Somewhat Neutral Somewhat  Strongly

Disagree Disagree Agree Agree

1. | felt secure while using the 0 0 0 0 0
app.

2. | trusted the information shown 0 0 0 0 0
in the app.

3. | was unsure whether the 0 O 0 0 0
credential issuers were
legitimate.

4. | felt confident the app would 0 O 0 0 0
handle my data responsibly.

5. The app appeared professional O O O O O

and competent.

Section 3. Transparency

This section focuses on how clearly the app communicated important information, like how
personal data is managed. Please rate how much you agree with each statement. There are
positive and negative statements.



Strongly Somewhat Neutral Somewhat  Strongly
Disagree Disagree Agree Agree

| understood what data would
be shared.

4. | understood where my data is 0 0 0 0 0
stored (locally or in the cloud).

Section 4. Additional UX / Emotional Response

This section covers the app’s design, navigation, and how it made you feel while using it. Please
rate each statement and answer the open questions if you can.

Strongly Somewhat Neutral Somewhat Strongly
Disagree = Disagree Agree Agree

It was mentally tiring to use the
app.

4. | recognized familiar concepts O O O O O
or metaphors in the app (like
cards, wallet, ID).

(9] ’



6. | often made mistakes while O O O
using the app.

7. The app helped me avoid 0 0 0
mistakes or guided me when |
was about to make one.

8. The app appeared professional 0 O
and well-made

1. What did you like about the design or the app in general?

2. What did you not like or find confusing about the design or the app in general?

3. Did any part of the app make you feel frustrated, anxious, or unsure?



4. How would you describe your overall experience in a few words?

5. Any suggestions for improvement?



Appendix E

Answers to Open Questions

This section contains the digitized and aggregated responses to the open-ended questions
from the user evaluation. Aside from correcting major grammatical errors, the answers
have been kept in their original form to preserve the participants’ wording and tone. These
responses provide valuable qualitative insights into user impressions, points of confusion,
and suggestions for improvement.
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Open Questions - Answers

Mask Identity

1.

What did you like about the design or the app in general?

"Modern Ul, very easy to use, intuitive navigation, great instructions, good overview of
credentials, good color use.” (A. Harris)

The credentials page and details page with all the information and share / delete buttons. And
the explanation page. (C. Gebbia)

The app was very well designed and | found it very aesthetically pleasing. | liked how the
different credentials were displayed as cards. This made it very intuitive to use. The
combination of intuitive interface and clean design made it seem really trustworthy. (L. Helm)
It felt secure but also appealing. | liked the gradient and use of colors. (L. Hini)

It felt very sleek and well thought out. The design felt fairly intuitive and was kept to a minimum.
Once | entered an invalid DID, it notified me instantly. It notified me when something was sent
or saved. (S. De Luca)

It looks friendly but yet not sterile. Not overloaded. Clear structure.

The logo of the app is well chosen. It is simple and unique and well chosen. (R. Miiller)

. What did you not like or find confusing about the design or the app in general?

Nothing really, easy to understand and use, good instructions. (A. Harris)

| need a few moments to orient myself. (G. Mdiller)

| would have liked to have the introduction of the app in the beginning (maybe as a quick pop-
up). Especially for people not as experienced with the concept of digital ID, this would have
helped to get a quick understanding. (L. Helm)

Nothing really. (L. Hini)

| did not understand if and how or whether renewing the expired license was possible. (S. De
Luca)

The personal information is listed under settings. Settings means for me rather technical nature.
Menu profile would be suitable perhaps. (R. Mdller)

Did any part of the app make you feel frustrated, anxious, or unsure?

not really (A. Harris)

No (C. Gebbia)

Not really (G. Mdiller)

No (L. Helm)

Nothing (L. Hini)

Not really. The navigation was intuitively and information was readily available. (S. De Luca)
| felt unsure whether the issuers were actually legitimate. There is no way to verify this! (R.
Mdiller)

How would you describe your overall experience in a few words?

Easy to use and great overview. (A. Harris)

Clean and good overview. Simple and modern. (C. Gebbia)

The design was clean and clear. | liked the info-page. It felt like a site Id trust. (G. Miiller)
Overall it was a great experience and | could imagine using the app in the future. (L. Helm)
Good experience. Felt secure, logical and appealing. (L. Hini)

It was nice and simple. | felt like | knew what | was doing and why. (S. De Luca)



Stress free, good user experience (R. Mdller)

. Any suggestions for improvement?

Input validation on the share screen. (C. Gebbia)

| don’t think that some people would intuitively know what DID to search for and where to find
it. Confusion between holder DID and certificate DID. (G. Mdller)

As stated in 2. (L. Helm)

Maybe some more guidance for first time users. (L. Hini)

Improving the way DID address is displayed and imported could be improved and simplified. (S.
De Luca)

Perhaps a rollover functionality might be helpful for people with little IT-experience. Different
languages might also help! (R. Mdiller) [rollover = description when hovering on item]

PrivadolD

1.

What did you like about the design or the app in general?

Onboarding process (C. Gebbia)

| liked the consistency in design language. Colors etc. (L. Helm)

Pretty boring and simple design. The smileys make it approachable. All in all not bad it feels
professional. (L. Hini)

There were just a few functionalities but they also just give you very few buttons, which is good.
There is no unnecessary clutter. (S. De Luca)

Modern Ul (A. Harris)

Simple structure. (R. Mdiller)

. What did you not like or find confusing about the design or the app in general?

That “home” is the proofs and not the credentials. (C. Gebbia)

The app appeared to be “too well designed” for a government issued app. —> too smooth (G.
Mdiller)

I didn’t understand what the different sections of the app were all about. For example “home”
and the “credentials” section. | also found the information displayed too complicated for the
average user. For example in the tab “credential details”. (L. Helm)

I would like some more guidance in the app. Kind of an introduction which shows the different
features. The design could be a little bit more appealing. However, it should stay professional.
(L. Hani)

The data displayed wasn’t named or labeled in a way | would know what it is. (S. De Luca)

No explanation or tutorial. (A. Harris)

Did any part of the app make you feel frustrated, anxious, or unsure?

No (C. Gebbia)

No (G. Miller)

It took too long to load in the beginning. | was also quite confused what the app was all about
in general. It lacked some kind of introduction. (L. Helm)

The page with all the credentials feels a little bit confusing. (L. HUni)

Understanding how the data and info | gave the app would be integrated or transmitted and
where / through which channels it would go. (S. De Luca)

The face scanning. Where my data goes. What it is used for. (A. Harris)

How would you describe your overall experience in a few words?



Simple, fast, minimal. (C. Gebbia)

Very easy but little reassurance of legitimacy. (G. Mdller)

Overall the app looked very clean and aesthetically pleasing but | didn’t really grasp the
different features it contained. (L. Helm)

| felt a little bit lost with the functions of the app. (L. Hini)

The app seems to work as intended but the whole process is very barebones and opaque.
While the Ul being usable it’s not very friendly and almost looks like a work in progress. (S. De
Luca)

A bit confused as to how it works. (A. Harris)

. Any suggestions for improvement?

Credentials details page could be slightly more appealing. Maybe abstract some of the data like
“isHuman: true” could be handled with an icon or something. Also better organization instead
of just one list with data key/value. (C. Gebbia)

Inform the user more about the safety concepts. (G. Mdiller)

More information in the beginning and maybe an FAQ section. (L. Helm)

Guide the user more through the app. Show the features and possibilities. And also show more
about privacy and security. (L. Hlni)

Background information about the data and its storage and who handles it and how it’s
handled and slightly better Ul and instructions and how to use it. (S. De Luca)

More instructions respectively any instructions at all. (A. Harris)
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