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Abstract

There is no doubt that the Internet of Things (IoT) is one of the largest future visions.
The development and research progress grows exponentially just like the number of IoT
devices and applications in use. As a core part of the IoT, Wireless Sensor Networks
(WSN) are busy sensing environmental conditions, ranging from simple things such as
temperature, location or heart rate, to complex things such as the water level in a coffee
machine or video from public places. As networks, WSNs are, of course, also exposed
to attacks, including known attacks of existing network technologies as well as new ones,
which arose specifically from WSNs. In this context, security in WSNs is of major concern
and security solutions have to be adapted by means of new attacks. This results in a large
number of journal papers on a broad range of security-related issues. This Facharbeit
(FA) analyzes the large number of security-related journal papers in the field of WSNs in
the period from 2012 to 2017, and proposes the most comprehensive classification scheme
according to which this bandwidth can be categorized in order to master the large mass.
Subsequently, the classification scheme is exemplarily evaluated with an in-depth security
analysis of selected security protocols and algorithms from journal papers with regard to
well-known security fundamentals.
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Chapter 1

Introduction

The technological progress of the last decades allowed a miniaturization of processing
equipped devices. Thus, these devices can move out of the context of a user desktop
environment. But miniaturization may lead, among other limiting factors such as costs,
also to devices that are constrained in computational capacity, power supply and memory.
These constrained devices can form a network, which may lead in turn to a constrained
network, as it may suffer from the devices’ constraints. [1,46]

One possible scope of application is the autonomous sensing and interaction of the physical
environment for which Wireless Sensor Networks (WSN), sometimes also called Wireless
Sensor and Actuator Network (WSAN), are designed. WSNs can be seen as a part of the
emerging Internet of Things (IoT), which describes a future vision of ambient intelligence
where objects of all kinds, the “things”, are equipped with a processor and are uniquely
identifiable in the Internet. The sensing devices used in WSNs are constrained in compu-
tational capacity, power supply, and memory depending on stakeholders’ requests such as
size, costs or applicability in a scenario. Thus, WSNs are constrained networks. [1,46]

Moreover, the search for security-related journal papers in scientific research databases as
part of this Facharbeit (FA) showed that the term “constrained network” is rarely used:;
rather the search resulted in papers concerned with security in WSNs to date, allowing
this FA to equally and interchangeably use the terms “constrained network” and “WSN”.

Popular applications of WSNs are disaster relief (e.g., wildfire detection), environmental
monitoring and control, smart buildings, agriculture, military (e.g., battlefield surveil-
lance), machine surveillance and preventive maintenance, medicine and health care, logis-
tics, animal tracking, traffic management, and public safety. Logistics or animal tracking
is mainly used with radio-frequency identification (RFID), which is also considered as a
WSN since they “sense” the existence through identification. Moreover, passive RFID tags
are very constrained, resulting in a constrained network. [1,5,6]

This FA deals with security in WSNs and proposes a classification scheme for security-
related algorithms and protocols. Subsequently, the classification scheme is exemplarily
evaluated with selected protocols and algorithms which are also analyzed for their security,
particularly with regard to well-known security fundamentals.
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The remainder of this FA is organized as follows: Chapter 2 gives some needed background
about WSNs and their security issues in order to present in Chapter 3 a classification
scheme of security-related protocols and algorithms for WSNs. Chapter 4 provides an
instance of the proposed classification scheme. Selected protocols and algorithms between
2012 and 2017 are classified according to the proposed scheme and analyzed for their
security. The results of the analysis are presented in a comparative table. Chapter 5
concludes this FA with a summary.



Chapter 2

Background

In this chapter, a brief introduction to WSNs and their related security issues is given to
provide the needed background in order to present the classification scheme and provide
a security analysis of selected security protocols and algorithms in the next chapters.

2.1 Wireless Sensor Networks

A Wireless Sensor Network (WSN) consists of small sensing devices, called nodes, deployed
in an environmental area where a measure of a value or values is required. These can
be variables such as temperature, loudness, vibration, pressure, pH, humidity, location,
motion, light such as cameras, and many more. Nodes are equipped with a sensor (or
actuator), power supply, processor, memory, and transceiver. The power supply is either
a battery or might be an energy recovery module such as solar cells, but seldom wired
power. Due to stakeholders’ requests and application scenarios, there may be several
limitations on the sensing devices and the network itself. These devices may be constrained
in computational capacity, power supply and memory, resulting in a network that may also
suffer from these limitations. Such networks may be constrained in, e.g., low bandwidth,
high packet loss rate, or limited overall lifetime. However, not only the devices’ constraints
may lead to a constrained network. For example, harsh environmental conditions must
also be considered depending on the area of operation. [1,46]

Sensed data has to be transmitted from a constrained device (e.g., sensor node) to an end-
point (e.g., called gateway, sink, base station or server) where it is further processed due
to the limited resources of the device. This communication usually is done in a wireless
manner. Due to the possible constraints of nodes resulting in low transmission ranges
of nodes and a possible spacious field of sensing, the transmission of data is done in a
hop-by-hop fashion towards the sink. Thus, nodes have not only to sense and transmit
data but also must forward data and route data packets. The sink is then connected
via classic network schemes (e.g., TCP/IP-based Internet or Ethernet) with an end-point
that can be an end-user or a data center for instance, but is not considered as a part of

WSNs. [1,7]
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The architecture of WSNs is usually either flat or hierarchical. In a flat WSN, all nodes
are similarly important to the network, i.e., they offer the same functionalities and are
logical not distinguishable. In a hierarchy-based WSN, nodes have different tasks and may
also differ in physical characteristics (e.g., fixed power supply or higher computational
capacity) to build up a logical clustered network structure. So-called cluster heads, which
may be physically the same nodes as ordinary sensor nodes or resource richer nodes, form
a cluster in which the sensor nodes in its group are connected to, either directly or by
multi-hop via other ordinary sensor nodes in the same cluster. The cluster heads are then
interconnected to each other and finally to a sink. A data packet from an ordinary sensor
node is then always first transmitted to the cluster head where it may be intermediately
processed (e.g., data aggregation) and then sent to a sink. It is also possible to introduce
additional intermediate hierarchical levels of devices in order to make the hierarchy even
finer. [1,23,29,35,36]

Since WSNs are all about the sensed data and the delivery to a sink, the data are more
important than the source which delivered the data; that is, WSNs are data-centric net-
works. This is in high contrast to classic networks like the TCP/IP-based Internet in
which the focus lies on the transfer of data between two specific entities, each equipped
with a network address. Such networks are thus address-centric. [1]

Due to the possible heavy constraints of sensor nodes, all programming should be focused
on these constraints to save resources. In this context, the term data aggregation is also
of major importance, which is mostly applied in hierarchical architectures and takes place
at intermediate hierarchical levels such as cluster heads. Suppose several nodes detect the
same event and send the notification to their cluster head, which then should transmit it
to a sink. As WSNs are data-centric, one is only interested that an event occurred. Thus,
the cluster head can aggregate all the same event notifications from all nodes reporting
and send this smaller data packet to a sink instead of forwarding all reported data packets
in order to save its resources. [1,23]

Another key concern for networks is security. Nodes and the WSN may be heavily con-
strained, which overall makes classic, well-known and established security approaches as
used in wired networks with resource rich entities not applicable for constrained networks
[5,8]. In the next sections, security aspects are dealt with in more detail.

2.2 Security aspects

The constraints mentioned in Section 2.1 make a WSN very different from classic networks
such as the TCP/IP-based Internet or WLAN as the following summary shows [5,6, 7]:

e There may be no absolutely central node depending on use cases and communication
standards

e Depending on application scenario, nodes must be able to be self-organizing due to
the lack of infrastructure
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e A WSN may consist of thousands of nodes depending on use cases and communica-
tion standards

e The network topology may be very volatile and unpredictable due to possible node
failures or node mobility

e Besides sensing, nodes are also responsible for data forwarding and routing in a
hop-by-hop manner towards a sink

e Nodes may be prone to failures due to harsh environments and energy constraints
depending on use cases and stakeholders’ requests

e Nodes may be constrained in computational capacity, power supply and memory

e WSNs are data-centric networks

These major differences—especially those due to the constraints—require the development
and use of special security protocols and algorithms to match the particular requirements
of a WSN. Often, the broad range of real-world WSN-based applications even leads to
the development of scenario-specific security protocols, schemes or frameworks, such as
surveillance of coal mines [37], smart vehicular systems [38], e-health applications [39,40],
or underwater acoustic networks [41]. Nevertheless, WSNs are networks, and security
in networks is designed according to well-known security goals or security fundamentals
requested by stakeholders. Selected important security fundamentals are described in the
following.

Confidentiality becomes important in case of transmitting sensitive data (e.g., IP ad-
dress, phone number, location, bank account). It defines a set of rules that limits the
data access to authorized entities or persons [48]. Thus, attackers cannot gain informa-
tion such as secret keys or knowledge such as traffic analysis [2,8,9]. Confidentiality is
seen as the most important security fundamental in networks, and is usually achieved
through encryption [8,19,48].

Integrity is the assurance that the data exchanged between two entities have not been
changed during transmission, either intentionally by unauthorized entities or by accident.
Necessary measures such as file permission or access control must be taken to ensure
that data cannot be modified by adversaries. Control mechanisms can for instance in-
clude checksums in the data packets for integrity verification. Thus, integrity ensures the
recipient of data that they have arrived in their original state. [1,6,9,19,23,48]

Authentication provides a method of identifying an entity in order to ensure that the
other end of a connection is the entity that is claimed [9,19,49]. This ensures that the
data used for further processing originates from the correct source [10,19]. Two-way
authentication is an authentication in both directions, i.e., both ends of a connection
authenticate to each other, ensuring that sent data originated from the claimed entity
and reached only the intended entity [23].

Authorization is the process by which entities are equipped with rights to access services
and information in the network. Usually, authorization occurs within the context of
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authentication, as after an entity has authenticated it must first gain authorization to
participate in the network and access or provide information. In the context of WSNs
this ensures that only permitted sensors can provide information in the network. [5,49]

Availability in the context of networks is the guarantee that legitimate entities can
always obtain information reliably and enjoy a smooth operation of the network [1,6,48].
Availability is mainly targeted at Denial of Service (DoS) attacks where the network
should uphold its functionality despite such attacks [9]. Measures include redundancy,
use of cloud services, failover, and also appropriately maintaining hardware and software,
which ensures availability in normal operation when no attack is carried out [48].

Freshness ensures the recipient of data that they are the most recent one [6,8]. The main
purpose is to ensure no old messages are replayed by an adversary who resends previously
intercepted data packets [5,6,8,9,10,19,23]. One distinguishes between key freshness and
data freshness, where key freshness guarantees communicating entities that their key used
for encryption is the newest and has not been reused [19]. The remainder of this FA will
use the term freshness only if the context is clear. A measure can be, for instance, to
include a nonce or some sort of time-based counter into the data packet [19].

Non-repudiation guarantees the recipient of a data packet that it has been sent from
the correct source, i.e., it proves the source of a data packet. Thus, the sender cannot
deny that he has sent the packet. A measure can be the integration of a unique signature
of the sender into the data packet. [5,9,23]

Depending on stakeholders’ requests, less or additional security fundamentals such as
access control, accountability, scalability, self-organization, time synchronization or secure
localization can be considered in the design of network security [1,8,11]. Moreover, the
security fundamentals can be weighted differently according to those requests.

2.3 Attacks in Wireless Sensor Networks

This section introduces basic knowledge of reported attacks on WSNs based on [1,2,5,8,
12,13]. Attacks can be generally categorized based on goal, performer, layer or security
fundamental [8,12].

In goal-oriented attacks one distinguishes between passive and active attacks. Passive
attacks are mainly directed against confidentiality where an adversary, for instance, in-
tercepts data packets or eavesdrops on communication between two entities. In active
attacks, an adversary takes active measures to gain control over the network or to im-
pair its proper operation. Examples of active attacks include Denial of Service (DoS),
Man-in-the-Middle (MITM), Sybil, impersonation, and masquerade. [8]

In a performer-oriented categorization one distinguishes between inside and outside
attacks. In inside attacks, an adversary has managed to successfully bypass or acquire
authentication and authorization, and now has legitimate nodes in the network from
which attacks such as misrouting or eavesdropping can be started. In outside attacks, an
adversary starts attacks outside the network without having previously obtained a security
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relation with the network. Examples include passive eavesdropping of the transmission
or signal jamming. [§]

Network architectures are organized in layered forms. WSNs typically use a simplified
model of the standard OSI reference model: physical, data link, network, transport and
application layer [5,8]. Attacks can be performed on each layer and can therefore be
categorized according to these layers [8]. Summarizing [5,7,8,12,13] on layered architecture
and their attacks in WSNs:

e The physical layer is mainly responsible for selection and generation of carrier fre-
quency, signal detection, modulation and demodulation, encryption and decryption,
and data transmission. Typical attacks on this layer are jamming, tampering, node
capture, node insertion, and eavesdropping.

e The data link layer ensures a reliable point-to-point or point-to-multipoint connec-
tion, or in the context of WSNs node-to-(multi)node. In detail, the layer multiplexes
data streams, detects data frames, accesses medium and performs error control. At-
tacks include collision, channel and battery exhaustion, unfairness, traffic analysis,
and monitoring.

e The main task of the network layer in WSNs is routing. In WSNs typically all
nodes are responsible for routing. Moreover, data packets are routed in a hop-by-
hop fashion towards a sink. This is why many attacks, especially DoS attacks,
are possible on this layer: Spoofing, replay routing control messages, misdirection,
flooding (HELLO and ACK), homing, wormhole, sinkhole, blackhole, selective for-
warding, eavesdropping, Sybil, or Byzantine.

e The transport layer maintains end-to-end connections: reliability of data transmis-
sion or congestion control are typical functions of this layer. Attacks include flooding
(connection requests), desynchronization, session hijacking, MITM, and imperson-
ation.

e Providing software for various applications or responsibility of traffic management
belong to the application layer of WSNs. Repudiation or data corruption are typical
attacks on this layer.

Finally, attacks can also be categorized after security fundamentals introduced in
Section 2.2, e.g., attacks on confidentiality, authentication, integrity or availability [12].
The Denial of Service (DoS) attacks describe a big group consisting of diverse attacks
which is directed against availability [12]. In DoS attacks, adversaries attempt to dis-
rupt or reduce expected network functionalities, or even destroy the network [13]. Since
a WSN may be deployed in an open field freely accessible for adversaries—often in a
critical scenario such as medical monitoring or battlefield surveillance—DoS attacks are
a high risk and need to be taken care of when designing security in WSN [13]. Typi-
cal DoS attacks are jamming, tampering, collision, exhaustion, unfairness, neglect and
greed, misdirection, blackhole, sinkhole, wormhole, flooding, desynchronization, and re-
play [2,13]. Table 2.1 links security fundamentals introduced in Section 2.2 to selected
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attacks ordered by layer [4,5,8,13]. The security fundamentals are abbreviated as fol-
lows: Co = Confidentiality, In = Integrity, Ae = Authentication, Ao = Authorization,
Av = Availability, Fr = Freshness, and Nr = Non-repudiation. A cross indicates that the
attack can be prevented if the designer of the WSN security implements the corresponding
security fundamental(s).

Table 2.1: Link table of security fundamentals and selected attacks ordered by layer
’Layer Attack \Co\In\Ae\Ao\AV\Fr\Nr‘
Physical Jamming X

Tampering X
Node capture X
Node insertion X X
Eavesdropping X
Data Link  Collision X
Exhaustion X
Monitoring X
Network Spoofing X
Replay X
Misdirection X
HELLO flood X
Homing X
Wormbhole X
Sinkhole X
Blackhole X
Sybil X
Transport Desynchronization X
Impersonation X
Application Repudiation X
Data corruption X




Chapter 3

Classification scheme

The task of this FA is to analyze the landscape of WSN-related security protocols and
algorithms published in the period from 2012 to 2017, and propose a classification scheme
based on the gained overview. Finally, the classification scheme is exemplarily evaluated
with selected protocols and algorithms in this period by an in-depth security analysis with
regard to the security fundamentals introduced in Chapter 2. The analysis and exemplary
evaluation are presented in Chapter 4.

The search for journal papers in which security-related solutions for WSNs are proposed
was done at Elseviers ScienceDirect [50], IEEE publication database [51], Hindawi [52],
and SpringerLink [53]. The search terms were primarily “security WSN”, “security wireless
sensor networks”, “survey security wireless sensor networks”, and “security constrained
networks”. Surveys on security in WSNs as well as several other summarizing journal

papers served as sources for security protocols and algorithms [10,12,14,15,16,17].

Collecting over 160 journal papers in the period from 2012 to 2017 (date of publication or,
if no date of publication is stated, date of acceptance by the publisher) from the aforemen-
tioned databases and surveys, and reading through their abstracts provided a sufficient
overview for a classification. The broad range of security-related approaches did not allow
a grouping based on specific parameters or properties, as the proposals were too diverse
and often do not specify the same parameters or consider different properties. Instead,
mastering the heterogeneous security approaches lead to a fine-grained subject-based clas-
sification scheme to which proposed protocols and algorithms are concerned with. Journal
papers concerned with security in WSNs can be attached to several categories according
to their subjects covered. The elaborated categories, derived from the over 160 collected
journal papers, are listed and described from the gained overview in the following as 1 to
11.

Category 1: Routing protocols Nodes in a WSN are responsible for routing data
packets in a network which can be very volatile in its architecture and vulnerable due to
many attacks. Since nodes in many scenarios also must be self-organizing after deploy-
ment and often may be randomly deployed in a field of sensing, working out routes to a
demanded end-point is a very hard task. This category presents secure routing protocols
for various deployments, network architectures, mobility concepts, and attack scenarios.
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Category 2: End-to-end security Data recorded from a sensor node has to be trans-
mitted to an end-point where it is further processed or needed. As these data are sent
in a hop-by-hop fashion and routed through several to many intermediate nodes in the
WSN;, confidentiality and integrity of data between the two ends—either within a single
WSN or an end in the WSN and the other end outside—has to be guaranteed. Journal
papers in this category are concerned with the end-to-end (E2E) security topic area.

Category 3: Key establishment, exchange and management In order to provide
confidentiality in a network, a communication channel between entities must be secured.
This is mostly done with encryption for which a key is needed. This can either be a
shared secret key (symmetric encryption), or a public and private key pair (asymmetric
encryption) for encryption and decryption. But keys need to be distributed first securely
between entities before a secure data exchange can take place. In this category, journal
papers are listed which are concerned with the secure key establishment, exchange and
management.

Category 4: Node and entity authentication In order to establish a communica-
tion channel between nodes within a WSN or between a node inside the WSN and an
entity outside the WSN, both should be sure of the counterpart’s identity before data
is exchanged if the security fundamental authentication is requested by stakeholders to
prevent several attacks, as shown in Table 2.1. In this category are proposals of authen-
tication schemes for the node/node and node/entity scenarios.

Category 5: User authentication In many scenarios an end-user is interested in the
sensor data. Examples of these end-users could be professionals such as doctors interested
in the medical data of their patients or security employees monitoring a facility or public
places. These end-users should authenticate on nodes from which they seek sensor data,
so sensitive data are not released to unauthorized users. Thus, this category is concerned
with end-user authentication aspects.

Category 6: Node registration Depending on stakeholders’ requests of self-orga-
nization, nodes must form a network on their own after initial deployment in the field
of sensing. To enable this, nodes have to register on the network in order to be part
of it. Moreover, in many cases it is necessary that an existing and running network is
expandable by additional nodes. Such nodes also must first register in the network to
extend it. This node set-up in the WSN has to be done in a secure way, such that no
malicious node inserted and controlled by an adversary can participate in the network.
Schemes to support this set-up process securely are in this category.

Category 7: Data aggregation Because WSNs are constrained in terms of band-
width and possibly their overall lifetime, one is interested in minimizing the traffic on
the network. Additionally, WSNs are data-centric, which leads to the process of data
aggregation as described in Section 2.1. However, this process violates at first glance
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confidentiality of data in E2E, since data has to be decrypted first in order to be able
to aggregate data at intermediate nodes. This category includes schemes which provide
secure data aggregation while ensuring E2E confidentiality.

Category 8: Header compression Classic and well-known security protocols such as
DTLS or IPsec/ESP are very heavy in terms of size as they are not designed to fit con-
strained networks [42,43,44]. This can cause high traffic in a network that is constrained
in possibly low bandwidth or high packet loss rate. Thus, one is interested in minimizing
the headers of such protocols to be more lightweight but offering an equivalent or the
same security level as the original. Proposals concerned with header compression are in
this category.

Category 9: RFID-related security Passive RFID tags are highly constrained in
computational capacity, memory and lack of power supply. Overall, this makes the use
of classic security protocols and algorithms impossible for passive RFID tags. Neverthe-
less, very important security fundamentals such as confidentiality or authentication may
be requested by stakeholders. Journal papers in this category propose tailored security
protocols and algorithms for RFID.

Category 10: New or enhanced ciphers Well-known asymmetrical ciphers such as
RSA may be too heavy for use in WSNs as they require high computational capacity, lots
of memory, and produce large data packets due to long keys [3,14,18,23,45]. However, an
asymmetric encryption may provide much stronger confidentiality as symmetric encryp-
tion approaches [23,45]. In this category, journal papers are proposing new or enhanced
lightweight ciphers for constrained networks.

Category 11: Further security-related journal papers This category comprises
all journal papers that:

e Do not propose a security protocol or algorithm, but rather are general security
related in WSNs (e.g., surveys, journal paper overviews, attacks overview, new pos-
sible attacks)

e Propose a security solution for a too specific real-world scenario
e Only look at a very detailed security issue and propose a solution for it
e Are in total too few on a same security-related subject in WSNs

e Propose only an approach which is too generally formulated
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Chapter 4

Analysis

This chapter provides an exemplary evaluation of the proposed subject-based classification
scheme introduced in Chapter 3, which was derived from over 160 collected journal papers
in the period from 2012 and 2017. The evaluation is done through an in-depth security
analysis of selected protocols and algorithms from the collected journal papers, with regard
to the security fundamentals introduced in Chapter 2. Finally, the elaborated results
are presented in a comparative table at the end of this chapter. The evaluation is done
exemplarily for the categories 1 to 4, i.e., “Routing protocols”, “End-to-end security”, “Key
establishment, exchange and management”, and “Node and entity authentication”, since
this FA is limited in time and scope, and these categories are four of the most important
subjects on security in WSNs and therefore provide many journal papers. Each category
has four proposals from different journal papers to ensure the number of representatives

of the categories is balanced.

The journal papers with security-related proposals in the aforementioned categories were
almost randomly selected so that they are interchangeable. In the first place, they serve
to provide an exemplary evaluation rather than an overview of security protocols and
algorithms between 2012 and 2017. The proposals from journal papers [32] (PAuthKey)
and [25] (TinyDTLS), as well as from a book chapter in [3] (TinyTO) were mandatory by
the supervisor Corinna Schmitt as they were developed or co-developed by her.

Note that some categories are not concerned with all security fundamentals introduced in
Section 2.2. For instance, the category “Node and entity authentication” is only concerned
with authentication. This is because other security fundamentals are not implemented
by this category. Moreover, proposed protocols or algorithms in journal papers can cover
several categories, e.g., “End-to-end security”, “Node and entity authentication” as well
as “User authentication”. However, this is discussed individually at appropriate points in

the following sections or in the analysis of the individual protocols and algorithms.

The following assumptions were made in the analysis of the 16 algorithms and protocols
regarding the security fundamentals:

e As explained in Section 2.2, and showed in Table 2.1, an encryption as well as a
proof of resistance against eavesdropping attacks always provides confidentiality.

13
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A Message Authentication Code (MAC) included in the data packet guarantees that
the proposal ensures integrity [30].

e Asymmetric cryptosystems provide authentication in a natural way through the
private and public key pair. This is because the decryption of a received message
can only be successful when the message was encrypted by the sender, since his key
is private [20].

e As mentioned in Section 2.2, a data cloud or redundancy in the network implies
that the security fundamental availability is given. Moreover, as explained in the
same section, if the proposal is to be proven generally resistant against DoS attacks,
it also ensures availability.

e Section 2.2 linked the resistance against replay attacks with the guarantee of fresh-
ness (data or key depending on the context). Also mentioned in the same section,
a nonce or a time-based counter included in the data packet also ensures freshness.
Moreover, the use of a unique sequence number in data packets guarantees freshness
as well [23].

e A unique signature added in data packets prevents repudiation, thus, guarantees
non-repudiation, when included in the data packet as mentioned in Section 2.2.

In Sections 4.1 to 4.4 follows the detailed security analysis of selected protocols and al-
gorithms. Table 4.1 summarizes these results in a comparative table. In this table,
the year refers to the date of publication or the date of acceptance by the publisher if
the date of publication is not stated. “Cat” refers to the main category to which the
proposal is concerned, and “Ad Cat” lists all additional categories to which the pro-
posal is also concerned. “Ad Cat” can be empty, meaning that the journal paper is only
concerned with the main category. The abbreviations used in the table for the cate-
gories introduced in Chapter 3 are as follows: R = Routing protocols, E2E = End-to-
end security, K = Key establishment, management and exchange, NA = Node and en-
tity authentication, U = User authentication, NR = Node registration, and A = Data
aggregation. The security fundamentals introduced in Section 2.2 are abbreviated as fol-
lows: Co = Confidentiality, In = Integrity, Ae = Authentication, Ao = Authorization,
Av = Availability, Fr = Freshness, and Nr = Non-repudiation. Finally, following sym-
bols were used in the table: “y” means the security fundamental is supported by the
proposal, “n” means the security fundamental is not supported by the proposal, an empty
cell means that no statement is made in the journal paper or no clear derivation could be
made with the assumptions concerning the security fundamental (i.e., an empty cell means
N/A), and “~” means that the security fundamental is not applicable in the category or
in the proposal.

4.1 Category 1: Routing protocols

In [20], a digital signature-based multipath routing protocol called EENDMRP (En-
ergy Efficient Node Disjoint Multipath Routing Protocol) is proposed. Confidentiality is
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ensured through the use of the digital signature cryptosystem. This cryptosystem uses
the MD5 hash function to generate digital signatures and the RSA algorithm to generate
private and public key pairs. The use of this cryptosystem also ensures authentication,
integrity and non-repudiation.

[21] proposes a secure routing protocol called SR3 (Secure Resilient Reputation-based
Routing), which is designed as a reinforced random walk. Confidentiality is guaranteed
through the use of symmetric encryption. Integrity is ensured by the comparison of
the hash of a nonce. The use of nonces in data packets should furthermore guarantee
freshness. Hash functions and nonces are also used in the proposed protocol to determine
the message’s authenticity, providing thus authentication.

In [22], a secure location-aware geographic routing scheme based on received signal strength
for flat WSNs is proposed, called SGOR (Secure and Scalable Geographic Opportunistic
Routing). Confidentiality is ensured through symmetric encryption. Integrity is ensured
by the protocol because nodes which have sent a packet afterwards listen to the channel
in order to intercept the same packet when the next nodes forward it to their next hop
nodes, and check if the packet somehow has been modified. The authentication is done in-
directly with the comparison of known location and received signal strength of the node’s
neighborhood nodes. This process verifies the authenticity of nodes. Availability is given
as the protocol implements redundancy through multicast routing. Freshness should be
given because it uses timestamps and is secure against replay attacks.

[23] proposes Secure Hierarchical and Role based Routing Protocol (SHaRP) in which
the focus lies on the routing process in WSNs. But the proposed framework also includes
node registration and authentication, covering thus the categories “Node and entity au-
thentication” and “Node registration”. The protocol therefore implements authentication.
Moreover, the proposal includes key establishment and management functionalities as
well as secure data aggregation at cluster heads. Therefore, SHaRP covers also the cate-
gories “Key establishment, exchange and management” and “Data aggregation”. SHaRP
ensures confidentiality through encryption with a combination of symmetric and asym-
metric cryptography. Integrity is ensured through the use of MAC. Availability is ensured
because the authors proved that their framework is resistant against DoS attacks. Data as
well as key freshness is guaranteed by the use of a unique sequence number and periodic
key refreshing respectively. A unique signature integrated in each data packet ensures
non-repudiation.

4.2 Category 2: End-to-end security

Three of the selected four proposals in this group implement the Datagram Transport
Layer Security (DTLS) protocol in the transport layer, which is based on TLS to guarantee
a secure E2E communication in the [oT context. The fourth proposal relies on the DTLS
protocol. DTLS is a handshake protocol, that is, the keys for encryption as well as the
cryptosystem is negotiated between two entities—in the case of DTLS between server and
client. Thus, DTLS guarantees in any case confidentiality as it defines the encryption for
the upcoming communication. Moreover, DTLS uses MAC in data packets ensuring also
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integrity in any case. DTLS offers three types of handshakes: unauthenticated (no entity
authenticates during handshake to each other), server side authenticated (only the server
authenticates to clients), and fully authenticated handshake (both entities authenticate
each other). However, all four examined proposals do not consider the unauthenticated
case, making all four ensuring authentication as well. [25,27,47]

Thus, checking the proposals for authorization, availability, freshness and non-repudiation
still remain. Although DTLS offers mechanism to defend replay attacks and thus, would
also ensure freshness, it is optional [47].

In [24], an architecture for E2E transport layer security in [oT is proposed. The architec-
ture is called ME2ECo0AP (Mediated E2E CoAP) and implements DTLS. It is based on
mutual authentication using Elliptic Curve Cryptography (ECC), which is an instance of
asymmetric cryptography. An Access Control server included in the architecture provides
authorization. The use of timestamps guarantees resistance against replay attacks and
thus, ensures freshness.

[25] proposes a two-way authentication scheme called TinyDTLS in the IoT context,
which implements DTLS. The paper’s focus is on secure E2E communication by using a
scheme based on the RSA cryptosystem. TinyDTLS implements the fully authenticated
DTLS handshake. Authorization is given through the use of an Access Control server as
a trusted entity. The authors explicitly rely on other schemes to guarantee availability,
meaning availability is not ensured by the proposal.

In [26], an architecture for E2E security in IoT called OSCAR (Object SeCurity AR~
chitecture) is proposed. The architecture does not implement DTLS, but rather assumes
that an authenticated DTLS connection is already established. OSCAR uses keys for en-
cryption derived from Access Secrets which are provided by Authorization Servers. Thus,
authorization is given through these servers. Availability is indirectly given because the
architecture includes a cloud or in-network proxy servers. Freshness is ensured in OSCAR
because the authors suggest updating Access Secrets over time so used message IDs do
not wrap up. This causes the architecture to be resistant against replay attacks. The use
of digital signatures ensures non-repudiation.

[27] implements DTLS again based on AES and ECC. It proposes an architecture for a
secure E2E communication called SecureSense in which CoAP is used as an application
layer. Availability is indirectly given through the integration of a cloud. The use of an
ECC signature should guarantee non-repudiation.

4.3 Category 3: Key establishment, exchange and
management

In this category, the context of the security fundamentals refers to keys instead of data, i.e.,
key confidentiality, key integrity, key freshness, and authentication refers to authenticated
key exchange. The security fundamentals authorization, availability and non-repudiation
are not applicable in this category as it is not concerned with these security aspects.
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[28] proposes a distributed key exchange scheme for the Host Identity Protocol (HIP) in
the context of IoT, called D-HIP. It presents a scheme which offers the same security
as HIP but distributes the heavy cryptographic computation to less constrained nodes in
the neighborhood. As it only modifies HIP, confidentiality and integrity should still be
ensured, and HIP Base Exchange provides authentication. Key freshness is given through

the use of MAC.

[29] proposes an identity-based key management (IBKM) scheme for hierarchical WSNs.
The scheme also includes registration of nodes at the cluster head, covering thus the
category “Node registration”. Moreover, IBKM describes authentication between nodes
using the Bloom filter. Therefore, the scheme covers also the category “Node and entity
authentication” and ensures authentication. The scheme implements an identity-based
cryptosystem to establish session keys between nodes for an upcoming communication.
Thus, confidentiality is ensured. Freshness should be given through the use of timestamps.

In [30], a key establishment protocol for WSNs called DKEP (Disjoint Key Establishment
Protocol) is proposed. Each node is preloaded with a row and a column from a matrix.
After deployment, the indices of the preloaded row and column are exchanged between two
nodes which need to communicate. The symmetric key is then derived from the matrix
entries corresponding to the exchanged indices at both nodes simultaneously. This method
ensures confidentiality because only indices are transmitted and the key then calculated
at the nodes. Integrity is ensured through the use of MAC. The authors use Ruben Logic
to verify authentication. The use of timestamps furthermore guarantees freshness.

[31] proposes a key establishment scheme in the IoT context to enable running the DTLS
protocol on devices that have no previous security relationship with a server. The frame-
work is called S3K (Scalable Security with Symmetric Keys) and comprises two schemes
to establish a security relation between entities. The key establishment builds on a Trust
Anchor from which keys can be received such that the public key’s integrity as well as the
private key’s confidentiality and integrity is guaranteed. Key freshness is guaranteed by
the use of a sequence number to mark already used keys.

4.4 Category 4: Node and entity authentication

This category alone only serves and provides authentication, because all other security
fundamentals are not covered by this category. But most of the proposals do not focus
only on “Node and entity authentication”, although this category is their main focus.
Thus, proposals in this category have ensured authentication and depending on other
security subjects they might cover, additional categories can be attached and therefore
additional security fundamentals are also possible.

[32] proposes an authentication scheme in the IoT context called PAuthKey (Perva-
sive Authentication and Key), which considers authentication not only between different
entities inside and outside a WSN, but also end-user authentication, covering therefore
also the category “User authentication”. Moreover, the proposal includes a key estab-
lishment scheme and provides a node registration phase. Thus, the scheme also covers
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the categories “Key establishment, exchange and management” and “Node registration”.
PAuthKey builds upon an existing secure DTLS connection. Hence, integrity and con-
fidentiality are ensured, as mentioned in Section 4.2. As DTLS provides E2E security,
PAuthKey covers also the category “End-to-end security”. The protocol uses external
Certificate Authorities ensuring availability of the scheme. Also, the certificates provide
non-repudiation. Freshness is given through a random cryptographic nonce.

[33] proposes an Authentication and Key Management Scheme (AKMS) for WSNs. Thus,
as in Section 4.3 mentioned, authorization, availability and non-repudiation are not consid-
ered in the category “Key establishment, exchange and management”. But authentication
is guaranteed in the category “Node and entity authentication”. A network initialization
phase in AKMS covers also the category “Node registration”. The proposal uses symmet-
ric cryptographic primitives, ensuring confidentiality. Included MAC guarantees integrity.
Freshness is given as the scheme is proven to be resistant against replay attacks.

In [34], a watermark-based node authentication scheme called LoWaNA (Low overhead
Watermark-based Node Authentication) for flat WSNs is proposed. As this paper focus
only on authentication, it provides no other security fundamentals as mentioned at the
beginning of this section.

In [3], TinyTO is proposed, a two-way authentication scheme for loT-based constrained
devices. The authors take also E2E security into consideration by using ECC, covering
thus additionally the category “End-to-end security” and ensuring confidentiality. The
proposal provides integrity as well. Moreover, it is proven that the scheme is resistant
to replay attacks, yielding freshness. ECC is moreover responsible to generate signatures
which ensures non-repudiation.

Table 4.1: Analysis and grouping table for classification scheme

]Cat\Proposal \Year\Ad Cat \Co\In\Ae\Ao\Av\Fr\Nr‘
EENDMRP [20] | 2012 y | Y| Y y
R SR3 [21] 2013 y | Y| VY y
SGOR [22] 2015 y | Y| Y y y
SHaRP [23] 2016 | K/NA/NR/A v |y |y vy |y |y
ME2ECoAP [24] | 2013 y |y |y y y
E9R TinyDTLS [25] 2013 y |y | Yy y n
OSCAR [26] 2014 y | Y| Yy y y |y |y
SecureSense [27] | 2017 vy |y |y y y
D-HIP [28§] 2012 Yy | Y| Y - - y | -
K IBKM [29] 2014 | NA/NR y y - - y | -
DKEP [30] 2016 y | Y| Y - ~ y | -
S3K [31] 2016 y |y - - y | -
PAuthKey [32] 2014 | E2E/K/U/NR | v |y | ¥ y y 1V
NA AKMS [33] 2016 | K/NR vy |y |y - - y | -
LoWaNA [34] 2016 - | 1Y - - |
TinyTO [3] 2016 | E2E vy |y |y y |y




Chapter 5

Conclusion

This FA proposed a quantitative, not exclusive, subject-based classification scheme of
journal papers which are concerned with security-related issues in WSNs. The classifica-
tion scheme was derived from over 160 researched journal papers in the period from 2012
to 2017. The broad landscape of security-related approaches in WSNs—as the collected
journal papers showed—Ilead to a fine-grained subject-based classification scheme with
11 categories. The derivation of the scheme from the collected journal papers ensures a
complete and as detailed as possible classification of these journal papers by allowing a
journal paper to cover more than one category. The scheme was elaborated in such a
way that it remains open for further security-related journal papers on WSNs and for
future developments in the area of security in WSNs. Subsequently, the scheme was ex-
emplarily evaluated with selected 16 protocols and algorithms from the collected journal
papers from four different categories as their main category by an in-depth security anal-
ysis with regard to well-known security fundamentals, which were introduced and defined
in Chapter 2. The exemplary evaluation implies the necessary fineness, and the universal
adaptability of the proposed classification.

The classification scheme can be seen as a kit for developers what to implement depending
on the requirements of a specific WSN and stakeholders’ requests when designing security
in a WSN, an evaluation and comparison tool for different protocols and algorithms when
implementing security functions in a WSN; or can give a quantitative classified overview
of the broad landscape of security-related approaches in WSNs. Also, it can be a basis
for a more comprehensive future work as this FA was limited in time and scope.
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