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Zusammenfassung

In diesem Report geht es um die Entwicklung eines benutzerfreundlichen Userinterfases für
eine transparente Anfrage eines WSN Owners in WebMaDa. Der WSN Owner hat bereits
ein anderes Interface für seine WSNs. Dieses Interface wird nun durch einen weiteren
Knopf erweitert, nämlich Filtering Options”. Dadurch wird es dem WSN Owner möglich
sein zu sehen, welche Daten von den autorisierten Benutzern seines WSNs gepusht oder
gepullt werden. Die Optionen beim Filtern werden vorallem den User, das Datum, ob
Push oder Pull und die Daten selbst beinhalten. Die Entwicklung wird in HTML mit
Smarty fÃ¼r das Frontend und mit PHP im Backend, welches vorallem die Anfragen zur
MySQL Datenbank beinhaltet, stattfinden. Wenn nun ein WSN Owner die gewünschten
Filteroptionen gesetzt hat, kann er danach das Ergebnis in einem PDF abspeichern. Die
Evaluation der Arbeit wird durch einen Proof of Operability stattfinden.
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Abstract

This report is about the development of a user-friendly user interface for the transparency
request of a WSN owner in WebMaDa. The WSN owner already has different options for
his/her WSNs. This will be extended by another option: Filtering Options. Through this
interface a WSN Owner will be able to see what authorized users in his WSN pushed or
pulled. The filtering options will contain fields like user, date, if push or pull and data.
The development will be in HTML with Smarty for the front-end and PHP for the back-
end, which means for the queries to the MySQL database. When a WSN owner chose the
filtering options that fit his/her interest he/she can afterwards save the results to a PDF.
The evaluation will be through a Proof of Operability.
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Chapter 1

Introduction

1.1 Motivation

Due to the growth of the Internet and the device diversity together with their commu-
nication capability the Internet of Things (IoT) is a hot topic. The Internet of Things
is not limited to Peer-to-Peer (P2P) networks and devices like server, computers, and
routers any more. It also includes wireless sensor devices connected in a Wireless Sensor
Network (WSN) [1]. The application range goes from intelligent homes, logistics, health
care to environmental monitoring. All applications have in common a huge amount of
collector sensor data (e.g., temperature, brightness, humidity) under different operating
systems. The collected data also includes sensitive data and might be accessed by au-
thorized persons. Data owner have concerns on following the data flow, especially who
accessed which data and when. In order to address this transparency concern a solution
must be developed giving the data owners the opportunity to follow this data access.
The assignment this assignment will be built on is called SecureWSN [3]. It allows data
collection and visualization of data for constraint devices,. In the background a database
is running logging collected data and supporting the access management. In the Front-
end data owners have the opportunity to grant access rights and see collected data. The
already established solution has the drawback that collected data is stored in a database
in the back-end that can only be accessed by the database administrator who is a differ-
ent person compared to the data owner. Further, the data owner is only able to see his
collected data and granted rights to authorized users, but not when and which data was
accessed. Currently two graphical user-interfaces are in place where the data owner can
see his data. Those are CoMaDa [3] [5] and WebMaDa [4] that will undergo an extension
to address the aforementioned transparency request of data owners.

1.2 Description of Work

The task of this assignment is to develop a user-friendly solution addressing the trans-
parency request under WebMaDa. To reach this goal the following work needs to be done:
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2 CHAPTER 1. INTRODUCTION

First, it needs to be analyzed what information is stored in the existing database using
MySQL and how stored data is linked together, because for each network ten tables are
stored with interrelated information as described in [4]. Second, it needs to be analyzed
how to access this database in a secure manner and how data can be extracted and ported
to WebMaDa to display it to the data owner. This will include decision taking concerning
re-use/new creation of data transport solution and credential checks for the data owner.
Next, the access and data transfer solution will be designed and implemented combined
with a user-friendly GUI integrated in the existing WebMaDa. Important is that envi-
sioned functionality is only available to network owners and not to authorized external
viewers. This GUI needs to offer the data owner filtering options to request specified data
(e.g., What data did user X access? Who accessed data of sensor X?). The resulting
presentation of the data access should also indicate time-stamps of the access. Finally,
the developed solution will be evaluated concerning work flow, filtering, and performance.
The result of this assignment will be a user-friendly GUI extension for WebMaDa address-
ing the transparency request of data owners offering different filtering options allowing
specific information requests.

1.3 Assignment Outline

The rest of this assignment paper is structured as follows. Chapter 2 is about related
work where topics which are relevant to this work are looked deeper into. Chapter 3
presents the design decisions which are based on the beforehand chapter and contains
details about the user-friendly GUI. Chapter 4 will show the implementation process. In
chapter 5 details about the evaluation of the implementation will be given including a
Proof of Operability. The final chapter, chapter 6, is the conclusion of this work.



Chapter 2

Related Work

This chapter is about topics that are relevant for this work. It will make the reader
understand better where the idea of this work comes from, what is around it and how
it all works. The first focus lies on the Secure Wireless Sensor Network (SecureWSN),
which is a framework that is researched at the Communication Systems Group (CSG) at
the University of Zurich (UZH) [6]. The next main topics will be the main parts of the
SecureWSN, which are the Configuration, Management, and Data Handling Framework
(CoMaDa) and the Mobile Access and Data Handling Framework (WebMaDa). Further
also the existing WebMaDa database will be looked into.

2.1 SecureWSN

The SecureWSN started with the development of an efficient data transmission protocol
within a Wireless Sensor Network (WSN). When this was concluded with TinyIPFIX
the next step was to make the request of a user secure. Always having in mind to
re-use standards from IP networks three security options were implemented that have
authentication, session key agreement and being standard-based in common. They are
called TinySAM protocol, TinyTO protocol and TinyDTLS protocol. After this goal
was reached there had to be a GUI because in this time users like to configure things in
handsome ways. The GUI that was designed is called Configuration, Management, and
Data Handling Framework (CoMaDa). As the name suggests a user was able to configure,
manage and handle data through CoMaDa. CoMaDa has one drawback though because
the user is required to sit in front of the computer where CoMaDa is running. As this
framework is all about wireless sensors, this seemed like a contradiction and so a web-
based mobile access was designed and implemented which is called Mobile Access and
Data Handling Framework (WebMaDa). Through this framework authorized users can
access the data online. [2]
In Figure 2.1 and overview of the SecureWSN is given. WebMaDa can be found in the top
right corner with its server setup, below a closer view of CoMaDa, how the functionalities
are linked and how the data can be visualized and on the left side an data aggregation of
a node is shown.

3



4 CHAPTER 2. RELATED WORK

Figure 2.1: Overview SecureWSN [2]

2.1.1 CoMaDa

In CoMaDa a user can configure his/her WSN. In detail this means that nodes can be
added to a WSN, they can be programmed and updated. Also the network status is
always visible. The user has also the possibility to receive the data in a raw format or
let it visualize in a curve design [2]. The code of CoMaDa is written mostly in Java. The
project itself is called WSNDataFramework in Eclipse. CoMaDa has iteself a PostGreSQL
database which is more or less a copy of the WebMaDa database. The difference is that
in the CoMaDa database there are only the tables that are created for every WSN.

2.1.2 WebMaDa

As mentioned before CoMaDa had a drawback that it was not mobile. WebMaDa is
the missing extension to this drawback. It is accessible through webmada.csg.uzh.ch. In
WebMaDa it is possible to register a WSN that was created with the help of CoMaDa.
You can give other registered users push and pull rights on your own WSN. Other users
can also grant you rights to their WSNs. If you have the rights to pull data in a WSN you
can go so in WebMaDa. There you can select e specific node and what data you want to
pull, f.e. Humidity. What is selected can be added to a query which can be submitted if
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satisfying. If the network is up and running the data that you we’re looking for will be
shown. It is also possible, like in CoMaDa, to visualize the data.

2.2 MySQL Database

WebMaDa has a MySQL database. There are five tables that save common data. Those
tables are called ActiveWSN, which shows the WSNs that exist and their owner with
name, username and password; Admin; InvitationCode; Rights, which shows the user-
name that has rights on a certain WSN; User, which has personal information about the
users with fields like username, password, firstname, lastname, email and affiliation.
For every WSN that is registered through WebMaDa 10 tables are created. DATA,
TOPOLOGY, DataStream, Sensor, SensorToNodetype, DataRecord, Node, Report and
Response. In Figure 2.2 an overview of the tables is given. The ten tables that are created
for every WSN are in the box of ”For every WSN these tables are created”. There are
three tables in grey, which are decoupled from the rest which means that they have no
connection to another table via Primary Key, Foreign Key or shared keywords. In the
second box, which is called ”Common tables”, the tables that store common data are seen
in detail.
Overall keywords that are written in bold indicate a Primary Key. Keywords, which are
written in italic indicate a Foreign Key. There are also keywords that are written boldly
and in italic, which indicates a keyword that is both Primary and Foreign Key. Lines with
an arrow at the end show the relationship from Primary Key to Foreign Key. Dashed lines
however just show the relationship from the same keywords.
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Figure 2.2: WebMaDa database schema



Chapter 3

Design Decisions

This chapter shows the design decisions that were made and why they were made. The
main parts here are the filter options which were chosen and how this data can be printed
or be saved for later. The whole process of login, choosing a WSN and filter data is shown
in Figure 3.1.
Figure 3.1 has two main color themes. The blue bits are the path the user has to make,
like a navigation through the process. The green boxes show what is going on behind this
process.
The whole process starts with login in to WebMaDa. The login might be successful or not
however for this work it is only important if the user can log in. Through the navigation
steps listed in Figure 3.1 the user can navigate to the WSNs on which he/she is authorized
to push/pull. If the user chooses a WSN where he/she is not the owner of, it is not relevant
for this work. If the user is the owner of the chosen WSN he/she will see a new option:
Filter Options. In this option the user first has to select a username, a date range and if it
only should show results with push or pull or both. After the button with ”Show filtered
data” is pressed, the user will see the filtered data of the filter settings from before.
Concerning the green squares the first one is when the page is loaded. It will get all the
usernames of the user that are authorized to push/pull in the chosen WSN. The second
block shows the query to the database for the date range selection buttons. The query
result will be a date of the first and last action in the chosen WSN. When the button
”Show filtered data” is hit the query of the fourth block will be executed. The interesting
part in this query are the different cases listed and the table in the lower right corner.
Depending on the chosen filter settings this query will be different. If ”All users” is selected
by the user the query stays the same because we do not filter for a special user. Is one or
more user/s chosen the ”Specific user” case will be added for the right amount of chosen
users. If ”Push and Pull” is chosen we have the same case as for ”All users”. Is only
push or pull chosen the query will be extended accordingly with IsPull = False/True. In
the end this result will be sent back to WebMaDa and displayed in a table which can be
sorted, printed and saved as a pdf.
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Figure 3.1: Transparency flow
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3.1 Filtering options

The main goal of this work is to give the owner of a WSN more transparency of his WSN.
The important information that a WSN owner can get from this are who pulled or pushed
what and when. Therefore these options where chosen as filter options:

• User

• Push/Pull

• Date

• Data

For a better understanding a mockup of the website with the filtering options and the
resulting table was created (see Figure 3.2).

Figure 3.2: Filtered table mockup
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The first column has to be the WSN name because an owner can have multiple WSNs and
if he/she wants to compare data from different WSNs the name must be present in this
table. The username of the user, who made a request is also very important because when
this information would be missing looking at this data would be a lot more meaningless.
If the request was a push or a pull request is also fundamental. The date is important
because one might wants to know when data was pushed if something went wrong. The
last two columns show the value and what this value means. This is for showing what the
person, who made the request was interested in.

3.2 Filtered Data

After the table was filled with the requested filtered data, the user can also choose a
column on which the data should be sorted. For example the data could sorted by date
which would end in either the first date being the first entry or the first date being the
last entry. When the user is satisfied with the table it should be possible to either print
this table directly in the browser or save the table to a folder on the desktop. The file
will be named like WSNName Date Time. That way it is easy to sort the files if there
are more than one. The sorted files are sorted in WSN names and after that it is sorted
after date and time. This way a chronological order is provided. The header of the files
will also include WSN name, date and time because if the tables are printed they can still
be easily ordered.



Chapter 4

Implementation

This chapter is about how the idea of the work and the design decisions were implemented
in the live-system of WebMaDa. The structure is like the work process. First will be shown
how a new page and the GUI elements were made, filled through the database and then
read out again. After that the query to get the filtered data will be discussed. The next
point will show how the table is filled and how the table is made sortable and finally the
last part will be how the table is saved in a PDF.

4.1 Pre work

Before anything is displayed we are in the filtering.php file. There it is checked if you are
the owner of the WSN or not. Additionally several parameters like start date, end date
and WsnId are stored.

Figure 4.1: Function in filtering.php

11



12 CHAPTER 4. IMPLEMENTATION

Figure 4.2: Stored procedure to Figure 4.1

4.2 Adding a new option

As Filter Options were an addition and not an extension a new page only for the Filter
Options was needed. This was achieved by adding a button in the navigation.tpl file as
seen in Figure 4.1.

Figure 4.3: navigation.tpl with new button

In Figure 4.2 the result of the above written code in navigation.tpl can be seen. The new
button ”Filter Options” is added on the right-hand side.
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Figure 4.4: Filter Options button

4.3 GUI elements

In chapter 3 Design Decisions four options were chosen to be the options for filtering data.
These were:

• User

• Push/Pull

• Date

• Data

User: The WSN owner could possibly search for one single user or multiple specific user
but also for all users. Therefore the best solution to pick these options was a list where
the WSN owner can choose multiple users or just ”All users”. This list was created in a
new template file called filtering.tpl. This file resides with the other layout files in the
folder ”layout”. Figure 4.3 shows the code and Figure 4.4 show the result in WebMaDa.

In the same manner also a drop-down menu for the option to choose between pull or push
or both was added. Two fields were added for start and end date. Start and end date
can only be chosen in the range where the WSN existed. Also two buttons ”Show filtered
data” and ”Save filtered data” were added to the view. Concluded this resulted in the
view seen in Figure 4.5.
Apart from the visible elements on the page there are also two hidden elements. The first
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Figure 4.5: Users GUI element

Figure 4.6: Users code for GUI element

one is the text which is displayed when no data can be retrieved from a filtering. The
second hidden element is the table where the filtered data will be displayed in. This table
contains only the header at this point but will be filled dynamically later.

Figure 4.7: Finished filter options

4.4 The query and the table

In Figure 3.1 the next step is the huge query to the MySQL database. But before that
the filter options fields have to be read and stored.

SELECT Username, IsPull, TimeStamp, Value, Unit, SensorType
FROM XY Response, XY Report, XY Datarecord, XY Sensor
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WHERE XY Response.ResponseId = XY Report.ResponseId
AND XY Report.ReportId = XY Datarecord.ReportId
AND XY Datarecord.SensorName = XY Sensor.SensorName
AND TimeStamp >= startDate
AND TimeStamp <= endDate
+ different cases

In Figure 4.6 is the whole procedure from reading and storing the variables to sending the
data to a php file, where the connection to the database is establish, until getting back
the data from the php file and visualize it.
Lines 125 - 129 read and store the filter options. Line 131 describes the data container
that is sent via the ajax call. (Note: ldelim and rdelim describes a normal ”” and ””
but because smarty uses these parentheses for passing variables they can’t be used with
normal text.).
Lines 135 - 137 describe the ajax call setting. It is a POST call because we want to submit
the data from the filtering options. The url describes the path where this ajax call should

Figure 4.8: Show filtered data submit button
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go to, here it is another php file. The data that is ”posted” is the container parameters.
Here the ajax call is proceeding to the php file called filtering-gathering.php.
The file filtering-gathering.php is a very simple file. It has two main parts. The first part
is where the POST variables are checked and then they are saved. Then a function called
”GetFilteredData” is called. This function is as it suggests by its name to get filtered data
from the database. In this function we have four cases:

• Case 1: ”All users” and ”Push and Pull”

• Case 2: ”All users” and ”Push” or ”Pull”

• Case 3: Any user/s and ”Push and Pull”

• Case 4: Any user/s and ”Push” or ”Pull”

In MySQL it is not recommended to work with case statements, therefore for every case
a stored procedure was made.

Figure 4.9: Case 1 stored procedure

The Case 1 stored procedure looks like the base query because for ”All Users” and ”Push
and Pull” you don’t have to set an extra field.

The Case 2 stored procedure has the additional field for ”IsPull”because in this case ”Push
and Pull” cannot be selected and therefore we have to filter for either push or pull.

The Case 3 stored procedure doesn’t have the ”IsPull” field but one for the users. The
array of user that we get from the ajax call is prepared in the filtering-gathering.php file
to fit in a database query.

The Case 4 stored procedure is so to speak the normal case where not any special fields
like ”All Users” or ”Push and Pull” are chosen and therefore for every filter option there
is a field in the query.
When the query can be executed it will get back a table with the filtered data. This table
is returned to the ajax call under the success field on line 138. After that the array ”result”
is checked for its length to see if it is empty which means that the filter settings gave no
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Figure 4.10: Case 2 stored procedure

Figure 4.11: Case 3 stored procedure

Figure 4.12: Case 4 stored procedure



18 CHAPTER 4. IMPLEMENTATION

results. This can be the case if a person in the WSN has pull rights but never made a
pull and the filter options were specific for that person with the option pull. If that is the
case a short message will be visible that with these settings no data is available.
If ”result” is not empty the table that may already exists, is cleared and made visible.
After that an html string is built to dynamically load the html table. The newly created
string is appended to the table and the table is loaded as DataTable().

4.4.1 DataTables

DataTables [7] is a plug-in for the jQuery Javascript library. With this plug-in tables
can be easily transformed to sortable and nice looking tables. It also features a paging
functionality if the data set of the table is very large and a search bar to search the table.

4.5 HTML/Javascript to PDF

As seen in Figure 4.5 there is a second button next to the ”Show filtered data” which is
called ”Save filtered data”. This button is used to save the current view of the table to a
pdf. This is achieved with the plug-in jsPDF [8].

Line 169 - 173 is as before to read and store the filter option values. These are needed
again to write them to the header of the file. Line 175 initializes a new pdf. Lines 176
and 177 are to get the current date and time to write it to the file name later. Lines 184
-192 show how the header is written. The next line is how the html table is read. Finally
the last line is the saving of the file with the name structure of WsdId followed by date
and time.
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Figure 4.13: Save data submit button
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Chapter 5

Evaluation

The mean to proof that my work is correct will be a Proof of Operability. This is the
case because this is a web-based program, which means that it has hardly any limits in
resources and therefore measuring f.e. disk space would be useless.
Followed are a set of screenshot which show that the chosen filter options yield the correct
result.

Figure 5.1: Filter option F1

The filter options are: ”All Users” and ”Push and Pull”. As in Figure 5.2 can be seen all
authorized users are on the table with push and pull requests.

21
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Figure 5.2: Filter options result R1



23

Figure 5.3: Filter option F2

Figure 5.4: Filter option result R2

The filter options are: ”All Users” and ”Pull”. As in Figure 5.4 can be seen all authorized
users are on the table with only pull requests.
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Figure 5.5: Filter option F3

Figure 5.6: Filter option result R3

The filter options are: ”All Users”and ”Push”. As in Figure 5.6 can be seen one authorized
user is on the table with only push requests.
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Figure 5.7: Filter option F4

Figure 5.8: Filter option result R4

The filter options are: ”schmitt” and ”Pull”. As in Figure 5.8 can be seen only the chosen
authorized user is on the table with only pull requests.
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Figure 5.9: Filter option F5 and filter option result R1

The filter options are: ”schmitt” and ”Pull”. As in Figure 5.9 can be seen there are no
results for this query, which is true.

Figure 5.10: Filter option F6

Figure 5.11: Filter option result R6

The filter options are: ”nsilve” and ”Pull”. As in Figure 5.11 can be seen only the chosen
authorized user is on the table with only pull requests.
All tests yielded the correct result, which concludes my proof of operability.



Chapter 6

Summary and Conclusions

To WebMaDa an additional option for WSN owner in their own WSN was added. It is
called ”Filter Options” and was added as the last item of the list which only WSN owner
can see when they choose one of their WSNs. In this addition a WSN owner can choose
between users that are eligible for any action in their WSN or he can choose all of them.
It is possible to choose between ”Push and Pull”, ”Push” and ”Pull” which makes it easier
if the WSN owner is only interested in one type of data. The last option to choose from
is date. It is only possible to choose a date between the dates when the WSN had its first
and last pull. If all options are chosen, the WSN owner can press the button ”Show filtered
data” which will then generate a table with the filtered data. On a first appearance the
table can be sorted by any of the columns. If the WSN Owner would like to keep the table
he can press the other available button, which is called ”Save filtered data”. The PDF file
will be generated automatically and saved to the downloads folder of the browser.

The goals of the thesis where to upgrade the existing WebMaDa with a user-friendly GUI
with different filtering options to see who accessed what data when. This goal was fulfilled
with the new option in the interface called ”Filter Options”. As stated in the above section
there are different filtering options of which can be seen who accessed what data when.
The second goal was to design secure database access and receive specific data answering
the request from data owners and the implementation of it. The secure database access
was developed in PHP files according to other similar files in WebMaDa. Through the
PHP files five new stored procedures are called and executed which fulfils this goal. The
fourth goal was the evaluation. In this report the evaluation was given through a Proof of
Operability. In one WSN all the different test cases were looked at. The resulting tables
were all as the expected result which concludes the Proof of Operability.
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Appendix A

Contents of the CD

The attached CD contains the following files and directories:

• thesis.pdf: PDF of the thesis

• code: Files that are used on WebMaDa

• presentation: Final presentation
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