
Analysis of the Tangle in the IoT
Domain

Simon Bachmann
Zurich, Switzerland

Student ID: 14-709-893

Supervisor: Sina Rafati
Date of Submission: 1. Juli 2019

University of Zurich
Department of Informatics (IFI)
Binzmuhlestrasse 14, CH-8050 Zurich, Switzerland ifi

M
A

S
T

E
R

B
A

S
IS

M
O

D
U

LE
–

C
om

m
un

ic
at

io
n

S
ys

te
m

s
G

ro
up

,P
ro

f.
D

r.
B

ur
kh

ar
d

S
til

le
r



Bachelor Thesis
Communication Systems Group (CSG)
Department of Informatics (IFI)
University of Zurich
Binzmuhlestrasse 14, CH-8050 Zurich, Switzerland
URL: http://www.csg.uzh.ch/



Abstract

In der Distributed-Ledger-Technologie verwenden die meisten Implementierungen eine ein-
fach verknüpfte Liste als Kerndatenstruktur. Daher können Transaktionen nicht parallel
verarbeitet werden. Das Erhöhen der Blockgrösse oder das Verkürzen des Blockintervalls
ist keine nachhaltige Lösung. Darüber hinaus sind die Knoten im Netzwerk häufig zwi-
schen Knoten, die Transaktionen ausstellen, und solchen, die Transaktionen validieren,
getrennt. Die Kryptowährung IOTA versucht, diese Probleme mit einer gerichteten azy-
klischen Architektur zu lösen. Das Konzept von validierenden Knoten und Knoten, welche
die Transaktionen erstellen, gibt es in IOTA nicht. Stattdessen kann eine neue Transaktion
erst veröffentlicht werden, nachdem andere Transaktionen validiert wurden.

Dieser Bericht untersucht die Architektur von IOTA, ihre Stärken und Schwächen, mögli-
che Angriffsvektoren und ihre Verwendbarkeit für ein zukünftiges IoT- und DLT-Projekt.

In distributed ledger technology, most implementations use a singly-linked list as the
core data structure. Thus, transactions cannot be processed in parallel. Increasing the
blocksize or shorten the block interval is not a sustainable solution. Furthermore, the
nodes in the network are often separated between nodes that issue transactions and those
that validate transactions. The cryptocurrency IOTA tries to address these issues with a
directed acyclic architecture. The concept of issuing nodes and validator does not exist in
IOTA. Instead, a new transaction can only be issued after other transactions have been
validated.

This report investigates the architecture of IOTA, its strengths and weaknesses, possible
attack vectors and its usability for a future IoT- and DLT-project.
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Chapter 1

Introduction

1.1 Motivation

One of the biggest hurdles in distributed ledger technology (DLT) is the scalability issue.
Bitcoin handles around 7 transactions per second (TPS), Ethereum 15 TPS [2], Litecoin
56 TPS and Ripple 1500 TPS [3]. Higher transaction throughput is achieved with larger
block size. This is not a sustainable approach since the data that is stored in every node
of the network grows linearly to the networks block size and effectively forcing people to
leave the network with less storage and bandwidth capacity.

In order to compete with Visa’s 1600 TPS [4], increasing the block size is not enough.
The lightning network is one proposal to solve the scalability issue by creating off chain
transactions. However, it is not flawless because the funds are locked in payment channels
and the transactions to open and close such payment channels are still slow and expensive.
Ethereum is working on a solution that works similar to database sharding, where every
node is storing only a portion of all the transactions on the network. However, this
requires additional mechanisms such that nodes must not trust other shards in order to
verify transactions that are stored in other shards.

All the DLTs mentioned previously use a linked list as a core data structure. However, a
DLT created by the IOTA foundation uses a directed acyclic graph (DAG) called Tangle.
This fundamental difference brings several advantages compared to traditional DLTs.
However, there are other hurdles to overcome using a DAG architecture. The arguments
for and against a DAG architechture in a DLT is evaluated as part of this Master Basis
Module (MBM).

1.2 Description of Work

This MBM will be conducted as a research assignment along with a 30 minutes presenta-
tion. The following topics are to be analyzed, evaluated and discussed.

1



2 CHAPTER 1. INTRODUCTION

• A detailed analysis of the strengths and weaknesses of the Tangle’s architecture and
how it reaches its consensus. This also includes the problem of the coordinator and
the path to full decentralization. It includes a discussion about how suitable the
IOTA network is for a future project with Internet-of-Things (IoT) devices.

• Analysis of possible attack scenarios including the double-spend attack, large weight
attack and the parasite chain attack.

• The current status, process and intentions of the Qubic project is to be analyzed
which is IOTA’s solution for oracle machines and smart contracts.

1.3 Thesis Outline

This thesis is structured in six Sections. Section 1 focuses on the motivation of a dis-
tributed currency that uses a directed acyclic graph (DAG) instead of a singly linked list
as its core data structure. Chapter 2 familiarizes the reader with the current implementa-
tion of the Tangle. Section 3 concentrates on some of the attack scenarios that are unique
to the underlying data structure. Section 4 is about the current research topics done by
the IOTA foundation. An evaluation of the DAG architecture is conducted in Chapter 5,
which is followed by Chapter 6 where a summary and conclusions are drawn.



Chapter 2

The Tangle

This chapter covers the fundamental building blocks of the directed acyclic graph (DAG)
architecture of IOTA called Tangle [10].

2.1 Network Partition

The tangle does not know the discrepancy of validating nodes (miners) and issuing nodes
in a sense that Bitcoin does. Every node in the network issues and validates transactions.
A new transaction is what motivates nodes to validate and propagate transactions. Each
node calculates statistics about the activity of its neighbors. If a neighbor appears to
be lazy, it can be dropped. For this reason, a node in the network is incentivized to
participate in the network, even at times when it does not issue transactions.

2.2 Transactions

As there are no miners in the network, transactions are being validated by other nodes
that issue transactions themselves. In order to create a new transaction on the network,
a node does the following steps:

1. The node chooses two unconfirmed transactions (tips) according to a random walk
algorithm which will be described in more detail in Section 2.3.

2. The node is responsible for checking the validity of these two transactions. Conflict-
ing transactions are ignored.

3. A node has to perform a cryptographic puzzle in order to make the new transaction
valid. Similar to the Proof of Work (PoW) mechanism in Bitcoin, this puzzle is
solved with computational resources. The puzzle is defined by finding a nonce
such that the hash of this number concatenated with some data from the approved

3



4 CHAPTER 2. THE TANGLE

transactions results in a number smaller than some predefined constant. This puzzle
is necessary in order to prevent several attack scenarios which will be discussed in
Chapter 3.

The next section describes parameters which are necessary of the tangle. For all figures,
a box resembles a transaction and the directed edge between nodes illustrates the ap-
proval of a transactions. In order to understand the approval algorithm, the following five
parameters are defined for every transaction.

weight The weight of a transaction is defined by the amount of work that the issuing
node has invested in to this transaction. The weight of a transaction resembles its
importance. This measurement helps to prevent spamming and other attacks since
no node can create an abundance of transactions with meaningful weights within a
short period of time.

cumulative weight The cumulative weight of a transaction is calculated by the weight
of the transaction itself plus the sum of all transactions that directly or indirectly
approve this transaction. Figure 2.1 shows how the weight and the cumulative weight
change after the new transaction X is added, the smaller number denotes the weight
of a node and the bold number represents cumulative weight of a transaction.
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Figure 1: DAG with weight assignments before and after a newly issued transac-
tion, X. The boxes represent transactions, the small number in the SE corner of each
box denotes own weight, and the bold number denotes the cumulative weight.
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Figure 2.1: Cumulative Weight [10]

height The height of a transaction is the length of the longest oriented path to the genesis
transaction. In Figure 2.2, transaction G has a height of 1 due to the blue edge.

depth The depth of a transaction is the length of the longest reverse oriented path to
some tip. In Figure 2.2, transaction G has a depth of 4 due to the red approvals
from newer transactions F, D, B and A.

score The score of a transaction is the sum of weights of all transactions that are approved
by this transaction plus its own weight. The scores for transactions A and C are
shown with the circled number in Figure 2.2.
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Figure 2.2: Height, Depth and Score [10]

These parameters will play an important role when discussing tip selection in Section 2.3
and attack scenarios 3.

2.2.1 Different Types of Transactions

A transaction that facilitates a transfer of IOTAs or stores data on the tangle is a bundle
of transactions. Such a bundle is a combination of the following types of transactions:

Output transaction IOTA tokens are sent to another address. The value is always
greater than 0 and the address is different than the address issuing the transaction
bundle.

Input transaction with a positive value These transactions facilitate a transfer to a
new address in the sender’s wallet.

Input transaction with a negative value These transactions completely spend the
balance of that account.

Meta transactions These transactions have a value of 0 and make use of the signa-
tureMessageFragment to store data on the Tangle.

Each bundle is considered as atomic. Either all or none of the transactions are accepted.
Each transaction must provide its own PoW.

IOTA represents data according to the trinary numeric system. In comparison to binary,
a trinary system is more efficient in terms of computation and memory as it can represent
data in three states rather than just two. Hence, a transaction is also tryte-encoded where
each tryte consists of one of 27 characters.

A transaction in the IOTA protocol consists of 2673 tryte-encoded characters which are
equivalent to 1.59 kBytes. Every transaction type contains the same fields. The most
interesting fields are the following two.
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Message (2187 trytes) This field can be used for two purposes. In case of an input or
output transaction, this field contains the signature. In case of a meta transaction,
these trytes can be used for storing data on the tangle. If the data is larger than
2187 trytes, the data is split among multiple transactions and grouped together in
a transaction bundle. The tangle treats a transaction bundle just like a transaction.
It either accepts the bundle or rejects all transactions within the bundle. The tangle
explorer cannot search for a specific message. Instead, tags can be used to localize
desired messages.

Tag (27 trytes) This field is used to search for a transaction with a specific tag value.

Due to the design choice of quantum-resistant signature scheme, the protocol does not
allow spending multiple times from the same address. Thus, a simple transaction from
Alice’s wallet to Bob results in the best case in a transaction bundle of three transactions.
One for sending IOTA tokens to Bob, the second one for spending all the remaining IOTAs
in Alice’s wallet and a third one that is a meta transaction and holds the second part of
the signature. Thus, the actual size of a basic Alice-to-Bob transaction results in 8019
trytes (4.77 kBytes).

2.3 Tip Selection

Unapproved transactions are called tips. This section covers the reasons why the process of
selecting a tip is important for the network. In order to discuss the tip selection algorithm,
a simulation of the DAG architecture is characterized by the following two parameters.

Transaction rate λ Transactions do not arrive evenly throughout time. To model such
behaviour, a mathematical object called Poisson point process is used. The arrival
rate of transactions is specified by the parameter λ. The higher λ is set in the
simulation, the more transactions arrive within one time-unit. If λ is set to a really
small number, the graph grows in the form of a linked list as there is always just
one tip to be approved by a new transaction. Figure 2.3 shows a simulation, where
λ = 5. The tips are drawn as grey boxes.

Delay h As new transactions must perform computational work for spam prevention and
this computation is based on the selected tip of that transactions, there is a delay
between choosing the tips and publishing the transaction. This delay is defined by
the parameter h. For a device with less computational power, h will be larger than
for computers with higher processing power. The simulation in Figure 2.3 assumes
that d = 1 for every device that adds a new transaction. Thus, for example the
node issuing transaction 5 did not know about the transactions 1-4 when he started
with the PoW computation for transaction 5. The time difference to transactions
1-4 is less than d.
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Figure 2.3: Simulation with λ = 5 and d = 1 [13]

There is a possibility that one or both of the validated transactions might no longer be a
tip at the time of broadcasting the new transaction. The reason for this might be the slow
computation of the required PoW or bandwidth congestion. Thus, the tangle must also
accept transactions that approve already verified transactions. However, the tip selection
algorithm must avoid these lazy tips which point to older transactions. Confirming old
transaction is unwanted since it increases the branching factor of the graph and thus, it
increases the number of tips. Furthermore, lazy nodes do not help the network to grow
since no unapproved transactions are confirmed. In Figure 2.4, transaction 14 is added to
the network by a lazy node.

Figure 2.4: Lazy Tip [13]

For finding a tip, a node must walk from the genesis until it reaches an unconfirmed
transaction. The node has to choose between multiple possible paths. If the node chooses
the path solely based on the branching factor, transactions added by lazy nodes would
be selected with the same probability as any other transaction. Thus, the random walk
algorithm must be less biased towards lazy transactions. This is achieved by favoring
transactions that have a higher cumulative weight. The bias factor is defined with the
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parameter α. Setting α to a high value results in many unconfirmed transactions since
most approvers choose the same path to the tip. These unconfirmed transactions are left
behind and will never be accepted. Thus, determining an ideal value for α is crucial for
the usability of the network and depends on the transaction arrival rate, the PoW delay
of different devices in the network, network delay and the number of tips.

The method of setting a rule on how to find a path towards a tip is called a Markov Chain
Monte Carlo technique (MCMC) [16]. In a Markov chain, each step enforces a rule which
is defined in advanced and does not depend on the previous step. In the example of the
Tangle, each step is a node in the graph and the rules are the probabilities of the available
paths depending on the cumulative weights.

Figure 2.5 illustrates the simulation of a random walk algorithm. It is assumed that the
network delay is 1 time unit. Thus, the node that issues transaction 9 does not know
about transaction 7 and 8. As transaciton 6 confirms transaction 1, transaction 1 has
a cumulative weight of 2. Therefore, it is more likely to choose the path with a higher
cumulative weight.

Figure 2.5: Markov Chain Monte Carlo Technique

2.4 Transaction Validation

The transaction validation process is similar to Bitcoin’s unspent transaction output
(UTXO) model. An unspent transaction output is the output of a transaction that a
user receives and is able to spend in the future. Thus, the validating node must check all
previously made transactions of the sender address in order to verify a transaction. The
smallest unit of the underlying currency is also called IOTA. All IOTA are minted in the
genesis transaction and therefore, every IOTA can be traced back to genesis block.

Transactions cannot be seen as valid as soon as one approver has referenced it. Thus, a
new parameter is introduced called confirmation confidence. The confirmation confidence
for a transaction X can be calculated in the following way.
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1. The tip selection algorithm is run 100 times.

2. The number of tips that approve transaction X is counted.

3. Every tip is weighted by the likelihood that it will be accepted in the future.

4. The confirmation confidence of transaction X is the fraction of approving transac-
tions.

It is assumed that transactions are issued by a large number of independent entities, so
the process of incoming transactions can be modeled Poisson point process [10]. λ denotes
the rate of the Poisson process and it is assumed that it remains constant in time. At some
point in time, every new transaction will approve transaction X since all tips include a
path to transaction X. Thus, after the adoption period, the cumulative weight will grow
linearly with λ ∗ w where w is the average weight of a transaction.

time

cumulative weight

0

�

tan� = �

adaptation period

Figure 4: Plot of cumulative weight vs. time for the high load regime.
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Returning to (3) and dropping the last term on the right-hand side, we obtain that
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0.352

t

h

⌘
. (8)

Let us also remind the reader that after the adaptation period, the cumulative
weight H(t) grows linearly with speed �. We stress that the “exponential growth”
in (8) does not mean that the cumulative weight grows “very quickly” during the
adaptation period. Rather, the behavior is as depicted in Figure 4.

14

Figure 2.6: Confirmation Confidence and Cumulative Weight Growth [10]

In Figure 2.7, transactions with confirmation confidence of more than 0.95 have a thick
border. Almost any new honest transaction that is added to this tangle will confirm these
transactions (except lazy nodes with lazy tip selection). In the shown example, transaction
9 confirms all the red transactions and is confirmed by the blue transactions. There are
four tips in the shown simulation - 6, 10, 11 and 12. The confirmation confidence of
transaction 9 is 0.94 due to the fact that transactions 10, 11 and 12 have more importance
than 6. Transaction 4 has confirmation confidence of 1 since all tips have a path to
transaction 4 and therefore, there is no transaction in the network that does not confirm
this transaction.
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Figure 2.7: Graph Representation of the Confirmation Confidence

2.5 Permanodes, Common Nodes and Local Snap-

shots

A common node only stores transactions back to the last milestone set by the Coo or
with the introduction of IRI 1.6.0 [20], a node can manually adjust the time period for
making local snapshots. Whenever a milestone is reached, only the account balances are
stored in order to minimize the necessary storage requirements for a common node. Thus,
the message field and the tag field are dropped whenever a snapshot is made. In order
to access data from a previous checkpoint, a common node relies on permanodes. An
alternative is to subscribe to a specific tag. Whenever an incoming transaction features
this tag, the node stores it locally. This requires additional hardware with higher storage
capacity that monitor the tangle and store the desired data.

Permanodes are computers with large storage and bandwidth capacity that store the
entire history of the Tangle. At the time of writing this thesis, the Tangle grows nearly
3GB in size every week with a total size of 300GB since day one. A permanodes also has
the ability to make snapshots in order to reduce the size.

There are permanodes that offer a pay-per-request business model, where data from pre-
vious snapshots can be retrieved.

2.6 Coordinator

In the early stages of the Tanlge, the network is susceptible to several attacks. Some of
these attacks are discussed in Chapter 3. In summary, a user that controls a majority
of the hashing power can double-spend coins. Unlike in Bitcoin where a miner competes
with all other miners, in IOTA an attacker only competes with nodes that actively issue
transactions! Thus, in times where not many transactions are issued, an attack becomes
more feasible to execute.
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In order to protect itself against such attacks, the IOTA foundation operates a special
node called the Coordinator (Coo). This node has a checkpoint function. By issuing
periodically zero-value transactions, the Coo creates milestones. Every transaction that
is directly or indirectly confirmed by this milestone is considered as valid. The Coo is a
central entity in the tangle and manifests a single point of failure. The Coo is not able to
invalidate transactions from previous milestones. However, the node has several privileges
compared to a regular node.

1. The Coo can prioritize transactions.

2. The Coo has the ability to censor transactions by continuously not approving certain
transactions.

3. If Coo is attacked and no longer works, the entire network halts.

As such a central element is not desired in a decentralized system, the IOTA foundations
investigates in possible solutions to this problem. These solution statements are explained
in Section 4.1.
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Chapter 3

Attack Scenarios

This section covers some of the possible attack scenarios and how the Tangle can still
maintain consensus among honest users.

3.1 Double Spend

A double spend situation occurs when a user tries to exceed his account balance by
issuing two or more conflicting transactions. Figure 3.1 illustrates such a scenario. A box
represents a transaction. The dashed box inside represents the current state in the graph
but is not part of an actual transaction. In this simulation, Alice owns 15 IOTA but
issues two outgoing transactions with 10 IOTA each. Bob cannot approve both of Alice’s
transactions as they result in a negative account balance.

Figure 3.1: Double Spend Attack [15]

The solution to this problematic situation is the weighted random walk discussed in Sec-
tion 2.3. One of the two transactions will become heavier and the lighter one will be
abandoned. This implies that a confirmed transaction cannot be considered as valid as
soon as it has been approved for the first time.

Confirmation confidence is introduced in Section 2.4 and provides a measurement of what
percentage the network has directly or indirectly approved a transaction.

13
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3.2 Large Weight Attack

The large weight attack has the same intent as the double spend but actively tries to
invalidate a transaction with high confirmation confidence. This can be achieved by a
malicious user as follows.

1. A transaction is created and broadcasted that is intended to revert.

2. The malicious user waits until the receiver believes the transaction has a high enough
confirmation rate. The merchant ships the product/service.

3. The attacker uses its computational power and issues a double-spending transaction
with a large weight followed by many more transactions. This transaction does not
approve the first transaction and thus, they compete with each other for finality.

4. The bad actor hopes that the dishonest subtangle gains more cumulative weight
than the honest subtangle.

legitimate transaction

double-spending

Figure 5: The “large weight” attack

6. The attacker hopes that their dishonest subtangle outpaces the honest sub-
tangle. If this happens, the main tangle continues growing from the double-
spending transaction, and the legitimate branch with the original payment to
the merchant is orphaned (Figure 5).

In fact, it can be shown that the strategy of one large double-spending transaction
increases the attacker’s chances of being successful. In the “ideal” situation of this
mathematical model, this attack always succeeds.

Let W (n) be the time needed to obtain a nonce that gives the double-spending
transaction a weight of at least 3n. One may assume that W (n) is an exponentially dis-
tributed random variable with parameter20 µ3�n, where µ represents the computing
power of the attacker.

Assume that the merchant accepts the legitimate transaction when its cumulative
weight becomes at least w0, which happens t0 time units after the original transaction.
It is reasonable to expect that the cumulative weight grows with linear speed �w,
where � is the overall arrival rate of transactions issued on the network by honest
nodes, and w is the mean weight of a generic transaction. The typical total weight
of the legitimate branch at that time is w1 = �wt0.

Let dxe be the smallest integer greater than or equal to x, define n0 =
⌃

ln w1

ln 3

⌥
, so

that 3n0 � w1
21. If the attacker managed to obtain a nonce that gives the double-

spending transaction a weight of at least 3n0 during the time interval of length t0,
then the attack succeeds. The probability of this event is

P[W (n0) < t0] = 1 � exp(�t0µ3�n0) ⇡ 1 � exp(�t0µw�1
1 ) ⇡ t0µ

w1

.

20With expectation µ�13n.
21In fact, 3n0 ⇡ w1 if w1 is large.

16

Figure 3.2: Large Weight Attack [10]

This attack can only be carried out if the attacker has more computing power than all
the nodes that actively issue new transactions. In a well-established network with many
nodes issuing transactions, this is less of an issue. In the early stages, however, there are
not enough transactions passing through the network in order to be safe from such an
attack. Due to this reason, the IOTA foundation has put a coordinator in place which is
discussed in more detail in Section 2.6.

3.3 Parasite Chain Attack

The parasite chain attack also tries to convince the network to abandon a previously
confirmed transaction by biasing the tip selection algorithm. The attack works as follows:

1. The attacker creates a transaction branching off from the main tangle (MT). He
does not broadcast this transaction yet. This transaction is the red dot furthest to
left in Figure 3.3.
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2. Instead, he keeps adding new transactions to this local chain called parasite chain
(PC).

3. He makes sure, that he references the MT within the PC.

4. The malicious user creates a transaction on the MT which he hopes to get abandoned
by the network when he publishes the parasite chain. This transaction is the red
dot furthest to right.

5. The user waits until the transaction on the MT is considered as confirmed. During
this time he keeps building on the PC but can only reference transactions before
the double-spend transaction on the MT.

6. At this point, the bad actor broadcasts the parasite chain.

7. Furthermore, he might try to artificially inflate the number of tips on the PC.

The attacker’s intention is that new transactions reference the parasite chain such that
the MT will be orphaned. However, the tips on the parasite chain have a smaller amount
of cumulative weight, assumed the attacker has less computational power than the rest
of the network. Thus, in order to mitigate such an attack, it is important for the MCMC
selection algorithm to be biased towards transactions with a high cumulative weight. The
tradeoff for setting the bias is discussed in Section 2.3.

main tangle

parasite chain

good tips

lazy tips

Figure 6: Visual representation of the tip selection algorithm for honest tips, as well
as the parasite chain. The two red circles indicate an attempted double-spend by an
attacker.
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where ↵ > 0 is a parameter to be chosen30.

Note that this algorithm is “local”, meaning one does not need to traverse the tangle
back to the genesis to perform relevant calculations. In particular, observe that one
does not need to calculate the cumulative weights for the whole tangle. At most one
needs to calculate the cumulative weights for the sites that indirectly approve the
starting point of the walker.

To check that the algorithm works as intended, first consider the “lazy tips”.
These tips intentionally approve some old transactions to avoid doing verification
work (Figure 6). Even if the particle is on a site approved by a lazy tip, it is not
probable that the lazy tip would be selected because the di↵erence between cumulative
weights would be very large and Pxy would be small.

Next, consider this alternate attack style: the attacker secretly builds a chain
containing a transaction that empties their account balance to another account under
their control, indicated as the leftmost red circle in Figure 6. Then, the attacker issues
a transaction on the main tangle, represented by the rightmost red circle, and waits
for the merchant to accept it. The parasite chain occasionally references the main

30One can start with ↵ = 1.

21

Figure 3.3: Parasite Chain Attack [10]
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Chapter 4

Research Topics

Research topics that are actively ivestigated by the IOTA foundation are discussed within
this Section.

4.1 Coo-less Tangle

The coordinator-free Tangle is developed by a dedicated research team of the IOTA foun-
dation. There are three concepts proposed for a more decentralized network.

1. Node accountability is a reputation system built into the protocol, similar to
object reputation systems used in p2p file-sharing such as the Gnutella network
[9]. Such a protocol allows making judgments about the authenticity of incoming
transactions. The reputation of a node is lowered whenever a node attempts to
make a double-spend transaction or issues many re-attachments. Re-attachments
are used in IOTA when a transaction is left behind on a branch that is likely to be
abandoned.

2. As mentioned in Section 2.3, the tip selection algorithm is one of the main
difficulties in the network. Without the Coo, there are no milestones from which
the MCMC random walk algorithm derives. Thus, a new heuristic algorithm is
developed using backtracking from a recent tip until it reaches a transaction with a
high cumulative weight.

3. The Stars Concept is an idea that works with well-known, public and trusted
entities such as governments and corporations. These entities issue reference trans-
actions which are similar to the milestones issued by the Coo.

These approaches are implemented and tested on the so-called zero-value testnet (znet).
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4.2 Qubic

The Qubic protocol addresses the integration of smart contracts (SC), oracles and out-
sourced computation within the IOTA network. The following terminology helps to un-
derstand the aim of the protocol.

Qubic (QBC) The protocol receives its name from quorum-based (distributed) compu-
tation.

quorum A quorum is the minimum number of votes that a transaction/data must obtain,
such that is is considered as valid. The introduction of quorum-based computation
makes it more difficult for malicious nodes to falsify data as well as reduce noisy
data from faulty sensors.

qubic Besides the protocols name, a qubic is also referred to a packaged quorum-based
computation that occurs according to the Qubic protocol. One can think of a qubic
as a data/computation request or task on the tangle.

qubic owner The qubic owner is the node that issues the request (qubic). For every
qubic, a reward is defined. This reward is split among all nodes that enforce the
quorum result. This promotes honest behavior, as a node is not rewarded when
publishing a defective result.

(deliberative) assembly A group of oracles forms an assembly where all of its members
will process the same set of qubics. Each oracle will post its results for every qubic
on the Tangle. The assembly will decide on the true value of the requested data.
The threshold of the acceptance rate is usually set to 2/3.

Abra The IOTA foundation develops a functional programming language called Abra.
It uses the trinary number system in order to save disk space and computational
power.

The Qubic protocol is still in development and is not deployed on any testnet by date of
writing this paper.

4.2.1 Oracles

Oracles bring real-world data into the ledger. Difficulties that must be considered are
the Sybil attack and the classroom attack, where oracles copy the result of other oracles
without measuring the requested data.

Sybil Attack A single oracle could impersonate multiple oracles at the same time in
order to receive a larger cut of the reward. Such a Sybil attack is most likely
mitigated in the Qubic protocol by weighted voting. An oracle has a voting weight
according to the resources it used to solve a crpytographic puzzle (PoW) or according
to its stake in the network. These voting weights are set initially when a assembly is
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formed. However, it can be adjusted when new nodes join the assembly or when the
majority of the assembly agrees on a new resource test phase. During this phase, the
computational resources of each oracle are examined and the weights are updated
accordingly.

Classroom attack Results must be published in a commit-reveal schema, such that
oracles cannot copy the results from others without verifying the data.

4.2.2 Outsourced computing

Outsourced computing addresses the problem that not every IoT device is able to ex-
ecute computationally complex tasks due to memory, computational power and energy
availability limitations. As with oracle machines, outsourced computation is handled in
a decentralized way, with the Qubic protocol ensuring that the results can be trusted to
a high degree of certainty. The protocol allows anyone to request to run a computational
task without permission. On the other hand, any node can become part of an assembly
which will eventually be assigned to solve computational tasks.

4.2.3 Smart Contracts

Smart contracts facilitate, verify and enforce transactions on the underlying ledger tech-
nology without the need of a third party.

4.2.4 Qubic in Action

The following example illustrates how the three building blocks complete the Qubic pro-
tocol.

1. The car insurance and the driver establish a smart contract that contains variable
rates for different driving conditions. The cost depends on multiple factors. This
data can be retrieved in a distributed manner by issuing qubics such as a temperature
qubic, traffic jam qubic, etc.

2. Autonomous cars could act as a group of oracles (assembly) when deciding on
traffic congestion. If the quorum is set to 2/3 and 2/3 of the cars in a specific area
register a high degree of traffic the tangle registers this information.

3. Analyzing the data from the tangle might be computationally expensive. Thus,
a new qubic is issued for analyzing the different factors from the tangle and is
outsourced to a assembly that can compute this task efficiently.

4. When the result of the analyzing qubic is received, the smart contract automat-
ically pays the necessary amount for the car insurance according to the driving
conditions.
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4.3 Economic Clustering

Economic clustering is a theoretical approach for more scalability in terms of storage
requirements. It is inspired by global real-world economies. The global economy is divided
up into regional economies. These local economies coexist but do not influence each other.

When this concept of global economies is applied to IOTA, each of these local economies
represents a cluster. Clusters run their own tangle. Clusters are not compatible and one
can only transact within a cluster. Thus, there is a need for inter-cluster exchanges, which
are users or institutions that have funds in multiple clusters.



Chapter 5

Evaluation

As this paper is about the analysis and the evaluation of the potential of the tangle’s
architecture, this section focuses on the advantages of the protocol as well as the negative
aspects.

5.1 Coordinator

As described in Section 2.6, the current implementation of the tangle uses a special central-
ized node that marks milestones in order to protect the network against several attacks.
However, it creates a single point of failure which is not desired in a P2P network and
defeats the purpose of a P2P currency. The IOTA foundation is working on a coordinator-
free network. However, as long as the network runs in the current form, the entire network
is susceptible to attacks on the coordinator which can result in a halt of the entire system.

5.2 Anti-Spam Mechanism

The current implementation of the tangle requires a PoW for every issued transaction as
an anti-spam mechanism and to prevent the attacks described in Section 3.

Most of the time, nodes in the network only forward transactions and update the tangle
accordingly and thus, they do not provide security benefits by doing so. A node only
makes the network more secure when issuing new transactions. Thus, an attacker in
IOTA must only have a greater hash-power than all the incoming transactions within a
certain time period. This would allow him to create an alternative subtangle with higher
cumulative weight forcing other parts of the tangle to be abandoned.

This is a big difference to PoW blockchains where a miner tries to solve the cryptographic
puzzle before every other miner in the network. In order to have the same level of security
as Bitcoin, the IOTA network has to exhibit a similarly high network hashing power.
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However, one must note that the hashing power is much more distributed compared to
the Bitcoin network and make such an attack less likely, whereas in Bitcoin a 51% attack
would be possible if the three largest mining pools would cooperate [19].

Furthermore, as IOTA claims to become the network of IoT devices, PoW does not seem
to be a sustainable solution to the anti-spam mechanism. Lots of IoT devices run on
limited power and computation capacity. Outsourcing the PoW could be a solution but
then there is an overhead in maintaining additional hardware that solely computes PoW
in order to facilitate the transactions of IoT devices.

A solution based on the acquired stake in the network to prevent fraudulent behavior
would make more sense and might be included in the next big system update when the
coordinator-less protocol will be proposed.

5.3 Permanodes

As explained in Section 2.2.1, a transaction consist of 2673 trytes. However, due to the
signature schema in the protocol, a transaction from Alice to Bob is in the best case a
bundle of three transactions. This results in a minimum of 4.77 kBytes, whereas a Bitcoin
transaction is in average 0.6 kBytes [21] and a basic Alice-to-Bob Ether transaction is
about 0.1 kBytes [22]. Thus, storing the history of the tangle is more resource intensive.

The protocol supports local pruning called snapshots. This allows a node to discard all
transaction and only store the balances as well as the transactions from within a time
period. This period is set by default to 30 days [20]. When creating a local snapshot, the
field for the signatureMessageFragment and the tag is no longer stored. Thus, whenever
a node wants to access data transactions from before the last snapshot, it relies on per-
manodes. When receiving data from permanodes, there is no other way to check if the
data was not manipulated than asking several permanodes for the same data and compare
their response.

Storing data on the tangle is relatively cheap as one only pays for the PoW for every
transaction. Retrieving data from a permanode on the other hand will most likely not be
free since maintaining the entire history of the tangle requires a datacenter. In Ethereum
it is the other way around. One has to pay for storing data on the blockchain but reading
from the blockchain is free.

5.4 Economic Clustering

IOTA’s approach to solving the storage problem is economic clustering as described in
Section 4.3. This approach essentially deploys a new tangle for every cluster. The security
benfit of having many nodes confirming transaction does not exceed the borders of a
cluster. A new cluster can be compared to a hard fork in Bitcoin. When a network splits
and both networks coexist, the hash power is split among both chains and thus, they
become less secure than the original chain. The same applies to economic clustering.



Chapter 6

Summary and Conclusions

The fact that every node in the network that wants to participate has to confirm other
transactions, make the network more decentralized than most current blockchain imple-
mentations. The chosen signature scheme for quantum resistance makes sense with the
emerging technological advancements in this area.

However, the fact that the IOTA protocol uses PoW as an anti-spam mechanism makes
the network not practical for battery-powered IoT devices with low performance CPUs.

There are no solutions for the storage problem that do not affect the security of the
network. Using the tangle for decentralized storage has problematic incentive structures
as it is almost free to store but costs to read data. Furthermore, the tangle is prone to a
single-point of failure as the coordinator is operated by a single party.

Due to these reasons, the current implementation of the protocol has too many flaws to
build a real-world application which has to rely on the tangle.
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Abbreviations

MBM Master Basis Module
SC Smart Contract
MCMC Markov Chain Monte Carlo
DAG Directed Acyclic Graph
IF IOTA Foundation
IoT Internet of Things
UTXO Unspent Transaction Output
MIOTA Mega IOTA (Equivalent to 1 Million IOTA)
MT Main Tangle
PC Parasite Chain
TPS Transactions Per Second
Coo short for Coordicile
IRI IOTA Reference Implementation
CLIRI Cooridinator-Less IOTA Reference Implementation
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Glossary

IOTA IOTA is the name of the smallest unit in the crypto currency created by the IOTA
Foundation. Most exchanges use MIOTA which is equivalent to 1 Million IOTA.

Lazy Tips A node in the network which does not confirm the most recent transactions
creates lazy tips.

Tangle The underlying graph data sturcture in IOTA is called Tangle.
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