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Abstract

A trust based network is often liable of vulnerabilities. This study proposes a solu-
tion helps to keep track of changes made on the Internet of Things (IoT) data during
transmission using distributed hyper ledger (blockchain) and LoRa technologies. Unau-
thorized data manipulation in pollution detection systems is a huge problem these days,
which needs to be controlled. Through this study a solution is proposed to help store the
data into blockchain and an end to end encryption using LoRaWAN. A trigger from a
this reliable pollution monitoring system using Smart Contracts would help the pollution
measuring labs to spend less energy and money in the management of the IoT devices.

This work proposes an IoT- and Blockchain-based, distributed system, for automated
measuring, storing, and monitoring of water and air quality in environments such as
lakes, mountains, urban areas, or factories. Comparable state-of-the-art solutions require,
human interaction to access the data, or high power consumption, or space requirements,
or they are based on centralized architectures.

The proposed pollution monitoring system here employs LoRa to address the high power
consumption and long-range transmission challenges of IoT protocols with fully decentral-
ized way of storing and retrieving the data recorded by IoT sensors. Thus, data integrity
is provided without the need for a Trusted Third Party (TTP) and data is collected and
captured automatically without any manual operations needed.

Observations on the four different types of sensors for measuring Potential Hydrogen
(PH), Turbidity, Carbon monoxide (CO), and Carbon dioxide (CO2), revealed a high
accuracy with the expected time-lines of measurements, non-falsified experimental values
collected and used as a reliable evidence of presence of pollution in the environment (Air
and Water).
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Chapter 1

Introduction

1.1 Motivation

Increasing population and industrialization leads to increase in pollution, the overall pol-
lution scale is leading to the global warming and other major environmental hazards.
People are trying all the possible ways to keep the contamination in control and limit
the possibilities of pollution in all the forms, e.g., Carbon footprints in companies, using
renewable energies and limiting the use of highly corrosive and environment endangering
products. All most every countries and their government has always worked in this field
for lowering the pollution quotient [4].

The major contamination can be seen are in water and air. Depending on the type
of pollution there are many different techniques to handle it through identification and
treatment procedures. For an exact treatment it is very important to know the issues
clearly first. To differentiate among levels of contamination, there are some possible
ways to verify the contamination before declaring them. These are often the limits of
contamination declared by the municipal corporations of the area. Once the lab has
checked on the contamination they are supposed to be updating the record, these records
are then used for the treatment and in amendment of environmental laws. A central copy
of data is often vulnerable of corruption.

There are some cases of untrue data put in the public use has come in news through
out the years around the world. To minimize the risk of having an untrue central data,
Blockchain (BC) [2] concept can be very efficient.The thesis provides a prototype of a
similar Pollution Monitoring System (PMS) which allows the Labs and Internet of Things
(IoT) to store measured data in form of transactions and can be accessed publicly.

1.2 Description of Work

In this thesis, two of the main cases of pollution i.e, Water and Air Pollution are consid-
ered. It caters the identification and verification of water and Air pollution. The present
scenario has already been discussed in the earlier section 1.1.
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The communication methods used in the transmission of the gathered data are not always
trustworthy and if at all they keep the data consistent, it is very difficult to check for the
actual data and track the data corruption. There have been many similar case around the
world of data corruption in pollution control department, which pushes life of all resident
of the whole world towards polluted future. Because we do not have a correct data it
becomes highly risky to take decision for Human welfare. Small changes in the record
can lead to worst situation in future, so, it is very important to keep the data consistent.
This can be achieved if we have a centralized copy of the actual data for verification,
but if someone makes changes to the centralized data then we come to the same risk all
over again and this time the situation becomes even worst. The whole risks revolving
around centralized data hints the idea of using decentralized and distributed data storage
technique.

To achieve the benefits of a decentralized network without the trust issues in the network,
the concept of peer to peer network [1] can be a very useful. The BC according to Kosba,
Ahmed, et al.[2], can keep the correct data and can be verified at any point and from
anywhere, without the need of any special permission. The distributed replication nature
of BC, keeps the data corruption proof and far from identity theft.

A simple case can be seen as: A sensor is placed at a river bank, it has been enabled
to send the data to the internet services or direct into a BC and this data can be used
by labs and even updated after thorough check. The data is then used by the pollution
control board, which goes through many different channels.

The Sensors used in the identification process are vary crucial part of the whole system
and they can be classified depending on the Micropollutants [5] being identified using
them. The generally identifiable micro pollutants are, Pathogens- Coliform and E-Coli
Bacteria(Human and Animal waste) Inorganic Materials- Heavy metals(Arsenic, Mercury,
Copper, Chromium, Zinc, Industrial waste) Organic Materials- MBTE (Carbon chemicals)
Macroscopic Pollution- Contamination of water due to large object (paper, shipwrecks,
plastic) breakdown into water. Fertilizers- Chemicals increase count of Algae, which
reduces the oxygen and cloud the water. Multiple large scale sensors are available in the
market for identifying pH, dissolved oxygen (DO), oxidation-reduction potential (ORP),
conductivity (salinity), turbidity, temperature and dissolved ions (Fluoride (Fluoride (F-),
Calcium (Ca2+), Nitrate (NO3-), Chloride (Cl-), Iodide (I-), Cupric (Cu2+), Bromide
(Br-), Silver (Ag+), Fluoroborate (BF4-), Ammonia (NH4), Lithium (Li+), Magnesium
(Mg2+), Nitrite (NO2-), Perchlorate (ClO4), Potassium (K+), Sodium (Na+), sort of

contamination [5].

There are multiple other methods not using sensors explicitly to identify the pollutants
especially in the Chemical pollution, such as Biological monitoring and Testing in labo-
ratories. Biological monitoring such as using organisms for monitoring them on different
pollutants. The changes in their behaviours give the indication of abnormality in water
constituents. For example the behaviour of mussels in intoxicated water experiment in

W. Slooff et al [6].

The proposed solution for the existing problem discussed in this section is elaborated in
the next section 1.3.
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1.3 System Design

The system consists of major three parts as [oT system, Monitoring system and the BC.
Present day IoT system is quite efficient in gathering the data from different sources
and push the data onto the cloud for further usages, which is then taken by different
users for analysis and diagnosis. This approach is more centralized, which is difficult to
scale and secure the data availability. Pushing the data to a BC might provide a better
stability and more secure data with high availability. The ultimate system design for
the project follows same philosophy, the data received from sensors are then accessed by
the monitoring system which is accessible to only authenticated users. The data from
laboratories and sensors are pushed to the BC. This system is also used for verifying the
data already stored into the BC. This helps the people responsible for generating the
problem solutions, to refer to the data publically but they cannot change the data as the
permissions are given only to the laboratory staff (authenticated users).

System (Secure Domain) Users(Public Domain)
Al A
r N I's ~
. s . [ ] o &
A A A User User User
Lab Lab Lab
N J
T NS v -
()
Sensor
V] Authentication
< A > | ‘OF
Sensor - L
F Monitoring System BlockChain
) (WebApp)
A ¢
A Database
L Sensor P

Figure 1.1: System Overview

The system overview in figure 1.1 shows two interconnected parts as System and users,which
are connected through a monitoring system (web application). The data from the sensors
are retrieved and stored in the Local database for easy and fast access. At the same time
the data is stored onto a BC for keeping the data integrity intact. Hence, the data is
made public yet secure through BC. The update / create operations can only be applied
by the authenticated users who have the permission to do so.

A detailed description on the implementation of proposed system depending on the given
overview is given in the implementation section 3.2.
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1.4 Thesis Outline

The further chapters provide a deeper knowledge and analysis of BC available in the
market and the sensors to detect the pollutants (discussed in the section 1.3).

Next section provides the details about the related work done to make the analysis for
further sections. Here we are going to find the best possible solution for the communication
between the BC and the IoT in terms of cost, efficiency, scalability, security, and reliability
of the presented solution. This also describes the best BC available in the market for
making cheapest and trustworthy connection with the sensors.

Depending on relative analysis result a prototype is proposed to detect pollution standard
violations and store the report onto the BC and even locally for getting the real-time
historical reports without being relied on the BC and internet connectivity.

Implementation section 3.2 shows the dependencies, design challenges and how to use the
proposed solution prototype. The evaluation section 4 of the thesis digs deeper into the
actual value of the solution which in turn helps to summarize the solution and draw a
conclusion at the end in section 5.



Chapter 2

Related Work

In this section classification of different communication protocols, sensors and systems are
given to decide on the design of proposed solution prototype, discussed in the section 3.2.

2.1 Classification of Wireless Communication Proto-
cols

IoT has now spread across the globe and myriad of devices connecting to this network
is increasing daily. These things are using some type of sensors for getting the state
of pollution in the environment. It is a fastest growing industry, which faces security
challenges about trust, identity [49] and device management.

In the modern laboratories for pollution monitoring, the data are collected using some
sensors which are placed near the targeted area. This area can be very far from the labo-
ratories and maintenance of these sensors on regular basis is not always feasible. So, using
some low energy consuming communication protocol can save some extra expenditure.

For small area communication such as a room, a playground, etc., it is possible to use
sensor modules with WiFi / Ethernet but for keeping eye on far distance rural areas it is
not advisable. These places are not fit of the heavy power greedy modules but it needs
something which can be easily installed and used for a long duration. There are some ways
to reduce the energy consumption by the sensor nodes such as using DARAL [50], charging
sensor batteries over WiFi network but it adds the restriction on the communication range
of the sensor nodes [51]. So, the Low Power Wide Area Network (LPWAN) protocol can
be used instead. These protocols help modules to communicate over a long distance using
a comparatively small amount of energy, increasing the battery life of the sensors while
making them more independent and cost effective in maintenance.

Keeping this analogy in mind, the decision for this thesis was made, to use some low
power wide area network protocol for the prototype. Apart from this the most important
features of a pollution monitoring system are [27],

>



6 CHAPTER 2. RELATED WORK

1. Continuous data collection

2. Provides location of the collection node
3. Portability

4. Energy efficiency

5. Accessibility

6. Compactness

7. Bi-directional communication

8. Easy maintenance

9. Easy deployment

A detailed comparison among selected technologies is shown in figure 2.1,

FEthernet does not need gateway compare to other protocols, and has a high number of
sensors available in the market [52]. High data rate with continuous data flow drains the
battery fast and it also requires entire infrastructure which is not very cost friendly and
has limited range of communication [36].

WiFi Sensors provide high data rate but low range compared to the Ethernet but it
has been used for a long time. Numerous sensor modules in the market support WiFi
protocols, which makes it the best technology for in-house usage, but still, the problem
of taking sensors outside remains intact.

Cellular Networks 3G/4G are well prepared for the long-range communication [37] by
having base stations everywhere and GPRS and GSM communication protocols installed.
The subscription for these services are easily available and security of communication
is provided by the companies. Waspmote is one of the examples of 3G/4G activated
sensors available in the market by the Libelium World [35]. It is a bit of redundant as
the subscription needs to be renewed at a regular interval and the base stations should
be nearby the sensor nodes. The complex communication protocol adds delays in the
data transfer which is a crucial issue in IoT network.Some sensors use cellular networks
(3G, 4G) for high data rates and continuous flow. These GPRS [30] networked sensors
are capable of delivering continuous data, which drains the batteries, prohibiting the use
of heavy sensors in most farther places. In monitoring remote areas, continuous battery
change and the cellular subscription renewal is not an option.

ZigBee is a low power consuming [31] technology so, it is fit for IoT network but has
a low range of communication. This lowers the chances of ZigBee being used for long
distance data communications rather it is being used for remote controls and some in-
house sensor controlling protocols to lower the energy usages. Example, SMCDW30-Z
[26], temperature and humidity sensor, etc.

WiFi-ah or 802.11ah is 900 megahertz WiFi, which is ideal for low power consumption
and long-range data transmission. It’s earned the nickname the low power WiFi for that
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Figure 2.1: Comparision of Communication Protocols

very reason [44]. AH is not available right now for public use but it shows the potential
for being used in the IoT networks in the near future. It also has same lacking points
like the WiFi protocols but it has a longer range (32 meters) and works in IoT network
favorable frequency band i.e, 868-921 MHz.

z-Waveis not a very new technology but it is being enhanced according to the modern
test-cases. It provides high data rate compared to other LPWAN technologies but lacks
in the range, 100 m. z-Wave is an ideal technology to be used in the in-house devices such
as Door locks, door sensors, Sirens etc. So, there are numerous products available in the
market [45].

LTE-m is a cellular network based technology made especially for IoT. It has same depen-
dencies as of the other cellular network technologies. Works with base stations and has
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high data rates. The licensed protocol for distant sensors is very promising but cannot be
used freely, it is useful for object tracking and utility metering. The installation of this
technology on top of the sensor devices is easy using Gemalto’s Cinterion EMS31chip.
This chip can be tailored on top of the IoT application to use LTE-m network [53].

SigFoxis an unlicensed communication providing technology, works in its own network.
The modules connected to SigFox chips are directly communicating with the base stations
of SigFox easily. Around the major continents, SigFox has its base stations, so anyone can
connect to SigFox network. SigFox-network architecture can be seen in the figure 2.2. It
has four main participants as objects, Sigfox stations (base stations), SigFox Cloud and
Customers [54].

&)

A(?%

Objects Sigfox stations Sigfox CLOUD™ Customer IT

' sigfox

é@

Figure 2.2: Architecture of SigFox Network

As the data is being sent from the objects (IoT devices), it gets received by the nearby
base station. These stations are connected to the SigFox Cloud which helps to decode the
message and send the data to the respective client. SigFox uses peer to peer encryption
not a complete path encryption like other technologies. This helps to lower the data usage
and ultimately increases the energy efficiency. In recent technologies SigFox is the most
reliable and lowest power consuming network. Having these many positive points SigFox
lacks at several other points, SigFox network takes around 10 seconds to send 10 bytes of
data because of the extremely low data rate [55]. It does not have any collision avoidance
mechanism which is responsible for inference during mobility [56]. Additionally every
devices are required to register with the local SigFox network provider for communication,
once the device is relocated on different geographical location.

LoRa / LoRaWAN is another evolving technology, the LoRa wireless RF technology
provides a long range up to 15-30 miles in rural areas [28]. LoRa would also enable tracking
applications in future without to replace additional GPS being used today (important
to keep eye on theft issues). The tracking system unleashes additional features in the
monitoring system, where one can identify the exact location of the pollution and keep
data about it without having to spent extra money on GPS [24].
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2.2 Pollutants and Sensors

Pollution monitoring using wireless sensor networks (WSN) is a good research area for a
number of researchers because of the increasing potential applications and evolving tech-
nologies. WSN uses a number of small, low-priced detectors and which are helping users
to see the data projected on-screen using Monitoring Systems in either analog or digital
fashion. Constant contamination of air and water is leading to a hazardous atmosphere
to live in. So, monitoring and controlling the pollution is a good attempt to make the
world safe from malicious particles [62]. It can be predicted that which method would be
the ultimate key to control the pollution index but one must have a reliable information
source is crucial [61].

Air pollution is termed for the regular contamination of the air with combustion and
particulate matters. A long-term exposure to the contaminated air is an important risk
factor for lung cancer [64]. Rising CO2, CO, NO2, SO2, PM levels in the air is causing
many health diseases which need to be carefully monitored and best-tackling methodolo-
gies should be applied on it. PSI provides an index value for these gases to conclude if the
environment of the area is polluted or not [61]. Similarly, Water Pollution is another area
where the pollution control and monitoring research is going on. To say that particular
water body is polluted or not good for flora and fauna, PH and Turbidity are two major
indicators to be considered. PH is an indicator of hydrogen ion present in the water, as
the pollution increases the carbon level in the atmosphere causes variations and dramatic
changes in the weathers, for example, Acid Rain. PH of a water body can fluctuate due
to the increased pollution, which can be a great pollution indicator as one of the most
devastating side effects of pollution is the change in PH level [65]. On the other hand,
Turbidity shows the biological, geological and physical process of water bodies. Turbidity
is measured based on the amount of light scattered from the suspended sediments in the
water [60].

There are several smart sensors available in the market for example the range provided by
Libelium (gas sensor pro and gas sensor) are capable of detecting the gases with highest
accuracy possible but it only has the inbuilt memory to run the over the air programming
(OTAP) [80], which is similar to the inbuilt memory of an Arduino Uno discussed in
section 2.3. The memory and processing requirement for a BC node setup is much higher
than the smart sensors which are being offered in the market. Each smart sensors need
high compatibility and storage capacity for working with BCs, this can be done by adding
a small computing module to them. This can eb achieved with the help of Raspberry
Pi (RPI) discussed in section 2.3. The integration with the RPI can only be done if the
smart sensor node is compatible to the RPI model. On the basis of BC availability to the
sensors there can be two classifications,

1. Sensors with BC support

2. Sensors without BC support
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2.3 Hardware System Components

Systems studied for this work involved Raspberry Pi (RPI) and Arduino. These are the
systems used to connect the sensors with the LoRa and BC technology for optimizing the
battery life of the sensor nodes.

Raspberry Pi 8 Model b is a small but full-fledged computer like system. It does not have
inbuilt memory but one can install multiple storage devices (flash memory cards), this
helps user to have multiple systems switching just by installing new SDCard. It is a light
system and requires less power supply. Figure 2.3 is a RPI, which is not an open source
device. This device runs especially designed Linux operating systems, SSH function is
also possible in this independent device. The new RPI3 model B has inbuilt WiFi module
which enhances the efficiency and independence of the device. As the inbuilt WiFi module
works for the average users, it discarded the need of external Wifi module in the Pollution
monitoring system. So, in the project no external Wifi module is used.

Figure 2.3: Raspberry Pi 3 Model B

Arduino Uno is a micro-controller based on ATmega328, interface between sensor and
devices. It is not a full fledged computer but it can pass the sensor data to the devices
for different use. This is a recommended system for gathering data from multiple sensors
and also supports analog to digital adaptation. It needs external efforts to connect to the
internet and needs to be programmed to behave in certain way either in C++ or Arduino.
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It has an USB interface to communicate with the device as a serial port. It has 32KB of

flash memory pre-installed on it to execute the code. Pin orientation of Arduino Uno can
be seen in the figure2.4.

ICSP

for USB interface
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\ X o o2
33 020w aa
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Figure 2.4: Arduino Uno v1.2
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2.4 Blockchain Paradigm

Blockchain (BC) is a distributed ledger [1], which helps to hold the data by replicating it
on the machines of every node connected to the network. This is also known for its peer to
peer system behavior. The major need of BC initially was to stop from double spending.
For this, the first company came up into the picture is Bitcoin, a cryptocurrency which
helps to get rid of the middle parties and do the direct transactions.

Bitcoin introduced the term "Block-Chain” for the first time to the market. Since then,
there have been many reincarnations and versions of the BC with different consensus
algorithms. This peer to peer system is a trustless system where transactions are grouped
into a block and these blocks are then connected to each other. The blocks are responsible
to make the connection and store the hierarchies within them. A timestamp is used to
carry on the "proof of work” [1]. These time stamps are used to help the whole network
to make sure that no block has been betrayed by the other i.e,, no block can be placed
on top of the other.

Each block has to be added after the already added once. As per the bitcoins analysis
of the continuing work done using BC, there is a new block at every 10 mins [8]. This is
good but this is a bad indication also as one can say that it takes 10 -30min [8] to confirm
a transaction, which is right. To minimize this wait time and the cost of each transaction
many other companies have been researching such as Ethereum, Ripple, NXT, Stratis,
Monero, etc.

2.4.1 Working of BCs

A BC is consisting of blocks and hashes, blocks, as we have already seen, is a collection of
transactions, a typical block used to contain 1 transaction before, which has now changed
to approximately 2500 transactions [9)].

Hash of previous header P Hash of previous header Hash of previous header T

ersion] TimeStamp ersion| TimeStamp ersion] TimeStamp

Block n+1 Block n+2 Block n+3

Public key of new owner ‘ ‘ Public key of new owner ‘ ‘ Public key of new owner

Transactions Transactions Transactions

Figure 2.5: Block Header

The Figure 2.5 shows the details kept in a block. A block consists of a block header and
the transactions. Each block header contains a hash (public key) address of the previous
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block and a timestamp for its positioning in the network. It also contains a version of
the block and public key of the new owner. The blocks are always signed by the previous
owners to show the authenticity of the transactions. It stores transaction into the body
which then can be referenced by the Merkel root reference available in the block header

[1].

Hash Function

It is a function which takes input data for any size and creates an output sequence of a
fixed length [10]. This function is used in the cryptographic algorithms to create pass-
words which results into a unique number for addressing a client. In Ethereum [11], hash
functions are used to create the addresses of the accounts to enable the safe transactions.
These sequences can be used to trace the account who made the transactions and it is so
unique that anyone in the world can use this sequence as an address to send the currencies
around the world. Example of the hash function can be as [10],

hash("CoinDesk rocks”) => 7ae26e64679abd1le66cfele9b93a9e85

hash(”"CoinDesk rocks!”) => 6b1f6fdebac60b2felbfe50677434c88

the difference can be noticed when a small change is made into the original string. Hash
functions in bitcoins are used in the bitcoin protocols into the block hashing algorithms
called hashcash proof of work function [12].

Proof of Work

Proof of work (PoW) helps to determine attacks or malicious use of computing power in
order to disturb the network. This concept was first approached by Hal Finney in 2009 to
the bitcoin [13]. POW is not for all but used in many mainstream BC cryptocurrencies.
To achieve a validity of a particular transaction BC works with the miners. These are the
nodes which work on some given mathematical problems, this is required to be solved in
order to add another block into the chain. Nakamoto says that the proof of work is there
to make the peer to peer system trustworthy [15]. It is used to make the timestamped
network distributed. The process of proving, scans the value which is hashed and produces
a numeric expression, now the timestamp and the blocks hashed value must match in order
to reach the consensus. Some CPU power is needed to do this work, which is why the
transaction has to be paid. Once the proof of work is found the block is added to the
chain.

Merkle Tree

Merkle tree is a collection of transactions within a block. This tree holds the hashes of
the transactions which in turn linked to the transactions itself.
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Figure 2.6: Merkle Tree

In the Figure 2.6, one can see that each transaction is hashed and then there hashed
values are again hashed together to give a hashed root. This root is then referred into the
Block header for accessing the real transactions.

Transaction

A transaction in BC means to transfer a cryptocurrency from one owner to another. This
hashed transactions are made without involving the third party to hold the amount in
between which saves the time as well as the cost of the complete transaction service. Ex-
ample Banking sectors and International money transfer [16], which can be made cheaper
by using BCs compared to the traditional way.

Smart Contracts

Smart Contracts (SC) are the channel which allows the applications to interact with the
BCs. Ethereum accolades the users by allowing them to write their own contracts in a
simplest language accepted across the globe with small changes to make the programming
light, secure and widely accepted.

A SC 2.7, when deployed over the BC, generates a sequence of codes which is then referred
as the address of the contract over the BC. Once it is deployed it can be accessed by calling
the encapsulated functions residing inside the contract from the external media i.e,, the
distributed applications. The ABI is the interface code produced at the same time of
deployment. It necessary for the different APIs to allow the communication without
facing an authorization issues. Each smart contract is bound with the number of gases
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Figure 2.7: Smart Contract Life Cycle

available in the users account for deployment, an important strategy to keep the program
light and distant from the vague users. These gases are then to be considered for the
execution as it results into the Ether/Wei to be paid by the account to deploy the smart
contracts. As per the formula used by Ethereum, transaction fee= gas*cost of gas. There
are some standards of the Solidiy programs where one can lower down the gases being
used by avoiding the use of complex data structures and overriding.

2.4.2 Blockchains

There are many BC teams trying to make the future of the internet much more trustworthy
and low costing than now. Blockchains and Smart Contracts are making the current
market more self-executable and trustless as it helps to remove the middle parties from
between the consumer and the sellers. There are many other use cases where the BCs
does not fit, for those use-cases, it is necessary to go with the traditional way [7]. The
goal of this work is to provide a use-case to help explain, how the BC and [oT can work
together without involving any trust issues. To understand the working, one first should
know what BC means and why it is so important to use it.

Classification and Comparison of Blockchains

The blockchains available in the market, compete over the best transaction fees, security,
scalability, and their use cases. There are some of the example listed below with the
working and their contribution towards the IoT as a use case. As the BCs increasing
in numbers, the race towards integrating IoT with BC has also increased. For using
the BC into the IoT network, BC’s transactions should be cheap and readily available
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for use. Further in the section a detailed comparison over several BC available in the
market is given. The comparison and analysis involves market share of the Blockchain
cryptocurrencies, just to show the user’s trust and future growth possibility of the BCs.
All the data is taken in October 2017 from coinmarketcap.com.

e Bitcoin

One of the most trusted cryptocurrencies, which is currently trading at more than
$4000 having the market share of more than $67 billion [18]. As it has the most
used BC so it has the delay of 10-30 min [14] to validate a transaction, not good
for the IoT systems as the sensors are capturing data every second and we need to
keep the count of all the data to keep the solution cheaper and faster. Bitcoin is the
most secure and trusted BC available today but it is not helpful for the IoT system
as it is slow and transaction fees is not cheaper at all, it costs nearly 1 USD ($) per
transaction. However, there are many new initiatives coming in to the picture to
make Bitcoin BC secure, fast and reliable, such as unbreakable botnet [17], which
can solve the security issues of Bitcoin BC.

o Fthereum

Being a decentralized platform, it allows the smart contracts to run, securing the
reliability and work according to the program fed. It shares almost $28 billion of
market share and trading at $400 [18]. Just like Bitcoin, Ethereum is also a top
currency. Ethereum also works on the blockchain, additionally, the smart contract
works in favor of the developers. This provides several APIs and programming plat-
form supports for the programmers to build decentralized apps (DApps). DApps are
used for communicating with the BC and it allows not only the Ether transmission
but also provide support for data storage over the BC. Which helps IoT system to
interact with the BC and perform a programmed function on certain triggers. As
these functions and triggers are stored on the BC, it is very hard to cheat and hack
the functionalities.

e Litecoin

Trading at more than $55 [18]. Uses same BC concept as of the Bitcoin but open
source protocol. Which makes the network more powerful and faster than the orig-
inal core 1.e, bitcoin.

e Dash

Trading at more than $330 [18]. Same as Litecoin, Dash is also based on the Bitcoins
core blockchain with many overcoming security and governance protocols. It has
made the transaction much faster than the competitor Bitcoin.

o /OTA

Trading at more mere $0.48 [18]. Apart from being traded at the small value, it
is highly secure and fast [19]. According to the white paper released by the team
IOTA, the transaction fees are nil. This makes the technology more desirable in the
[oT network. It is able to provide a secure and free transaction over the network
using its own take on Blockchain and Proof of Work. IOTA is using a network which
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is not directly a Blockchain in itself. It is a network of peer connected blocks, that
are confirmed by the honest decisions made by the transacting person. In IOTA
transaction, there is no miner. Each one who is transacting is supposed to validate
four random nodes. If someone is validating a wrong transaction, he will pay by
not being verified by another person. It completely works on the trust and honesty.
Thus, there is no miner and so the transaction is fast and charges less. It is an
ideal condition for the IoT systems. IOTA is made for IoT networks with a spe-
cially developed architecture for IoT developers, which can be seen in the figure 2.8.
IOTA offers two different architecture for the developers IoT device management

loT Web

loT applications,

Device management Web applications

Service layer e
Data format «oeoeeeeeeeneeees Trinary/binary, JSON HTML, XML, JSON
Application layer oo MAM, MQTT, XMPP MAM, HTTP. DNS, TLS/SSL
Transport layer .....occoeeeenn 0TA 10TA
Connectivity layer .....c.coveen Wifi, LoRa, Wifi, LoRa,

Bluetoothetc. Bluetoothetc.

Figure 2.8: IOTA Stack Architecture

and Web application based architectures. Depending on the applications on top of
the architecture the intermediate services change.

The recent development in the technology allows provide support for JavaScript API
and different services to communicate with the IOTA network called Tangle. Team
IOTA is working closely with IPFS for providing large file storage on the network

[7].
o Ripple

Trading at just $0.19 [18]. Uses the core as a BC with Ripple consensus algorithm.
This consensus deals with the distributed database and ledgers, Ripple is a network
of servers. An update in a transaction is called as last stored ledger and this ledger is
made once every server has accepted the change. In ripple network, it is important
to have a proposal to candidate pairing for getting the transaction validated. Each
server in the network repeats the process of consensus until it reached above 80%
of validity. Hence the Network works faster without involving miners and honesty
principles. It is fast but not yet allowed to store the data over the network, which
is our goal. However, it is very fast and cheaper than other BCs in the market for
cross-border payment transfer [21].

o Lisk

Trading at $5.55 [18]. Lisk is reaching too many now, because of its unique way
of working. Lisk’s Blockchain works on sidechains and a main-chain concept. The
main chain works on the currency called LSK and the side chains are independent
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and can be initiated using a JavaScript application. Lisk transactions are cheap as
it limits the number of miners to confirm a transaction to 101 active main-chain
delegates. The unique part of Lisk is that it focuses on the blockchain application
development without using Smart Contract approach. It directly allows developers
to store the values on a custom blockchain using a custom token to interact. This
approach helps the main-chain to stay away from the spams and makes it more
secure from poorly written sidechains. Lisk not only provides an SDK for frontend
and backend development but also helps to showcase the application by giving a
decentralized directory for applications. It is trying to accomplish what Google and
Apple have already achieved by giving users that platform such as App Store and
Play store. It has a marketplace where developers can find their own delegates to
run the sidechain. In this way, Lisk is providing support for random usages including
[oT support [22]. Tt is also seen that Lisk charges 0.1LSK per transaction which
makes it much cheaper than other blockchains.

Stratis

Trading at $3.85 [18]. As we have seen benefits of some BCs, it would be a cheerful
bonus to have an application which can communicate with any of the BC. This is
what Stratis is doing. Stratis is a new blockchain platform compared to the other
ones we saw. It provides a C# platform to develop the application for any use and it
can be deployed on the private chain of the Stratis, keeping Public chain untouched
but it should be registered there. Stratis provides a consultancy to the organizations
who want to use the platform with s different blockchain, which makes it unique in
a way. It uses a version of Bitcoin blockchain called NStratis Bitcoin Full Node with
its own consensus algorithm. Minimum transaction charges for NStratis is about
0.1 STRAT, which is cheaper considering the market value of Stratis [23].



Chapter 3

Design and Implementation

3.1 Design Decision

This section explains different design decision taken for creating the PMS. The decisions
are taken based on the availability, cost effectiveness, security and reliability of the tech-
nologies used.

3.1.1 LoRa

LoRa is a Semtech product and it allows anyone to connect it through different providers
such as The Things network, Senet and Cayenne dashboard, etc. LoRa applications have
a chip installed on the devices which helps to connect with the providers. LoRa stays
under the physical layer of the OSI model the main protocol working in the background
is the LoRaWAN protocol. LoRaWAN provides a network where LoRa applications can
work. With the increasing number of demands in LoRa devices, the Things network team
is continuously working in the area to connect the IoT devices through the LoRa to make
them more energy efficient. Architecture of LoRaWAN node can be seen in the figure 3.1,

Application

Lora MAC

MAC options

CLASS A CLASS B CLASSC

Lora Modulation

Regional ISM Band

Figure 3.1: Architecture of LoRaWAN Communication Protocol
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LoRaWAN has 6 layers as shown in the figure above, the application layer is the physical
layer for LoRa devices and the MAC layer provides the LoRaWAN for its working. Three
classes of the MAC options help in the trade-off between network latency and battery life
[25]. Class A: Most efficient for optimizing battery life and used in almost all LoRaWAN
devices. Supports a bidirectional communication in which after each up-link transmission
there are two down-link receive windows. It uses random time interval protocol for reg-
ulating the uplink and downlink services. So, once a downlink is completed, the server
has to wait for some time before another downlink. Class B: In addition to the class A
benefits, class B provides additional receive windows at a scheduled time. In order to use
this window, the device receives a time synchronized beacon form the gateway. Class C:
the receive windows of class C end-devices have a continuous open window, only closed
when transmitting, this can lower the battery life of the end devices.

UL Frame DL Frame
letpla

sl
H

| O by
[ue [oLipL2Jur [oLipr2]- class-a
Frame-1 Frame-2

Extra Scheduled DL Slots

luL [pLipL2 [Ex |- Class-B

| UL |Cominuous DLI ----- Class-C

Figure 3.2: Frame Structure of LoRaWAN Communication Protocol [78]

LORA appliances are programmed for energy efficiency so, they deliver data periodically
in low frequency, which works in favor of the IoT devices. The LoRa appliances are also
low power consuming devices, which helps to reduce the battery usage so the device once
installed would not require battery change for nearly 20 years (in a standard weather
condition) [24]. LoRa comes under LPWAN systems, which also features SigFox. SigFox
is a strong competitor to LoRa, but LoRa has a unique feature in its favor, as it can be
paired with any provider without subscription update unlike SigFox network[57]. SigFox
is tied with providers and whenever somebody wants to use it he needs to be connect
through the base stations of that provider. The number of data permitted to transmit is
totally bounded by the subscription rules. [34].

In LoRaWAN;, an end to end encryption using AES-128 provides more secure transactions.
The future enhancement in LoRa 1.e, location detection, is a strong point as it is more
powerful than GPS in some typical situations [34] such as mobile end-devices.LoRa pro-
vides 3 device classes for Bi-directional communication [25], where random time schedule
protocol plays an important role in regulating the traffic while transmitting and receiving
the data. To match up the competition with the LoRa, the cellular network providers are
working hard on different other IoT supporting technologies which will come out in future
and some are being used now, for example, LTE-M provided by AT&T in the US [29].

Compare to ZigBee [31], LoRa has lower power consumption and uses a higher quality
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of data modulation schemes such as CSS [32], FSK or GFSK. ZigBee’s network [26]
consists a coordinator and routers to communicate with end devices, whereas LoRa uses
its gateway to propagate data directly to the network server. Each class of devices uses
different frame structure in LoRa [78] as seen in the figure below, whereas ZigBee has
only one generic structure, which lowers the bandwidth usage for Zighee. LoRa uses RF
for data transmission as it has low data rate than the other wireless technologies. Using
RF technology enables LoRa to use freely available frequencies to communicate and low
data rate helps in using low bandwidths easily, which in return helps to save the battery
life of the sensor. ZigBee based systems are not secure as of WiFi-based systems, whereas
WiFi-based systems are less secure than LoRa’s end to end encryption policy.

In comparison with the cellular network, WiFi network is cheaper with high certification
cost and low range [33]. LoRa in comparison uses lower bandwidth than the Cellular
network, which helps it to be even cheaper and can be used independently. Considering
the plus points of using LoRa chips, Libelium, a sensor distributor is giving upgrades to
all of its products to fit the smart city’s needs. LoRa powered Waspmotes [35] provide
bi-directional data transmission and high-security feature.

Concentrator Network Application
End Nodes /Gateway Server Server

LoRa® RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload
< >
AES Secured Pavload

Figure 3.3: LoRa Network Architecture [74]
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3.1.2 Sensor Decision

Detecting the pollution indicators such as CO, CO2, PH and Turbidity is sufficient to set
an alarm for the monitoring people to start counter mechanisms. Detecting these factors
in the remote areas is not possible without using WSN. The proposed solution supports
the sensors with low power consuming communication network which is LoRaWAN. Now
to make the network more reliable author has used some technologically advanced and

low-priced sensors. The classification of the sensors is shown in the figure ?7;

Table 3.1: Pollutan

t and Sensors Matrix

Pollutants Types | Minimum | Maximum | Detecting
outdoor outdoor Sensor
Range Range modules
Carbon Monoxide (CO) | Air 9 PPM >35 PPM | MQ-7,MQ-
(109, 111] 2,NAP-505
Carbon Dioxide (CO2) | Air <250 PPM | >350 PPM | MQ-135,
[110, 111] MG-811,
CozIR  LP,
TGS4161
Potential of Hydrogen | Water 6.5 8.5 PH Sensor
(PH) [108] (SEN0161)
Turbidity [107] Water 0 NTU 5 NTU T urbid-
ity Sensor
(SEN0189)

As the smart sensor discussed in the section 2.2 is using small sensor modules for getting
the data into the system, using same approach was a good decision. The prototype for
the solution consists of a mounting board (Arduino) where a small amount of computing
could be done. The table shown in the table 77 classifies the sensors depending on the
pollutants which can be detected by them. CO detecting Sensors are MQ-7, MQ-2, and
NAP-505. MQ-7 is a semiconductor sensor, which works on low and high-temperature
variation. In Low temperature, it detects the CO gas present in the atmosphere around
it and during high temperature it clears off the other gases sensed by it. It gives a very
accurate data about the CO level present in the environment and it is a long life, cheap
costing sensor [98].

M@-2 is useful for gas leakage detection as it can sense many other gases including CO. It
is so sensitive that measures can be taken as soon as the change in the atmosphere takes
place. The output voltage of the sensor increases with the concentration increase of gases
in the environment [67].

NAP-505 comes under new low-cost 3-electrode electro-chemical gas sensor range of sen-
sors. Compact and leak proof and it works specifically for CO detection [66]. CO2
detecting sensors are MQ-135, MG-811, CozIR LP, TGS4161 few to name. Where MQ-
135, MG-811and T(GS4161 are easily available and being used by many sensing devices
present in the market today, CozIR LP is Low power consuming and low-priced sensors
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for detecting the CO2 level present in the atmosphere. MQ-135 is a smoke and another
gas detecting sensor whereas MG-811 is a specialized sensor for detecting CO2 level in
the atmosphere. CozIR LP is an ultra-low power co2 sensor present in the market. GSS
team claims that it is the lowest power consuming CO2 sensor present in the market to
the date. It runs on a compact battery and only 8 cm in size. It works on the only 3.3V
of a power supply, can be used for wide range applications [69].

TGS/161 provides varied voltage output depending on the concentration of CO2 in the
atmosphere around it. It needs to be heated at a proper level for getting the accurate
value of CO2 level like other semiconductor gas sensors. A 10 min of power supply helps
to achieve high precision in the data received from TGS4161 gas sensor [70].

In Water Pollution monitoring systems using a low cost and compact sensors for data
collection is not possible. For example, conductivity of drinking water is supposed to be
under 800 pS/cm, which is very untrue for swimming pool’s conductivity that is greater
than 4000 pS/cm for a safer bath. These changes in water quality variables depending on
the places encourages the testing teams to collect the samples from the places and then
test them inside the nearest laboratories. These logistic costs more than the actual water
testing process, which encourages the researchers to think about the compact sensors for
detecting the potential of water pollution. Water pollution sensors are normally bigger in
size than that of gas sensors and so it needs more power to be operated [71].

For the proposed solution two of the low cost and small sized water sensors were selected,
to indicate the potential of water pollution at specific places of the installation. PH Sensor
(SEN0161) is an easy to install and a pen-sized low-cost PH value sensor. PH2.0 interface
to connect with the Arduino modules [72], which makes it an autonomous device to trans-
mit sensed data using LoRa communication module. TURBIDITY Sensor(SEN0189) is
a Turbidity sensor compatible to Arduino and low-cost small sized water sensor [73].
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3.1.3 The Things Network (TTN)

TTN is a middle ground for the data coming from sensors and going to the applications.
TTN provides a platform for decryption of data and manages number of different data
for applications by routing them towards the calling applications. TTN does the routing
functions in decentralized fashion, to do so, TTN has a Router, a Handler and a Network
Server all connected via a Broker. Network server is an important feature to communicate
with LoRaWAN handling LoRa’s specific functionality. A very important part in TTN is
Handler, the data going to be downloaded are first decrypted by it. The inner functionality
of the TTN can be studied through the figure 3.4. Here G denotes the external LoRaWAN

o m-

Figure 3.4: TTN Public Community Network [79]

gateway, responsible for collecting the data transmitted from the nearby nodes within 15
KM of range. On the right hand side there are applications A, to visualize the data at
user’s end. The components shown in the middle rectangle is the back-end of TTN. Which
consists of the Router (R), Broker (B) and Handler (H) under a network server. As this
configuration is for public domain, private network configuration is also possible by using
singular number of components in the network.

TTN works for LoRaWAN by managing the gateways and scheduling in compliance with
the European duty cycle. Schedulimg is important so that the load of handling a trans-
mission at a time feature of LoRaWAN id distributed among different gateways equally.
Next TTN keeps track of the nodes addresses as it is not unique and also the frames
and keys of each node. Handler needs to interpret binary data and utilize higher-layer
protocols like MQTT (Message queuing telemetry transport).

Limitations of TTN are as it limits the uplink time on air for frequency 868.1 MHz to 30
seconds per day, per device and at most 10 down-link messages per day. It is suggested to
have payload restricted to 12 Bytes and interval between the transaction should be kept
at least few minutes.
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Table 3.2: Comparison of Blockchains
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Name Average Trans- | Average
action fee (USD) | Block-time
(m)
BitCoin [77] 2.433 10.36
LiteCoin [77] 0.0689 2.63
Dash [77] 0.172 2.64
Ethereum [77] 0.821 0.13
IOTA [19] 0 No Blocks
Lisk [22] 0.493 for delegates | 0.10
for running the
nodes
Stratis [23] 0.4690 1 (Can be cus-
tomized by
the  side-chain
owner)
Ripple [21] ~2.107° 0.035

The table 3.2 is showing a comparison among the enlisted blockchain providers depending
on their average block formation time and the cost per transaction in USD. As per the
definition of IOTA, the tangle network does not work with blocks and transaction fees. It
is free and each individual transaction is verified by the peers.

Stratis has its own method of dealing with the Blocks and Block time, it allows the node
owners to customize the block size and block time. A simple comparison among the
enlisted blockchains depending on the block sizes is given in the figure 3.5

45

30

BitCoin  LiteCoin Dash Ethereum I0TA Lisk Stratis

Figure 3.5: Comparison of Blockchains in terms of BlockSize [76]

As Ripple is currently having the highest block size i.e. 10,000 transactions per block, it
is not shown in the figure 3.5 to have a clear picture among other BCs. From the figure
3.5, it is clear that Litecoin has the lead and Bitcoin is lagging behind of all other BCs.
However, bitcoin scalability improvement program such as Sigwit and lightning network
are assumed to increase the block-size up to 50,000 transactions per second in near future

[76].
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Performance and Security of Different Types of Blockchains

There are two major types of blockchains as Public, Private and Permissioned, depending
on the cases each of them is used.

Public Blockchain used by almost all of the cryptocurrencies, anyone can mine and access
the transactions. These are good for having high transparency and validation but low
security.

Private/Consortium Blockchain is implemented by many organizations where the con-
sensus are controlled by one node and read permission is only given to people belonging
to the same organization but it can be made public. The write permission is restricted
strictly to the members only. The synchronization time of a node with the network in
private BC is much faster than the public BC, which saves delays. The transaction cost
is also cheaper than public BC.

The main issue with the public blockchain is the scalability, currently, Ethreum and
BitCoin, for example, can only process 3-20 transaction per second and the delays are
much higher. The Block-size of BitCoin is now proposed for extending from 1MB to SMB
for incorporating more transactions in one block.

The performance of Private blockchain is much higher and more secure compared to the
public blockchain. An experiment entioned in Xu et al [75], using Ethereum private BC,
showed that around 15000 transactions were processed in 41 seconds. That is 366 Trans-
actions per second, which is around 18 times faster than the public BC (3-20 transaction
per second).

The privacy in Public BC is not guaranteed, so it is important to have some external
privacy system on top of the Public BC, such as encryption of data before transmission.
Finally,as in comparison to all of the other BCs seen in section 2.4.2, Ethereum has shown
consistent growth and has a better developer and technical support. So, Ethereum was
chosen for this prototype.
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3.2 Implementation

3.2.1 System Implementation Models / Approaches

The proposed solution to the problem discussed in the section 1 involves both BC and
LoRa technology. The data flow diagram in seen in diagram 3.6, shows the overview and
different approaches that can be used to implement such a system. Different approaches
mentioned in this data flow are elaborated further in this section.
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Figure 3.6: Data Flow Diagram for the Proposed System

1. Approach 1: IoT sensors connected to LoRa boards (LoRa sensor nodes) connected
to BC with an ELC installed on the LoRa sensor nodes

The solution architecture in figure 3.7 shows a detailed overview of the system. Here
the data about the surrounding environment is first captured by the sensors mounted
on the LoRa nodes. These nodes are capable of communicating over LoRaWAN
using installed LoRa shield and precised antenna.

The Data is encrypted and sent over the LoRaWAN, which is then received by the
nearest LoRa Gateway. For this prototype, a multi-channel gateway is used. Only
one channel can work at a time, it receives the packets and then forwards them to
an external LoRa network service called The Things Network (TTN). TTN decrypts
the data and makes it available for downloading or to be forwarded to somewhere
else ( as it does not stores the data for a longer period ). For reading and visualizing
the data over the web application called Pollution Monitoring System (PMS) data
is downloaded and stored into the local database MongoDB.

While receiving the data from TTN each data is filtered through and stored on the
Ethereum BC before storing them into the local database. The check on data is made
by executing a Smart Contract on the BC, this helps users to check whether any
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The Thing

Store New Data

((:i ’)) MongoDB Laboratory
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Figure 3.7: System Overview (with LoRaWAN)

of the sensors has detected some violations or not. Once the violation is detected,
the Pollution Control Laboratory staffs can then decides to collect and test the
real world data samples and then updates it into the system. This data is again
filtered and stored over the BC and local database. The web application allows user
to monitor the changes in the environment by using inbuilt chart and maps. The
application is secured by the user authentication so that no person can edit the local
data without permission. As the data is stored over distributed network changes
can be tracked down easily.

. Approach 2: IoT sensors connected to Full nodes via WiFi or LoRa

There is another variant to the system which uses the Ethereum Light client and
Wifi module for data transmission as WiFi technology is also evolving to support IoT
devices. Since the LoRa network added with T'TN has limited Air Time, this solution
is more credible with continuous data updates from the sensors with minimum delay
time from ethereum BC. For the prototyping purpose a private network using Light
client node and a Full node as a miner is established which allows for faster and cost
less transactions. The system design can be seen in the figure 3.8

The Design decision is taken on the basis of Scalability and Reliability of the system.
Arduino Uno is used to communicate with the sensors which provides the flexibility
for increasing the number of sensors at any point of time with small input and output
modification in the Arduino Sketch code. In the case of WiFi module the data is
read through the serial port into the BC via NodeJS and Web3 packages installed on
the RPI 3 model B system. Whereas the data is transmitted directly form Arduino
to the Lora Gateway through the LoRa Shield installed on the Arduino Uno module
(called LoRa node). In both the cases the data is highly secure as it travels from
one device to another.

In first scenario the data is Handed over to the BC to convey it to the Web Appli-
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Figure 3.8: System Overview (with WiFi Module)

cation by the Wifi network which is using WPA/WPA2 encryption as seen in the
table shown in figure 2.1. For the second case LoRaWAN (supports AES 128bit 3
level data encryption) is used to convey the data to the TTN network and thereafter
TTN network provides a highly secured tunnel to download the data into the Local
Storage. Since the BC and the WiFi and LoRa Network are trusted and widely used
technologies the complete system is fully reliable in terms of the performance.

3. Approach 3: LoRa sensor nodes connected to BC with an ELC installed on the LoRa
gateway

The design shown in figure 3.9 shows an accumulated approach where the data
security is provided through out the process. At first the data is protected through
the LoRaWAN and thereafter by the BC. The TTN network works for decrypting
the values received from the LoRa node in terms of Payload. In this design the
data comes form the sensor node via LoRaWAN and being accepted by the LoRa
Gateway. Once this distance is traveled, The system employs TTN network for
decryption which is then again received by the LoRa Gateway and stored on the BC
using the smart contract already deployed over the network. The Web Application
is able to reflect all the changes made on the blockchain if the transaction is correctly
executed from the LoRa Gateway (Ethereum light client).

3.2.2 Sensor Node Setup

The Setup can be seen in the figure 3.15. Firstly the sensor nodes are attached to the
breadboard in serial on the breadboard. The power and ground (GND) pins of the sensors
are connected to the positive and negative pin of the breadboard so that the battery can
be connected to the circuit for providing power to all of the sensors from one point. This
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Figure 3.9: System Overview (with WiFi Module and TTN)

arrangement makes the battery replacement and monitoring easy. The analog pins of the
sensors are connected to the A0, A1, A2 and A3 IO pins of Arduino Uno. The 5v pin on
the Arduino board is connected to the positive pin and GND is connected to the negative
pin of the battery (9v) via the breadboard. All connections between the sensors and the
Arduino board are made using jumper wires. Once the connection was done an Arduino
sketch was uploaded onto the sensor node to send the data to onto the LoRa network. The
data is sent over the network in Bytes, the conversion from integer to Byte array can be
seen in the code snippet 3.1. The sketch code is build using the IBM LMIC(LoraMAC-in-
C) library [113]. The decryption function stored on TTN can be seen in the code snippet
3.2

Listing 3.1: Payload Data Conversion (integer to byte array)

intl6_t COval = (int16_t)CO;
int16_t CO2val = (int16_t)CO2;
intl6_t turbidityval = (intl6_t)turbidity;
intl16_t PHval = (int16_t)ph;
//shift bits and store the value in bytes
byte data [9];
= CO2val>>8;
CO2val & OxFF;
COval>>38;
COval & OxFF;
turbidityval >>8;
turbidityval & OxFF;
PHval>>8;
PHval & OxFF;

0O~ Ut W

Listing 3.2: Payload format on TTN to get (integer from byte array)

function Decoder(bytes, port) {
// Decode an wuplink message from a buffer
// (array) of bytes to an object of fields.
var CO2=(bytes[0]<<8)|bytes[1];
var CO=(bytes[2]<<8)|bytes[3];
var turbidity=(bytes[4]<<8)|bytes[5];
var PH=(bytes[6]<<8)|bytes [7];

N O U WN
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8 return{

9 Carbondi:CO2,

10 Carbonmono : CO,
11 Turbi: turbidity ,
12 PHvalue :PH

13 s

14}

3.2.3 Implementation of the Web Application

Web Application is built on top of the NodelJS libraries and it majorly uses Meteor
framework for the front-end. The back-end is built using MongoDB, which uses JSON
to store the data locally. Once the Meteor installation is done on the system a local
DB is automatically generated which is secured by the Meteor library internally. NodeJS
supports Web3 Library for the communication with Ethereum network. The application
uses libraries for the Graph and World Map generation. The Application allows the
read operation without any permission but for updating the received data and pollution
standards users need to authenticate themselves. The world map shown on the front-end
figure 3.10 is made using the JVector JavaScript library [81], the files are added to the
system after downloading them, to make sure that no future enhancement from the owner
of the library affects the current setup. The tooltip functionality of the library is used
for showing the pollution level violations of the country. If the tooltip background color
is "RED” means the country is facing the violation for some pollutants but if the color
is "GREEN?”, it indicates that the country is keeping the pollution under control and no
violation is found. The values of recorded data is directly liked with the BC, so that the
free users can get the accurate data without prior authentication. A click on the country
in the map, asks for the region selection and returns the average pollution value calculated
recently for that particular region.

W¢arld Pollution Monitoring System

in!
Please Login! Hover on the map to see some recent updates

Register

World pollution indicator

Select Country

9

Select Mode

G )

Select Parameter

Figure 3.10: The Public Page of Front-end

The chart shown in the figure 3.11 is made using the public library chart.js, the usage
and examples are explained on its website [82]. The chart is used to show the historical
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data about the pollutant of selected country present on the left hand side of the web page.
The Histogram makes it clear for users to take action depending on the analysis presented
to them. Natural and artificial changes in the environment over time can be judged
through this analytic representation. The following figures 3.12, 3.13, 3.14 shows the tabs
presented to the users once they have authenticate themselves. The manipulations and
amendments to the existing data can be done through these tabs. The actions are stored
on BC as well as in the LocalDB for faster and secure transactions.

Wearld Pollution Monitoring System

AR lein The pollution record has reached some new peaks!

Register

‘World pollution indicator

Select Country

Select Mode

PRl } T I | ] SRUTTY TS W E——N T ——" I —

Figure 3.11: The public Page of Front-end Showing Historical Data



3.2. IMPLEMENTATION 33

Wearld Pollution Monitoring System

Dashboard  Add Sensor  Update Blockchain

Add standard values

New Standards are
CO(PPM) CO between (PPM): 9 & 35
CO2 between (PPM): 250 & 350
PH between: 6 & 9

Turbidity between (NTU): 0 & 5
co2(pPPM)
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PH
Lower Bound Upper Bound
Turbidity

Lower Bound Upper Bound

Figure 3.12: update the pollution standards

Wearld Pollution Monitoring System

Dashboard | Add Sensor  Update Blockchain
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Add new location
Select Country
[ — Contry name
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| — New installation region
Select Mode

Region name

Add installation

Device Name

Figure 3.13: Add new installation details
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Wearld Pollution Monitoring System

Dashboard ~ Add Sensor  Update Blockehain

Input the data received from the sensors Show recent updates!

Select Country Select Country

Select Region Select Region
Device 1D Device 1D

Please add Air pollution details:

data

Please add Water pollution details:

PH

data

Turbidity

data

Set data

Figure 3.14: Update the data over BC and LocalDB manually
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3.2.4 Setting Up a Private BC for Ethereum Light Client

For prototyping the complete solution a private BC network is used, so all the data
received from the sensor nodes are directly transacted onto the BC. In the case of using
Public BC where the transaction cost is high and not affordable in some cases. In this
scenario only read operation is suggested to be performed and the comparison can be done
on the node level only before sending the data onto the BC through the Ethereum light
client. A small update in the JavaScript file running on the Light Client node (RPI) can
update the system for the public economically expensive scenarios. Now the system would
only sends the data onto the BC which has violated Governments Pollution Standards
updated in the deployed Smart Contract.

For setting up the private network for Ethereum, the publicly available library [83] and
install instructions were followed to install Etehreum node over the RPI. During download
of the Geth repository for Linux platform, ARMv7 architecture was used. The very small
difference between installing light client and full node is the mode of synchronization. If
the Geth node is called using the —testnet, —rpc, etc. the node runs with full synchro-
nization which means it needs the data storage capacity comparatively more than the
capacity of the RPI. Hence, the installation over the RPI must be called using the mode
of synchronization as —light. On the full node which is going to serve the client (light)
node it is mandatory to use the —lightserv parameter with the number of clients it should
respond to as the number is high more attention towards the light node is paid by the full
node.

The APIs on the light nodes does not include the Miners and that is how the load on the
on the light client is shaded away. The mining task is done by the full node connected to
the network and listening to the light client. So whenever the Transaction is sent from
the light client it needs to be mined by the listening full node (peer). The private network
is setup by adding the peers to the nodes and the network id should be kept same for
accessing the data deployed by any of the peers in the network. Once the private network
is setup the Smart Contract needs to be deployed.

3.2.5 Smart Contract Deployment

The Smart Contracts in terms of Ethereum are written in solidity, Ethereum provides
a free platform [84] for deploying the contracts over the network. Remix platform was
used to deploy the smart contract over the private network in this solution. The Contract
includes 4 major functions to read and update the pollution standards and data received
from the sensors.

Listing 3.3: The Pollution Monitoring SC

1 pragma solidity ~0.4.10;

2 contract setStandards{
3 uint16 Colow;

4 uintl6 Cohigh;

5 uintl16 Co2low;

6 uintl6 Co2high;
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uintl6 Turblow;
uintl6 Turbhigh;
uint16 PHlow;
uint16 PHhigh;
bytes32 [] public message;
uint [] public index;
struct receiveddata{
bytes32 Country;
bytes32 Location;
bytes32 devicelD;
uint16 CO;
uintl6 CO2;
uintl6 Turbidity;
uintl1l6 PH; }
struct countryflag{bool flag;}
function setStandards() public{
Colow=9;
Cohigh=35;
Co2low=250;
Co2high=350;
Turblow=0;
Turbhigh=5;
PHlow=6;
PHhigh=9;}
function updateStandards(uintl6 datall,uintl6 datal2,uintl6 data2l,uintl6 data22,
uint16 data3l,uintl6 data32,uintl6 datadl,uintl6 data42) public returns(bool success)
{
Colow=datall;
Cohigh=datal2;
Co2low=data2l;
Co2high=data22;
PHlow=data31;
PHhigh=data32;
Turblow=data4l ;
Turbhigh=data42;
return true;}

mapping ( bytes32=>countryflag) public cdata;
mapping (uint=>receiveddata) public data;
function retrievestandards () public constant
returns (uintl6 ,uintl6 ,uintl6 ,uintl6, uintl6 ,uintl6 ,uintl6 ,uintl6 )

return (Colow , Cohigh , Co2low , Co2high , Turblow , Turbhigh , PHlow, PHhigh) ; }
function showflag(bytes32 Country) public constant
returns (bool j) {return cdata[Country]. flag;}
function compare(uintl6 x11,uintl6 x21,uintl6 x31,uintl6 x41) public returns(bool
success)
{
bool i=true;
message . length=0;
if ((x11<Colow || x11>Cohigh) &&x11>0)
{ message . push (”CO”) ;
i=false;}
if ((x21<Co2low || x21>Co2high )&&x21>0)
{ message.push(7C02”);
i=false;}
if ((x31<Turblow || x31>Turbhigh )&&x31>0)
{message.push (” Turbidity”);
i=false;}
if ((x41<PHlow | | x41>PHhigh )&&x41>0)
{ message.push("PH");
i=false; }
return i;

function save(bytes32 Country,bytes32 Location,bytes32 devicelD ,uintl6 x11,uintl6
x21,uint16 x31,uintl6 x41) public returns(bool success)
{
bool i=compare(x11,x21,x31,x41);
if (i=false){//comment this line for storing all the data
data[index.length]. deviceID=devicelD;
data[index.length]. Country=Country;
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72 data[index.length|. Location=Location;

73 data[index.length].CO=x11;

74 data[index.length].CO2=x21;

75 data[index.length]. Turbidity=x31;

76 data[index.length | .PH=x41;

T cdata[Country]. flag=i;

78 index .push(index.length);

79 //}//comment this line for storing all the data

80 return true;

81 }

82 function retrievedata (bytes32 Country,bytes32 Location ,bytes32 devicelD) public
constant
returns (bytes32 x,uintl6 y,uintl6 z,uintl6 k, uintl6 j,bytes32[] f)

83 {

84 x=devicelD ;

85 for (uint i=0;i<index.length;i++){

86 if ((data[i].Country=—Country)&&(data[i]. Location—Location)&&(data[i]. deviceID
=—devicelD))

87 {y=data[i].CO;

88 z=data[i].CO2;

89 k=data[i]. Turbidity;

90 j=data[i].PH;}}

91 compare(y,z,k,j);

92 return(x,y,z,k,j,message); }}}

The data received from the sensors are subjected to comparison with the standards avail-
able at that time and a message about the violation is released. For deployment of the
contract shown in the code snippet 3.3 over the network, one needs to first deploy connect
the remix portal to the IPC address on which the Geth is running and then the miners
needs to be running on the node. Once the smart contract is ready, it can be deployed on
the network through the remix portal online ( The account should have enough balance for
creating the contract on the BC). In some other case offline SolC compiler is also used. In
the presented solution the remix portal was used for the smart contract deployment. The
contract is extracted into the web application using the Web3.js module. This allowed to
read and write the data over the Smart Contract by following the regulation mentioned
on the Web3JS website [85]. Web3 gives an interface between the NodeJS server and the
Ethereum node.

3.2.6 Sensor Node Setup

The figure 3.15, shows the sensor node installation done for the project. This node consists
of 4 sensors and these are mounted on a breadboard. The breadboard is powered using
the batteries (atleast 9V). The sensor module is connected to the Freeduino Uno module
which runs the Arduino sketch for regulating the 1O of the sensors. The Analog data is
read by the Arduino Uno and it is then converted to a byte stream for LoRa transmission.
The LoRa Shield is embedded on to the Freeduino Uno for further transmission of the
data over the LoRa network. The sensor node comprises of several independent modules
which are brought together to work in a synchronized fashion. The modules are numbered
in the figure 3.15 according to the following list.

1. CO Sensor

2. CO2 Sensor
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Figure 3.15: LoRa Embedded Sensor Node

3. turbidity sensor
4. PH sensor

5. Breadboard

6. Battery (9V)

7. Freeduino Uno

8. Dragino LoRa Shield

The total cost for the Sensor node setup can be seen in the table 3.3.

Table 3.3: LoRa Node and Sensor Cost

Name Supplier Price
(CHF)
MQ-135 (CO2 sensor module) [97] PLAY-ZONE 16.90
MQ-7 (CO sensor module) [98] PLAY-ZONE 15.90
Turbidity Sensor module [100] Mouser.ch 9.68
PH Sensor [99] Mouser.ch 28.84
Jumper Wires m-m [106] BoxTec AG 9.75
Dragino Lora Shield -868 MHz V1.4 [102] Bastel garage 22.90
Arduino Uno R2 ATMEGA328P [103] YAMPE Gmbh | 14.80
Bread Board Clear 8.2*5.3 cm [101] BoxTec AG 6.20
Primery battery 9V 6LR61/9V + Cable | DISTERELEC | 4.81 + 0.84
connection [104, 105] AG
Total Cost 130.62
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3.2.7 LoRa Network Setup

e LoRa Node Setup

LoRa node can be seen in the figure 3.15, uses the LoRa Shield for sending data
over the LoRa network. The setup is done by following the manual provided by the
Draguino team [102]. The Draguino shield is simply mounted over the Freeduino
Uno and the Arduino software module is used for uploading the Arduino sketch into
the Freeduino Uno.

e LoRa Gateway Setup

Figure 3.16: LoRa Gateway

The Zero to LoRaWAN in a weekend project [87] was followed for installing the
gateway for LoRaWAN. The gateway requires the WiFi module called Backhaul
was replaced with the inbulit Wifi module of RPI3 discussed in section 2.3. This
WiFi module is used for connecting the gateway to TTN for data decrypting and fur-
ther accessibility. During gateway installation, it is recommended that the antenna
should be connected to the IC880A LoRa Concentrator correctly before installing
onto the RPI model 3. The modules are numbered in the figure 3.15 according to
the list above. The total cost for the Sensor node setup can be seen in the table 3.4.
The Gateway comprises of three major modules namely

1. IC8R0A LoRa Concentrator
2. Antenna (868.1 MHz for Europe)
3. RPI model 3
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Table 3.4: Cost of LoRa-Gateway Setup

Name Supplier Price
(CHF)

iC880a concentrator | IMST web shop | 178.86*

board [90]

Pigtail for antenna [92] | IMST web shop | 7.50*

Raspberry Pi 3 model b | Pi Shop 38.90

93]

Antenna [91] IMST web shop | 7.50*

Sandisk MicroSD card | DISTERELEC | 8.05

[94] AG

RPI to ic880a interface | Tindie 4.88

[95]

EDUP 802.11 b/g/n | PiShop 11.90

150 Mbps Wireless USB

adapter [96]

Total Cost 247.10

* Shipping and Extra cost

applicable

e T'TN Integration

TTN provides many different types of web application integration for data migration
[88]. As TTN only stores the data for few minutes (until the page is refreshed), it
is important to get the data stored elsewhere. For migrating and accessing the data
"Data storage” integration is used in this prototype. The Data storage integration
works synchronously with the Swagger Storage services. TTN supports this storage
by allowing to store the data only for 7 days. An HTTP call is made from the
web application to this service by passing the authorization key as a part of header.
The recent data stored by TTN is called through this HT'TP call and shown on the
dashboard of the front-end 3.12. Each time the data is checked by the user, it gets
stored into the LocalDB with the time when it was received from the LoRa gateway.
The time entry helps to keep the data accurate and free from unwanted replications.

3.2.8 Setup Ethereum Light Client on LoRa Gateway

The LoRa gateway is used for transmitting the received data from the node over T'TN, once
the gateway is registered with TTN network. For the solution prototype the Ethereum
node was installed on the RPI used in building the LoRa gateway. As the Lora gateway
works for receiving the data from the node, it is mostly busy with the Uplink and Downlink
messages, but the RAM and the installed memory on the RPI is not used completely so any
other system with less RAM consumption can also be run on the system simultaneously.

To make the prototype more efficient a light client of etherum BC is installed over the
RPT of lora gateway. The Ethereum node installed on the RPI with —light mode synchro-
nization leads increment into the RAM usage by additional 10% without affecting the
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gateway’s original work. The ELC is a light mode synchronization of the Ethereum BC,
the BC setup is mentioned in the section 3.2.4.

The received data once sent over TTN then decrypted and sent back. This data is retrieved
by the gateway again using the NodeJS server installed on the gateway. A JavaScript file
(interface) built using TTN-NPM [89] and Web3 libraries. It is written for sending the
data received the gateway to the BC. Whenever the transactions are sent, like a normal
Etehreum light client, they await for the miners to get validated (mined). Once the SC
is updated on the BC, it is then can be updated through the dedicated web application
(PMS).The transactions after mining are updated and validated to the BC depending on
the functions written in the deployed SC.
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Chapter 4

Evaluation

4.1 Comparison among the Proposed Approaches

The evaluation is done on the basis of 3 major criteria (Security, Reliability and Cost) and
by answering few questions about the usability of each approaches from the section 3.2.
The very first decision criterion of all the BC based prototypes is the cost effectiveness,
for which the solution uses private network which obviously need some tokens to log a
transaction into the BC the tokens can be managed through the miner nodes by sending
the tokens to the light nodes after checking the available account balance on regular basis.
The reliability of the solution approach 2 ( figure 3.8) is higher than other approaches as
comparatively more amount of data coming form the sensor nodes are being logged to give
broader analysis on the front-end. This enhances the possibility of getting correct value
each time the data is sent to the BC. The reliability also depends on the communication
duration, which is limited in other two approach because of TTN Fair Access Policy [112].
The cost effectiveness and reliability is added with high security for the next approach by
using LoRa network for data transmission. In this case the number of data received by
the gateway is very low, LoRa is good to give the complete security to the data coming
from the sensors. Since the data is only transmitted whenever the receive window is
available for transmission then the received data is transacted to the BC, which makes
the approach less reliable compare to the first approach. Because the data is transacted
from the gateway itself, this approach ensures the integrity and accuracy of the data made
available in the public domain.

Comparing the two approaches involving Ethereum light client on the Sensor node to the
Ethereum light client on the LoRa gateway, the high reliability is achieved in the first
approach but the communication channel used is WiFi, which has shorter range and the
battery usage is higher than the LoRa network. The whole sensor node setup uses +9V
of battery power to start transmiting the correct data from all the sensors over LoRa
network. The third approach (figure 3.9) uses Ethereum light node installed on the LoRa
gateway provides a better solution. Since the model only executes couple of transactions
because of the TTN Fair access policy [112], it is important to have more trustworthy data
transmission for correct analysis at the user’s end. To achieve the desired transparency,

43
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the data is directly transacted to the BC from the LoRa gateway itself (Secures complete
data transmission).

The prototype showed high degree of scalability, as the front-end is supporting the im-
plementation of the solution all over the world. The publicly available website can be
used by any of the labs in the world and register themselves on the web application. The
number of the sensors available in the sensor node can be easily increased depending on
the requirements by altering number of data fields in the present model without affecting
the core logic of the current setup.

4.2 System Evaluation

4.2.1 Test Environment Setup and Verification

The system was prepared for the evaluation by following the steps enumerated below.

1. LoRa node was powered up through two 9V batteries added in series.

2. Lora gateway was powered up through stationary wall socket and the connection
was verified over TTN console. Ethereum light client and web interface (main.js)
were also started.

3. Ethereum full node is started into on the full capacity machine and paired with the
light node already started in the LoRa gateway.

4. The blockchain peers were verified for creating a private network as seen in the
figure 4.1.

5. the web server at the users terminal is started.

Once the system was running then the following tests were performed.

4.2.2 Sensor Integration Test

This was the first part of the complete testing of the system. In this phase the data
received on the TTN console was verified with the data received at the gateway. The data
can be seen through the output of the interface service (main.js, continuously running on
this gateway). Each time the data is received by the gateway it was being sent to the BC,
as a result of this process incoming data (from TTN) and outgoing data in the form of
transactions could be seen in the output figure 4.2.
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|
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Figure 4.1: Added Peers

Attn-gateway

Figure 4.2: Data Received from TTN

4.2.3 BC Integration Test

As the data was being sent over the network, Unauthenticated users could (also) see the
recent update through the alerts generated on the maps (RED/GREEN flags). The drop-
down menu resulted into showing the current average data recorded by several installations
done in the chosen city (for the prototype testing only one installation was used hence
the result was not an average) as shown in figure 4.3 & 3.10.

4.2.4 BC Update Test

After Authentication, the Pollution standards form was filled and submitted, this updated
the Smart Contract values for current Pollution Standards. This was verified through the
read view provided on the right of the form in the dashboard page (figure 3.12). The up-
date tab was able to update the current data of the BC, which was verified by completing
the read form available in the tab (Update) (figure 3.14). The data received from the TTN
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Wearld Pollution Monitoring System

Please Login! Hover on the map to see some recent updates

Figure 4.3: Alerts Generated on the Maps (RED/GREEN Flags)

network through the storage integration could also be seen on the dashboard. User needs
to refresh the page for getting new data shown on the dashboard once it is received. The
data received by the LoRa network or updated on the BC is always updated into the BC
and this data is used to show the historical data about the specific pollutant over time.
This statistics was found updated every time the data was received or updated on the
BC. The data can be verified in the storage account on Swagger data storage integration
page, as in the figure 4.4

4.3 Findings

In the first design proposal (With LoRa) ( figure 3.7 ), since it is using LoRaWAN for
the communication purpose it is highly secure but not reliable enough as it has an Air-
Time limit and the data gathered could be insufficient for the formal conclusion in some
cases. Where as the Communication protocol used in the second proposed design ( figure
3.8 ) the communication is not highly secure as compared to LoRaWAN but it is giving
continuous data communication both ways. In both the cases the security of data as
discussed in earlier is after all taken care by the BC technology which is most renowned
solution for the security and reliability as of now.

The other end i.e, Web Application is secured by the authentication gateway, only au-
thorized members can only pass the gateway and update the BC. The local government’s
publicized standards (example shown in table 3.1) for the pollution index can also be
updated from here. The public viewing of the data update can be done without authen-
tication.

The System is scalable as it can be implemented in several cities in several countries
and the data can be updated by adding the country, city and device name (PMS) in the
system. The current system is made exclusively for Zurich, Switzerland, so it is hard
coded in the system for the prototype purpose. If the system is deployed on larger scale
and the pollution is monitored among different cities / countries from a central location
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curl =X GET —--header 'Accept: application/json' --header 'Authorization: key ttn-account-v2.d814oxhnFnTIxJ8htdhU85VKPA:

Request URL

https://pollutanttracker.data.thethingsnetwork.org/api/v2/query

Response Body

"device_id": "pollutionchecker@ol",
"raw": "AhkAGgACAAs=",
"time": "2017-12-22T15:09:05.718162343Z"

"Carbondi": 332,

""Carbonmono": 26,

"PHvalue": 11,

"Turbi": 2,

"device_id": "pollutioncheckerool",
"raw": "AUwAGgACAAs=",

"time": "2017-12-22T15:11:34.345365792"

"Carbondi": 332,

"Carbonmono": 27,

"PHvalue": 11,

"Turbi": 2,

"device_id": "pollutionchecker@ol",

"raw": "AUwAGwWACAAs=",

"time": "2017-12-22T15:14:02.47064569Z"
Response Code

200
Figure 4.4: Data Gathered by Swagger Data Storage Integration Service of TTN

a GPS system embedded to sensor node can be beneficial for tracking the objects and
getting the correct location data into the system automatically

The solution also has some drawbacks as each of the installation is required to use the
same BC used in the rest of the solution, which makes the system dependent on a common
service provider (Ethereum). The number of data that can be sent over the LoRa network
is restricted with the air-time regulation of the TTN network (30 sec per day), this restricts
the user from monitoring the systems behaviour over the longer period of time. The data
(uplink and downlink) received can be seen in figure 4.5 & 4.6.

The restricted payload size (12 bytes) also restricts the number of pollution indicating
sensors to be added to the LoRa node. The current solution has 4 sensors attached and
only the pollution data is collected and sent over the network (payload size 8 bytes of
real data + 4 bytes of LoRa headers =12 bytes in the provided solution). If one needs
to have these many sensors, battery and location information to be transmitted over the
network then using LoRa network is not a good enough, as the payload size would exceed
the allowed payload size limit, thus the data would not be transmitted to the gateway.

With the number of data, the size of the Smart Contract to be deployed over the network
also increases which makes the Smart Contract more cost heavy and each transaction too.
This can act as a deal breaker for some organizations depending on their need and cost
bearing capacity.

The connection with the light client in the private BC network is fragile and done manually.



48 CHAPTER 4. EVALUATION

uplink  downlink join X Il pause W clear
time frequency mod. CR datarate airtime (ms) cnt
4~ 16:04:08 868.1 lora 4/5 SF12 BW 125 14828 0 devaddr: 260113D0 payloadsize: 21 bytes
A 16:04:04 867.7 lora 4/5 SF11 BW 125 8233 14415 devaddr: 000127 9E payloadsize: 25 bytes
4 16:03:51 868.1  lora 4/5 SF11 BW 125 8233 14414 devaddr: 000127 9E payloadsize: 25 bytes
A 16:03:45 867.9 lora 4/5 SF11 BW 125 823.3 14413 devaddr: 000127 9E payloadsize: 24 bytes
A 16:03:42 867.5 lora 4/5 SF11 BW 125 8233 14413 devaddr: 000127 9E payloadsize: 24 bytes
A 16:03:26 867.9 lora 4/5 SF11 BW 125 8233 11752 devaddr: 00012527 payloadsize: 25 bytes
A 16:03:16 867.5 lora 4/5 SF11 BW 125 8233 11751 devaddr: 00012527 payloadsize: 25 bytes
A 16:03:13 867.9 lora 4/5 SF11 BW 125 823.3 11751 devaddr: 00012527 payloadsize: 25 bytes
4 16:03:07 867.9 lora 4/5 SF11 BW 125 8233 11750 devaddr: 00012527 payloadsize: 24 bytes
4 16:03:03 868.1 lora 4/5 SF12 BW 125 14828 0 devaddr: 260113D0 payloadsize: 21 bytes
A 16:02:48 868.3 lora 4/5 SF11 BW 125 823.3 2634 devaddr: 000124 AF payloadsize: 25 bytes
A 16:02:48 867.3 lora 4/5 SF11 BW 125 823.3 2342 devaddr: 000126DB payloadsize: 25 bytes

Figure 4.5: Uplink Traffic on TTN Gateway Console

Applications &2 pollutanttracker Devices £7=) pollutionchecker001 Data
Filters uplink  downlink activation ack error
time counter  port
A 16:21:28 7 1 payload: 014C001B0002000B Carbondi: 332 Carbonmono: 27 PHvalue: 11 Turbi: 2
4 16:19:00 6 1 payload: 014C001B0002000B Carbondi: 332 Carbonmono: 27 PHvalue: 11 Turbi: 2
A 16:16:31 5 1 payload: 014C001B0002000B Carbondi: 332 Carbonmono: 27 PHvalue: 11 Turbi: 2
4 16:16:31 payload: 014C001B0002000B Carbondi: 332 Carbonmono: 27 PHvalue: 11 Turbi: 2
A 16:14:02 4 1 payload: 014C001B0002000B Carbondi: 332 Carbonmono: 27 PHvalue: 11 Turbi: 2
4 16:14:02 payload: 014C001B0002000B Carbondi: 332 Carbonmono: 27 PHvalue: 11 Turbi: 2
A 16:11:34 3 1 payload: 014C001A0002000B Carbondi: 332 Carbonmono: 26 PHvalue: 11 Turbi: 2
4 16:11:34 payload: 014C001A0002000B Carbondi: 332 Carbonmono: 26 PHvalue: 11 Turbi: 2
A 16:09:05 2 1 payload: 0219001A0002000B Carbondi: 537 Carbonmono: 26 PHvalue: 11 Turbi: 2
4 16:09:05 payload: 0219001A0002000B Carbondi: 537 Carbonmono: 26 PHvalue: 11 Turbi: 2
A 16:06:37 1 1 payload: 014C001A0002000A Carbondi: 332 Carbonmono: 26 PHvalue: 10 Turbi: 2
4 16:06:37 payload: 014C001A0002000A Carbondi: 332 Carbonmono: 26 PHvalue: 10 Turbi: 2

Figure 4.6: Downlink Packets Received on TTN Application Console

As the clients may loose their peers at each time they change the network, this manual
work is necessary for mining the transactions sent by the light clients onto the common
network.

Regarding the overall coverage of LoRa and T'TN, it should be mentioned that the gateway
installed for this solution is an indoor gateway and it needed to be placed near to a window
for better connectivity from the outside world. The outdoor coverage of the setup was
better than the indoor without many obstacles between LoRa node and gateway in indoor
locations. Communications of the LoRa node and gateway was fast when they were placed
directly in front of each other. So, it can be deduced that the node should be placed in
an open area and the path to the gateway should not have many obstacles in between.

The light client of Ethereum needs transaction fees to send data to the BC, keeping eye
on the token balance of the light node through the full node on regular basis is important
for uninterrupted flow of data.
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Regarding power consumption of the proposed PMS, the whole sensor node setup uses
with 4 sensors, power generated by &~ 18 V of battery (9 V batteries in series) to start up
and transmit the data over LoRa network. Total power consumption of the sensor nodes
needs to be divided to power consumption in transmitting data and sensing (gathering)
data. Regarding the data transmission, LoRaWAN enables the communication to be
power efficient as discussed in the Section ?7. Which narrows down the major power
consuming parts of the PMS as Sensors and Computing board (Arduino Uno), the major
part of power consumption directly relates to the number of sensors and their power
consumption.

The time between when the data is received by the LoRa gateway from TTN network
and updating actual BC depends on the miners availability. If the miners are available,
the transaction is added to the BC as soon as it is received. This keeps the real time
perception of the users intact, ensuring high level of user experience. The transactions
submitted by the light client waits for the miners to get accepted, the queue of transactions
to be added to the BC can be seen in figure 4.7.

*ttn@ttn-g-.. X | ttn@ttn-gate.. ‘nn@t‘m- ate.. X
9 @un-g

Figure 4.7: Submitted Transaction by Light Client Waiting for m Miners

The frame count at the TTN console increases depending on the frame count of past
payloads received. This stops gateway from receiving the down-link packets with lower
frame-counts. Resetting the frame count helps gateway to receive all the data coming
from the sensor node.
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Chapter 5

Summary and Conclusions

The major parts of this master thesis was to give a solution for the security and trust issues
in the present (real world) pollution monitoring systems. The introduction section 1 gives
details about the present issues and its importance. The solution provided (PMS) works
with BC for maintaining the accuracy of the data from sensors to the end users. The data
collected is used for analysis to make decisions about the environment and its behaviour,
so the accuracy is very crucial in this case. Furthermore the thesis provides an overview of
all the communication protocols which can be used and their comparisons to each other.
As a result a solution design is proposed for tackling the issues. A detailed comparison
among the presently available BCs resulted into the selection of BC (Ethereum) for storing
data and get the highest accuracy possible through the distributed system. The the
proposed solution was realized by creating a web application for pollution monitoring
using smart contracts and observing its benefits over the system without BC involved.
In the further sections the necessary protocols and technologies are discussed. The final
design for the solution was declared by comparing different possibilities of placing BC
between the sensor nodes and the web application. The three different models mentioned
in section 3.2 were implemented separately during the implementation phase of the thesis
and depending on the drawbacks of the models a new idea was proposed. The iterative
way of designing resulted in a robust solution for providing high cost effective and security
to the data travelling through the system. The evaluation phase showed the drawbacks
and future expectations of the system discussed in section 4. The PMS web application
is developed such that the users from different regions of the world can be benefited and
unauthenticated users would be able to check the data for free. This platform is scalable
as it can support multiple installations in different regions and multiple LoRa gateways
can be added to the system to increase the data collection at end devices.

To conclude, it can be said that the choices made for the final system setup were accurate
and the solution provided in this thesis works well in the real world scenarios. The current
solution can be used for mare than one premises of environment monitoring with use of
different sensors at the sensor nodes and small programming amendments. The system
has many benefits with some drawbacks as well. For example the air time of TTN is 30
seconds and the transaction fee in Ethereum BC is high. The fair access policy of the LoRa
does not allow for continuous down-link messages that withholds the users from accessing
continuous real-time data on the monitoring system. However the benefits of the solution

51



52 CHAPTER 5. SUMMARY AND CONCLUSIONS

overshadows the drawbacks. As the main work of the system to make the users aware of
the changes in the environment is fulfilled, the limited time of data collection is adequate
to detect the pollution standard violations in the environment. By implementation of
the current system the staff members of the pollution control labs would be successful
in keeping the record transparent and the awareness about the pollution control would
increase. The evaluation tests ensures that using smart contracts with the LoRaWAN
provides the high security and accuracy to the system.
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WPA
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TIoT
PoW
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LPWAN

Authentication, Authorization, and Accounting
Ethereum Light Client

Advanced Encryption Standards

WiFi Protected Access

Blockchain

Internet of Things

Proof of Work

The Things Network

Low Power Wide Area Network
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ABBREVIATONS



Glossary

Internet of Things It is a network of things, capable of communicating with each other.

Blockchain It is a data stored in a chain fashion to be accessed and maintained by the
users themselves.

Ethereum Ethereum, is one of the several companies who is working closely with the
Blockchain technology.

LoRa Long Range, Low Power wireless platform.

LoRaWAN Medium for LoRa device communication.

Cryptocurrencies Tockens generated by the blockchains to regulate the Proof of Work.
Uplink Sending data to the Node from your Application.

Downlink Sending response from your Application to the Node.

Geth Geth is the the command line interface for running a full ethereum node imple-
mented in Go.
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Appendix A

Installation Guidelines

Installation can be done by following the steps on Mac environment mentioned below:

1. Install Geth (https://geth.ethereum.org/install/) and Meteor (https://www.meteor.com).
2. Clone the git hub repository (https://github.com/jhasanjiv5/smartlabs.git)

3. Change the directories according to the downloaded repository location and run
meteor (meteor)

4. After installation of Geth create an account by using phrase "pollution monitoring
system” in terminal 1, run (geth —port 30303 —networkid 6666 —datadir="data” —
rpc —rpeport 8545 —rpcaddr your local ip address —rpccorsdomain 77 —unlock 0
—password="password.sec” —rpcapi "admin,eth net,web3,personal, miner” —lightserv
70)

5. Open a new terminal 2 with same directory location run (geth attach "http://your
IP address:8545”)

6. Run (miner.start()) in the terminal 2, One can see the synchronization started once
miner is started

7. Create the contract (copy the code from the repository) via connected Remix portal
over the IPC

8. Once the web application is up and running tun on the sensor node and LoRa
Gateway

9. Open the LoRa Gateway using VNC listener (password: raspberry)

10. Run Geth (geth —light —port 30303 —networkid 6666 —datadir="data” —rpc —rpcport
8545 —rpcaddr your gateway IP address —rpccorsdomain "*” —unlock 0

—password="password.sec” —rpcapi “admin,eth net,web3,personal”)
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11

12.

13.

14.

15.

16.

APPENDIX A. INSTALLATION GUIDELINES

. Run TTN-BC interface (node main.js, for updated version of the file use the git hub
repository

(https://github.com/jhasanjivh /smartlabslightclient.git))

Check for added peers (admin.peers) if not found then connect the peers on Full
node and Light node (admin.addPeer())

Once the peers are connected data synchronization started can be seen on the light
client

Console in TTN gives detailed information about incoming traffic
(https://console.thethingsnetwork.org)

Login to the Web application to update the data and standards using simple forms

added on the web pages. The incoming data updates can be seen without authen-
tication

Once the system setup is done, verify the working of the system by following the
steps mentioned in section 4.2.1



Appendix B

Contents of the CD

The enclosed Compact Disk (CD) contains following contents:

1. Latex and PDF files of the Thesis documentation

2. Zipped file containing all the digital files (codes) required to replicate the system on
any local machine (computer)
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