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Abstract

Bei der Blockchain Integration von IoT-Ger�atedaten �uber zentrale Datenbanken besteht
ein latentes Datenmanipulationsrisiko. Diese Arbeit befasst sich mit der L�osungssuche,
wie die Daten bereits auf Stufe IoT signiert werden k�onnen und somit ohne Manipulati-
onsrisiko indirekt in die Blockchain gelangen. Daf�ur wird in dieser Arbeit das LoRa Netz-
werk Protokoll eingesetzt, da sich LoRa besonders f�ur Low Power Consumption und Long
Range auszeichnet. Da wir auch sehr auf Power Consumption achten, benutzen wir eine
Blockchain die auf Proof-of-Stake basiert ist und im Vergleich zu Proof-of-Work -basierten
Blockchains sowohl einen niedrigen Energieverbrauch als auch eine h�ohere Transaktions-
geschwindigkeit aufweist. Auf einer bereits bestehende Supply Chain Monitoring Platform
sollen, dank signierenden IoT Ger�aten, Transparenz, R�uckverfolgbarkeit und Authentizi-
t�at in allen Schritten sichergestellt werden. Weil Transparenz ein Kernpunkt f�ur uns ist,
wenden wir keinen Verschl�usselungsalgorithmus an. Diese Arbeit zeigt auch auf, wie ein
hierarchisches Zahlungssystem aufgebaut und eingef�uhrt werden kann, um sicherzustel-
len, dass s�amtliche Supply Chain Akteure mittels einer Blockchain fair entl�ohnt werden
k�onnen.

The blockchain integration of IoT data across central databases poses a latent data ma-
nipulation risk. This thesis deals with the solution �nding, of how the data can be signed
at the IoT level and thus indirectly reach the blockchain without any manipulation risk.
For this purpose, LoRa Network Protocol is used in this work, as LoRa is especially dis-
tinguished for Low Power Consumption and Long Range. Also, because we pay close
attention to power consumption, we use a blockchain based on Proof-Of-Stake, which has
low power consumption and higher transaction speed compared to Proof-Of-Work based
blockchains. On a already existing and implemented Supply Chain Monitoring Platform
level, signing IoT devices ensure transparency, traceability and authenticity in all steps.
Since transparency is a central point in this work, no encoding algorithms are applied.
This thesis also shows how a hierarchical payment system can be set up and implemented
to ensure that all the actors of a supply chain can be fairly compensated by means of a
blockchain.
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Chapter 1

Introduction

1.1 Motivation

Internet Of Things (IoT) devices continuously record data form the surrounding environ-
ment and send all their information to the Internet. A cloud provider is often used to store
the huge amount of data and make it accessible, either publicly or privately. Since IoT
devices are by de�nition not powerful at all, in terms of storage memory and processing
power (a budget laptop from a couple of years ago is still more powerful than it), they
are not able to run as full nodes.
Nowadays, there exists some valid alternatives such as lightweight nodes, but even those
require too much processing power and because IoT devices can be even constrained in
connection bandwidth, running them as lightweight nodes becomes almost impossible.

By being able to have an IoT-enabled blockchain, a very interesting use case can be the
Supply Chain Monitoring. Introducing them in the latter, would mean that a new level of
transparency, authenticity and even backtracking will be reached. Every step taken along
the supply chain can be tracked and securely stored, making them even tamper-proof.

Once this two components are able to work together, a new Hierarchical Payment Systems
can be designed and developed. This would mean that not only the producers or farmers
will receive a higher portion of the product payment, instead of all the intermediaries, but
even employed workers along the supply chain can be directly paid.

1.2 Description of Work

In this thesis, we will explain how IoT devices can be enabled so that they are able to
sign and issue transactions to a blockchain (BC). This will mean that they are not going
to be either full nodes or lightweight ones. But instead, they will run a simple hardware
wallet and basically all the heavy and power consuming processing is outsourced to remote
full nodes while the cryptographic keys never leave the devices and are securely stored in
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2 CHAPTER 1. INTRODUCTION

them.
Having a central copy of the data sent by all the IoT devices would be much easier to
access and manage. At the same time, a centralized entity will become an hot-point for
attacks. It would expose the whole system to manipulation and thus, making less trust-
worthy all the applications and use cases in which IoT devices are being used.

Since we are going to use a BC which is not ready to accommodate the need of IoT
devices and thus store their data as transactions, a big part of this thesis will be in adapt-
ing the Bazo BC to suit our use case. For this, we are going to �rst understand at most
how we can exploit IoT devices based on Arduino which send data using the Long Range
(LoRa) Wide Area Network (WAN). Once achieved this, we will have to create a sort of
Lightweight Node which is in charge of letting communicating IoT devices with the BC
and even manage them.

The next big step would be to adapt Bazo’s cryptography methods to align with the
same ones used on the IoT devices and then create a new type of transaction which per-
fectly adapts to the necessities of all di�erent IoT devices.

Only at this point, we will start taking into consideration the already existing Supply
Chain Monitoring Platform and try to integrate it with Bazo BC.
Here, we will have a look at the back-end and discover how to connect it to our BC, if
that’s possible. Moreover, we will gather the existing front-end of the platform and try
to connect it as well to Bazo BC.
Since the current version of the platform runs on Ethereum and their Smart Contracts
(SC), being able to connect it to a BC which does not support SC at the time of writing
this thesis, might be very di�cult or even impossible without trading some security as-
pects. Thus, we are going only to propose some design solutions of how the application
should look like and express some thoughts of how the back-end can be changed to ac-
commodate the new Hierarchical Payment System (HPS). Implementing the �nal version
of the HPS will be part of another project once Bazo BC will o�cially support smart
contracts.

1.3 Thesis Outline

In Chapter two an introduction to existing blockchain-based IoT system and similar ap-
proaches as the one in this thesis is given. The Supply Chain Platform and the Bazo
BC are also going to be presented in this Chapter, as well as the hardware component
utilized.
Chapter three contains two main parts, the �rst one shows the designs of all the main
system components analyzed and developed during this thesis and the second one contains
the most important details for the implementation of each system.
Chapter four compares the di�erent approaches chosen and tries to evaluate them. More-
over, it explains why some design decisions had to be taken. Chapter �ve summarizes
and concludes the report.



Chapter 2

Related Work and Background

This section gives an outlook of existing IoT approaches with the blockchain and use
cases. Moreover, we will give a classi�cation of existing hardware and communication
system, which we can use for our work.

2.1 Internet of Things, Supply Chain Monitoring and

Blockchain

A similar approach to this thesis for connecting IoT devices to a Blockchain has already
been proposed in [1]. More precisely, the studied cases regarded Water and Air pollution.
Since the communications method used in the transmission of collected data were not
always trustworthy and data could easily be manipulated or corrupted, the concept of
a peer to peer (P2P) network could be very useful in order to achieve the bene�ts of a
decentralized network without the trust issues usually related to it[1]. IoT devices and
systems in general, are quite e�cient in gathering data and push it to the cloud for further
access and usage. That approach is unluckily more centralized and thus di�cult to scale
and secure the data[1]. Therefore, the idea of pushing the data to a BC has been proposed
with the bene�ts of high availability and trust.
The system works as follow: the data is gathered from a sensor and stored into a local
database. In addition to it and in order to guarantee data integrity, the data is also stored
onto a BC. Hence, the data is made public and secure through BC[1].

This approach works well but lacks of a fundamental thing, the trustworthiness of the
oracle, which in our case is every sensor/node which gathers the data. In his thesis, San-
jiv does not take into consideration or he simply assumes that the sensor which takes the
data and the whole process after it, until the data is actually stored on the blockchain, is
never going to be manipulated or corrupted somehow.
Our goal is to improve this approach by signing each sampled and transmitted data with
a private and public key. On the Blockchain, we store the data, the public key of the
sensor which sent and collected it and the signature. In doing so, we are able to verify
the integrity of the data at each step, not only after it has been put onto the Blockchain,

3



4 CHAPTER 2. RELATED WORK AND BACKGROUND

but even before during the whole process described later.
We achieve an additional layer of security which hasn’t been taken into consideration yet.
Moreover, we are not going to use a well known Blockchain such as Ethereum, like Sanjiv
in his thesis did, but instead we are going to use Bazo, which is a Blockchain implemented
recently in the programming language "GO" by the Communication System Group (CSG)
at the University of Zurich and it is based on Proof-of-Stake.

2.1.1 Blockchain-based IoT Systems

In this section, we will provide some categories in which IoT applications are nowadays
available. All of them are blockchain-based:

• Supply Chain. Some applications in this �eld aim at providing on-demand man-
ufacturing [16], improve process e�ciency, trace food, accurate and e�cient record
keeping and track sample between di�erent providers[14]. Moreover, thanks not only
to blockchains but even to smart contracts, it is possible to achieve a smart supply
chain monitoring where every stage of goods can be tracked with their position[16].

• Transportation. In the last years a lot of IoT concepts have been proposed and
designed for the next-generation of transportation systems, the most researched and
interesting �eld for this category are smart vehicles[16].

• Smart Energy. One of the main proposed IoT system in this category aims at
protecting users from malicious transaction where an user wants to sell or buy
unreasonable amount of energy[16].

• Smart Environment. This category aims at ensuring availability and unrepudia-
bility of sensed data collected in the wild, e.g. farms, fabrics, etc.[16]

• Robotics. In this �eld, a blockchain system should assure and support unmanned
air vehicle (UAV)[16] so that they can coordinate between them their actions and
movements.

Since scalability issue may become a problem when opening a blockchain to IoT devices,
we will try to leverage them by relying on a central hub which handles a group of IoT
devices, similarly like already done by O. Novo in [15]. This reduces the number of
interactions between each single IoT devices and the blockchain, thus gaining potential
to a scalable design. O. Novo managed to rely on a Smart Contract, what we actually
cannot exploit yet on Bazo.
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Figure 2.1: Decentralized Access Control System [15]

Our system completely di�ers in terms of communication layer from what done so far since
we are going to use a network protocol like LoRa which implies even more challenges than
Wi�. In order to communicate, our hub will need to do some more advanced operations
like coordinating the nodes and aggregating their data until they are ready to issue a �nal
transaction. It is not going to be just a simple forwarding to the clients.

2.2 The Bazo Blockchain

Bazo is a research project where its �rst goal was "...to provide consumer bonus points
based on blockchain technology for a �nancial service provider. The bene�t of this solution
in contrast to existing bonus systems would be that the �nancial service provider only took
on the role as an exchange point of BAZO coins against a physical currency and not the
role of the validator and book keeper of transactions themselves anymore. This would
then allow businesses and customers to exchange goods more easily with these bonus coins
than before because they could independently determine the terms of business with each
other"[9].
Over the time, Bazo blockchain has become a platform where di�erent groups of students,
coming from di�erent universities, can work on it and experiment di�erent approaches and
architectures. At the time of writing this thesis, there are students trying to implement
Smart Contracts, others are trying to improve the performance by applying some scaling
designs, like sharding and other are trying to �x some small problems present in the
current version.
One of the goal of this thesis is to make Bazo able to communicate and store data coming
from IoT devices.
Important to mention is that Bazo was �rstly designed to work with Proof-of-Work but it
has been changed to meet the requirement for a Proof-of-Stake blockchain. This due to the
signi�cantly better power e�ciency and security o�ered by this technology rather than
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the dominant Proof-of-Work’s Consensus Mechanism widely spread among well known
blockchain, such as Bitcoin and Ethereum.

2.3 Supply Chain Monitoring Platform

While writing this thesis, other students are in charge of developing a Supply Chain Plat-
form to allow transparency between the actors of the supply chain. The platform has
multiple parts developed in di�erent programming languages. The back-end is developed
in Java using the Spring Boot framework. Then there are three front-ends, one is aimed
to be used from Consumers of a product in the supply chain and it is actually a web ap-
plication. The other two front-ends which are used by Producers of a product are written
in Android and in React Native. Every action done to a product along the supply chain
is saved into the ethereum blockchain. A smart contract is in charge of keeping track of
it and update it. In doing so, every step that happens to a product is saved and can be
retrieved.
As of now, the front-end lacks of a fundamental function. It cannot send any transaction
to the ethereum Smart Contract, indeed all the transactions have to go through the back-
end.
This means that the Food Chain platform is in charge of the costs for it and not the
consumer. This is a design 
aw that was done by one of the developer and hopefully it
will be �xed and ready when we will have to connect it to Bazo.

Both front-ends applications are not ready and not every function is implemented and
thus, implementing the Hierarchical Payment System can turn out to be more challenging
than thought.

2.4 Background in Hardware Components

This section shows which hardware components are already existing on the market that
we can utilize in order to run our system.
In this work, the main components we are going to use are Arduino and Raspberry Pi’s.
In order to be able to transmit data over the LoRa network, we need some LoRa Gateways
(TTN-GN-868) and LoRa shields.

2.4.1 Arduino

Sanjiv’s work was based on Arduino Uno but since we have to sign the data we need also
to create and store in memory a private key, a public key and the signature. Unluckily
the Arduino Uno does not have enough space to keep in memory all of them including
the sketch, which is the code on which the arduino runs.
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Figure 2.2: Container Diagram for Food Chain Tracking System from [11]
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Therefore, we had to �nd a more suitable solution. We opted to use an Arduino Mega
2560 which has way more space to keep all of the variables we need in memory. The
following table indicates quantitatively the di�erence between the two versions:

Arduino Uno Arduino Mega 256
Clock speed 16MHz 16MHz
Flash Memory (kB) 32 256
EEPROM (kB) 1 4
SRAM (kB) 2 8

Table 2.1: Arduino Uno vs Mega 2560

The Arduino Mega 2560 is a micro-controller board based on the ATmega2560[4]. It
has several digital/analog input/output pins which can be used to connect sensor to the
board (e.g. DHT11, DHT22) and it can be programmed in C++ using the Arduino
IDE. It communicates thanks to an USB interface and it is compatible with most shields
designed for Arduino Uno and other boards.

2.4.2 Raspberry Pi 3

A Raspberry Pi 3 is a low-cost basic computer which does not have any built-in memory
but one can install a 
ash memory card up to 64GB and more. Positive fact is that one
can install multiple system on di�erent 
ash memory cards and switch between them just
by replacing the SD card[1]. Moreover, it is a very light system and requires less power
supply. In this project, it is going to be used as a client which constantly listens to packets
sent from the nodes and sends back acknowledgements. In the meantime, it also pushes
the data with the signature and the public key to the Bazo Blockchain.

Figure 2.3: Raspberry Pi 3

2.4.3 LoRa Shield

LoRa Shield is a long range transceiver compatible with Arduino shield form factor and
based on Open source library. The Shield allows the user to send data and reach extremely
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long ranges at low data-rates. It provides ultra-long range spread spectrum communica-
tion and high interference immunity whilst minimising current consumption.

LoRa Shield is based on Semtech SX1276/SX1278 chip, it targets professional wireless sen-
sor network applications such as irrigation systems, smart metering, smart cities, smart-
phone detection, building automation, and so on[5].

2.4.4 LoRa Gateway (TTN-GN-868)

In order to be able to utilize LoRa Nodes, there must be some LoRa gateways that are
going to receive packets sent from nodes and in our case forward them to The Things
Network (TTN). TTN allows the communication without owning a gateways and only on
relying on other’s one but since we want to make sure that our packets are going to be
received, we utilize the o�cial versions of the LoRa Gateway for Europe, i.e. TTN-GN-
868.
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Chapter 3

Design and Implementation

3.1 Design

This section explains di�erent design decisions. Firstly, we will explain how IoT devices
communicate to the blockchain and we will also show a speci�c overview of how an IoT
transaction can be issued from a LoRa Node.
An explanation which shows how the Supply Chain Platform is connected to the Bazo
Blockchain will also be included. Lastly, mock ups of the next version of the front-end
are going to be shown as well.

3.1.1 IoT Architecture

Figure 3.1 shows an agnostic overview of the IoT Architecture. This system is designed
to be compatible across most common system without requiring any special adaptations.
Therefore, all the layers of communication and adaptations are not speci�ed.
As we can see, we have an IoT Device used in a stage of the Supply Chain, that has a
Blockchain Wallet which allows him to issue transactions to the blockchain. Each device
is supposed to utilize a di�erent layer of connection based on the use case. In some cases it
might make sens to utilize LoRa as a transfer protocol, whereas in other contexts, where
maybe some real time data is needed, it might be required to utilize something more
powerful in terms of transfer rate and thus LTE-m or wi� might best suit it.
On the other end, before reaching the blockchain and thus the miners, there is an Edge
Node.
An Edge Node acts as a hub and it is responsible for coordinating all IoT devices across
the network before being able to forward their transactions.
They can be considered as lightweight nodes in our system, even though they do not store
the blockchain information as miners nodes do, but they only verify them.
In some cases, e.g. when we use the LoRa Protocol, the Edge Node has to reconstruct
the missing pieces of the transaction before sending it to a blockchain client, otherwise it
won’t be valid. This process will be explained later in this thesis.
The Edge Node can also act as a gateway, in our speci�c case as a LoRa gateway but it

11



12 CHAPTER 3. DESIGN AND IMPLEMENTATION

can also be adapted to run as a wireless access point and thus listen to IoT devices that
utilize wireless as a network protocol. Moreover, it can run even a blockchain client (Bazo
client) and therefore avoid the necessity to utilize multiple di�erent devices.
The client should own an account on the blockchain that can act as a sort of Smart Con-
tract address, where all the nodes in the blockchain network need to know that address in
order to be able to issue transactions on the network. Since Bazo does not support Smart
Contracts yet, we had to �nd a valid work around.
In our case, everything (LoRa Gateway, Network Adapter, Bazo client) runs on a Rasp-
berry Pi 3.
Once the transaction is ready to be sent it will be forwarded to the client which in turn
will broadcast it to the miner of the blockchain.

Figure 3.1: Agnostic IoT architecture

3.1.2 IoT Transaction overview

Now, we will have a look at which part of an IoT Transaction are sent from a device and
how we recreate the whole transaction without having the need of sending every single
piece.
On the Node we have hard-coded the receiver's account, since it is going to stay always
the same. The issuers' address is the node's public key and the other �elds, like the
header, transaction fee and the counter are staying the same as well. Thus, only the data



3.1. DESIGN 13

(payload) and the signature are required to be sent. The public key is sent only once at
the beginning and therefore we do not count it as something that has to be continuously
transmitted. The Bazo light client (i.e. the TTN-plugin) is aware of the receiver's address
and since the other parameters are static, it is capable of reconstructing the same structure
for the transaction.
Figure 3.2 clearly shows which data is actually sent. As we can see, some �elds are not
leaving the LoRa Node and despite this, during the aggregation, the TTN-plugin can
reassemble the IoT transaction and send it to the Bazo blockchain. The latter o�ers a
REST API which we can use to forward our transactions.
The whole procedure is going to be deeper explained in the next chapters.

Figure 3.2: LoRa HW Wallet for a full IoT Transaction

3.1.3 Supply Chain Platform Backend to Bazo

In this section we will analyze how the whole Supply Chain Platform should look like
once we connect it to Bazo.
First of all, the Android front-end gets out of the game since it is outdated. The React
Native App is supposed to have all the functions as the android one but with the bene�t
of being compatible with iOS devices as well.
Since Bazo hasn't implemented Smart Contracts yet, we are only able to store the hash
of the products but we are not able to retrieve them or check whether they have been
already stored. Therefore, we rely on the database of the back-end at the moment. The
front-end is so far not able to communicate directly to Bazo but it has to pass through the
back-end. This implies that when a product tag has to be stored, it does not go directly
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to the blockchain but it gets forwarded to the back-end where, once it is stored in the
database, it gets pushed to the blockchain.

Figure 3.3: Adapted Container Diagram for Food Chain Tracking System connected to
Bazo from [11]

3.1.4 Hierarchical Payment System

In this section, we are going to �rst introduce what a hierarchical payment system (HPS)
is and then we are going to analyze which changes are required to the existing Supply
Chain Monitoring Platform in order to be able to process hierarchical payments.
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De�nition of HPS

With the HPS, purchasing a product will initiate a set of transactions from a buyer to
potentially all the actors in the production process of that particular product. HPS enables
end-users to pay a speci�ed amount to each actor (i.e., companies, farms, producers,
factories). With HPS, not only the producers or farmer will receive the higher portion
of the product fee in return of the product - instead of the intermediary dealers - but
also, the workers of those farms and companies can be paid directly. HPS is a novel
method to create transparency in payment systems by enabling direct payments between
the end-users and actors in the supply chain systems

Supply Chain Back-end Adaptations

The existing version of the Supply Chain Tracking system is not designed to support any
means of payments. Not only because it does not have any kind of price, but also because
it does not have any kind of product saved as entity. Therefore, buying something as of
now it's impossible.

In diagram 3.4 are represented in blue the existing entities in the database, in red the
ones that should be added in order to allow payments.
First of all, the entity Producer has to switch it's account from an Ethereum address to
a Bazo address. Moreover, since we are going to retribute workers, the latters have to be
employed to a producer. Therefore we have an array ofworkers_id which contains all
the worker's ids of a Producer. In order to assure that workers are really employed and
work for the corresponding Producer, we can assume that we have a Know Your Customer
(KYC) platform which manages all of this. An idea which might help as well, would be
to implement a Smart Contract (SC) to keep track of it.

The new entity Workerhas to be modelled as well. It should have a unique id (worker_id ),
a unique producer_id , a Bazo account (bazo_account) and the other attributes like a
Producer has.
Since the purpose of the �nal system will be to sell products, we have to model them as
well. As we can see, we have a new entityProduct . This entity has a uniqueproduct_id
which helps in identifying every single product, it has aproducer_id which actually indi-
cates who the producer is, it has aprice and it has aproduct_tag . The product tag can
be overwritten and should match the last created product tag for that product. Because
the entity Product_Tag has a cyclic relationship with itself, the precedent tags can be
retrieved as well. Thus, all the actions are going to be stored.
Each product can have a speci�c share (product_share ), this indicates how much in
percentage of the price the owner (producer) of the product will get. The remaining per-
centage, 1-product_share , is going to be divided by all the workers which performed an
action in order to create that product and given to them as a retribution.

Since workers can also ful�ll actions and not only producers, there is a table to match an
action to a worker (worker_action ). This should integrate pretty straightforward to the
existing architecture.
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One could think that we have to model customers as well, but since the BC is going
to handle the actual payment, the back-end should not have to integrate anything. We
could just simply store somewhere that a product has been purchased so that the back-end
is aware of it.

Figure 3.4: Adapted ER Diagram for Food Chain Tracking System from [11]

Supply Chain Front-end Adaptations

The front-end needs visually just a few adjustments. Once the back-end implements all
the necessary entities with the right endpoints the results may be the following.
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In �gure 3.1.4 we see the homescreen that contains a new button, i.e.Worker . This
should allow a worker to login and save his actions.
When a consumer uses the applications, he/she will get redirected to theScanned Prod-
ucts tab in the Consumer Mode. Here, all the scanned products are available and if re-
quired, new products can be scanned thanks to the camera of the phone and the QR
code.

Figure 3.5: Home Screen & Scanned Products

When the button Details gets pressed, a map is displayed, on which the product is placed
based on his coordinates. There, a dialog which shows all the details regarding the product
is present.
The information about the price, the product share and how much the product owner
gets (Product Owner Share) are being shown.
If we scroll down, we get the list of Workers. There we can see how many workers have
taken part in it, what their current Bazo address is and how much of the remaining share
they should receive.
At the end of the dialog a button to purchase the current product is placed (Buy Product).




