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Abstract

In recent times food safety peaked upswings of academic and commercial concerns. In the
area of the supply chain, a lot of rising technologies along with the rapid growth of the
internet of things (IoT) have been applied in traceability systems. Yet, the majority of
such technologies are monitored centrally which has vulnerabilities regarding trust, fraud,
corruption, data integrity, and false information. Whereas today’s technology BlockChain
(BC), a decentralized information technology brings a whole new approach in the com-
munication systems world. BC technology is disrupting society by enabling new kinds of
disintermediated digital platforms. In this project, we have developed an Android applica-
tion along with a web application for supply chain management to keep track of products
and their life cycles. Our backend application depends on the Ethereum node to call smart
contracts and validate the product tag’s hash generated by the user.
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Chapter 1

Introduction

Demand for transparency is increasing, surprisingly we know little about most of the prod-
ucts we use in our day to day life [1]. Products travel frequently through a huge network
of stakeholders before reaching the end consumer which includes retailers, distributors,
transporters, storage facilities, and suppliers that participate in design, production, de-
livery, and sales, etc., still in almost all the cases these journeys remain an unobserved
attribute of our possession.

Consumers as well the government's demands for more transparency from brands, manu-
facturers, and producers throughout the supply chain is increasing. Governments tend to
provide more transparency in goods and their manufacturing details. "The 2016 Food Rev-
olution Study, which surveyed 1,522 consumers to discover how they make food choices,
shop and what they expect from brands in terms of product information, reveals that
brands that to meet customer expectations for product information and deliver that in-
formation instantly develop a new dynamic of convenience, trust, and long-term value"
[2]. This leads to increasing demand for producers to provide complete information about
the product and its origin.

Internet of Things (IoT) is one of the most signi�cant disruptive technologies of this cen-
tury expanding at a fast pace. IoT provides a platform for devices e.g., smartphones,
sensors, and wearables to connect devices via the Internet to share data. The devices in
IoT can be controlled remotely to perform the desired functionality. The information shar-
ing among the devices then takes place through the network which employs the standard
protocols of communication. But this technology comes with various security and privacy
challenges due to its massive size [3]. The de�ciency of fundamental security safeguards
in many of the �rst generation IoT devices have aggravated the privacy concerns related
to IoT products. Many secure network protocols like IPsec and TLS are used to provide
authentication and privacy, but these methods are computationally expensive which lim-
its their versatility with resource-limited IoT devices [10]. In order to have control over
the access of sensitive information, a distributed capability-based access control method
is proposed in [11], but this method also compromises user privacy due to its excessive
delays and overheads. Hence, there is a need to have an approach to share privacy-aware
IoT data without tempering user privacy.
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2 CHAPTER 1. INTRODUCTION

1.1 Motivation

Blockchain technology has attracted huge attention from the researchers of Computer
Science in the past decade. Blockchain (BC) was introduced in 2008, as a platform for
secure, anonymous transactions, using a decentralized network of computers or devices.
Its �rst application was cryptocurrency Bitcoin, which assures anonymity, by allowing
users to transfer tokens over a peer-to-peer (P2P) network without any need of centralized
authority [6]. Blockchain maintains a distributed ledger in the form of transactions and
these transactions are shared among all the nodes in the network. New transactions
are embedded in the network, once they are veri�ed and con�rmed by all relative nodes
in the system, thus abolishing the need for a central authority. BC has many features
that include distributed structure, immutability and security and privacy [4]. Blockchain
also provides a solution to most of the security and privacy challenges faced by IoT [5],
speci�cally data authentication, Integrity, authorization, and privacy. BC provides a
trusted platform to its users to share their data/information without bothering about the
tampering of the data or unauthorized access.

From the past decades, the consumers' trust in the food industry is fading after many
food safety risk scandals e.g., mad cow disease and genetically modi�ed food in China [7]
and \horsemeat scandal" in 2013 in Europe [8]. These scandals can leave a deep impact
on the development of countries' economies and can incur a great threat to the stability
of society. As an outcome, consumers are more concerned about the safety and quality of
food, which has drawn quite attention from academic and industrial areas. In response
to such issues, many IoT technologies were used such as RFID and wireless sensors based
network in the supply chain for traceability and visibility. As the IoT technology is
governed by centralized based systems that develop the issues of trust and integrity of data
and valuable information can be tempered by bribing the administration. To deal with
such issues it is required to come up with the solutions where the data can be transferred
without any centralized control keeping the key security, privacy, con�dentiality issues in
mind. Whereas, Blockchain provides solutions to such issues but we cannot implement
BC technology directly with IoT as it has key scalability and high resource consumption
issues [9].

Therefore, combining BC and IoT could be an e�cient solution for traceability in supply
chain management. By making use of IoT devices such as sensors for information gathering
and using BC for storing the gathered information securely without worrying about data
integrity. There is much-related work in this �eld that has shown some immense results
in tracing the product lifecycle at each phase of its life (starting from producer to its
end consumer). In this project, we have developed the supply chain monitoring and
tracking system to track the lifecycles of di�erent products via an android application.
The developed application is for both producers as well as consumers, producers will use
the app to provide relevant and true information about the products by storing their
information in a QR code. The QR generated by any producer is accessible to any other
producers to perform an update on it by adding his set of actions on the product and
this chain goes on from one stakeholder to another until the product is at its �nal stage.
Whereas our consumers will scan this �nal QR of the product to see its lifecycle. The
main goal of this project is to have a stable and robust system to keep track of a product
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and it's detailed to give true information about a product to its end consumer.

1.2 Description of Work

The aim of this project to have a Platform to monitor SCM processes and to meet key
security and scalability challenges of developing a peer-to-peer system that enables supply
chain tracking and includes direct payments. The focus of the examination is on the data

ows between components of the system, the exposed Application Programming Interfaces
(API's), scalability and security. This technical document introduces the functionalities of
the Food Chain App and guides on how the actors can easily create QR code for a product
and customers can scan QR code for tracking the history of the product. It describes by
listing the step-by-step procedure of how a user can register with food chain application
as a producer, register the licenses and actions as producer which enables adding trust to
the documented production transport- processing process for all interested stakeholders,
how to link up previous QR code of product to the newly generated QR code and as a
consumer how to see the whole life cycle of product by scanning a QR code on product.
All this is meant to give a good understanding of the Food Chain application in order to
make use of it right away. Subsequently, Foodchain Application is developed along with
a Web Application to ful�ll the desired goals.

1.3 Thesis Outline

In Chapter 2, an overall architecture of the developed system is de�ned with its system
context, architecture, and code structure. Chapter 3 and 4 de�nes the server application
and smart contracts respectively. In Chapter 5, frontend implementation is described
along with a peer-to-peer system to build an android based application. Whereas in
Chapter 6, work is done to enhance the user interface, to make the application user-
friendly and to generalize the app for various products. In Chapters 7 and 8, all security
and scalability practices are analyzed. Chapters 9 and 10 de�ne the implementation of
web application and software build and deployment. In Chapter 11 and 12 modi�cation
examples are provided along with system evaluation and analysis. Chapter 13 summarize
the entire work and talks about our future considerations.



Chapter 2

Architectural Overview

In this section, the architectural overview of the system is given. It helps the stakeholders
to understand the intention of the system. Also, it provides a high-level shared vision of
the architecture and scope of the proposed IT system.

2.1 System Context

The system context diagram de�nes the boundary between the system, its environment and
entities that interact with it [14].

The diagram shows all the external entities that may interact with the system, the system
in the middle with no details of its internal structure. The system context diagram is
shown in Figure 2.1. The following section explains shortly all the components from the
system context diagram.

Food Chain Tracking System It provides the main functionalities by processing, val-
idating product tags.

Consumer Uses an Android application for generating product tags.

Consumer Uses the Web application for scanning and getting the product tag's details.

Ethereum Network Runs smart contracts that stores and validates product tag's hashes.

4
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Figure 2.1: Context Diagram

2.2 System Architecture

A system architecture or systems architecture is the conceptual model that de�nes the
structure, behavior, and more views of a systemsys-arc

An architectural description organizes a way that supports reasoning and about the struc-
tures and behaviors of the system. It is important to set up the proper architecture in
the very beginning from the development process because changing the architecture can
impact many components that depend on each other and therefore raise the costs and
break the deadlines. Also, it is crucial to design a system that is easy to extend in order
to support future requirements.

The system architecture is shown in Figure 2.2. It consists of system components that
work together to implement the overall system. It gives a basis for analysis before the
system has been built.

It can be seen that we have four main components that provide the necessary functional-
ities. Each of them has its section where the detail explanations are given.

Container Diagram

Figure 2.3 shows the container diagram. Essentially, every application represents one
container that is runnable/deployable unit that processes, stores or serves data. In that
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Figure 2.2: System architecture.

way, the bene�ts of using the micro-service architecture are leveraged. It represents the
high-level view of the system architecture and how the responsibilities are distributed
across containers. It also shows the major technology choices and how the containers
communicate with one another.

The next part shortly explains each of the components.

Database Food Chain Tracking System stores all its data in the SQL database. All
kinds of SQL-like databases supported by Hibernate can be used to store the data.

RESTFul Web Service Backend application exposing RESTFul APIs that other ap-
plication can call.

Ethereum Node In order to call the smart contract and validate product tag's hash,
the backend application calls the Ethereum node which can call the smart contract
and validate the given hash value. The backend can easily switch to use a remote
Ethereum node if e.g. the machine that the machine runs on doesn't have enough
resources to run a node.

Web Application The application used by consumers. It is built as a single-page web
application and its production build is served by the Nginx web server.

Reverse Proxy Used in order to hide the internal structure of the system and increase
the overall security. It exposes the server's and backend's APIs under the same
origin.
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Android Appication Used by producers that can create and validate product tags. It
can also be used by consumers for checking the validity and details of product tags.

React Native Application A mobile application built with the React Native frame-
work provides the same look and feels on both Android and iOS platforms. It can
also be used by both producers and consumers. It is mentioned here because it is a
part of the Food Chain tracking system but it is not the part of this Master project.

Ethereum Network A distributed-computing platform and operating system featuring
smart contract functionality. It runs the smart contract written for this platform
and executes the transactions against the contract.

Figure 2.3: Container Diagram for Food Chain Tracking System.
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2.3 Source Code Structure

Since the Food Chain Platform consists of several separate components, its source code
structure is arranged accordingly. Every application (server, web, proxy) is inside its own
folder. Figure 2.4 shows the folder structure of the system. While the �rst three folders
are self-explanatory, it can be mentioned that the folderenv-variables contains the �les
that contain the environment variables that are passed to the running containers. More
details about the project's structure will be given in chapter 3.

Figure 2.4: Folder Structure of the Food Chain Tracking System.



Chapter 3

Server Application

This chapter will describe the server application which provides RESTful APIs. The REST
APIs provides the endpoints for the client's applications.

3.1 Basic Overview

The architecture of the server application is based on multiple layers where each layer
has its responsibility. This follows the separation of concerns principle in the software
architecture [25] that helps the code to be more readable and easier to maintain.

Since the project started from the ground up, we were allowed to use the newest tech-
nologies in this project and follow the best practices from the very beginning. The next
part will list and shortly explain all the technologies/programming languages along with
the frameworks and libraries used while implementing the server application.

Technologies used:

ˆ Java - a general-purpose computer-programming language. It is an object-oriented
class-based. [27].

ˆ MySQL - an open-source relational database management system. We decided on
MySQL because it is a de facto standard for relational databases and it has a very
stable Docker image. [30].

ˆ Nginx - a web server that can also be used as a reverse proxy, load balancer, mail
proxy, and HTTP cache [28]. In this project we have two instances of Nginx, one
acts as a reverse proxy and the second one serves the production build of our web
application.

ˆ Docker - a tool designed to make it easier to create, deploy, and run applications by
using containers. Containers allow a developer to package up an application with
all of the parts it needs, such as libraries and other dependencies, and ship it all
out as one package. This becomes crucial when you have to run a system in a new
environment. [49]

9
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Frameworks:

ˆ Spring Boot - a Spring's convention-over-con�guration solution for creating production-
grade stand-alone Spring-based applications. [32]. It avoids a lot of boilerplate code
and con�guration to improve Development, Unit Test and Integration Test Process.

ˆ Spring Security - a Java/JavaEE framework that provides authentication, authoriza-
tion and other security features for enterprise applications [31]. We use JWT [33]
for representing claims securely between two parties, in our case between backend
and android applications.

ˆ Swagger - a framework that helps design, build, document and consume RESTful
Web services [34].

Libraries:

ˆ Web3j - a lightweight, reactive, type-safe library that enables the Java application
to communicate with Ethereum blockchains [26].

ˆ Jackson - a hight-performance JSON processor for Java. It allows us to enable
the communication between the applications written in di�erent programming lan-
guages, by exchanging JSON messages [35].

ˆ Guava - an open-source set of common libraries [36]. The main Guava's feature used
in the project is its hash function. In our case, we use it to generate a hash output
based on product tag's data, and print it as a label on the product represented as a
QR code.

ˆ Project Lombok - a Java library used to reduce boilerplate code for model/data ob-
jects (generating getters/setters, constructors, logs). It makes the code less verbose
and more readable. [37].

As a build automation tool, Apache Maven is used [53].

3.2 Layers

Before starting explaining the layers, the package structure of the server's project is given
in �gure 2.4

The next part explains brie
y the content and purpose of each of the packages in the
alphabetical order. More details for some of the packages will be given in the corresponding
sections of the layers that the packages belong to.

bootstrap It contains the initial data that is loaded on the application's startup. It
preloads the initial certi�cates, actions, technical user.
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Figure 3.1: Server's folder structure

con�g It contains the con�guration for some of the components. In this case the Swagger
and H2 database endpoints.

constant It contains the common application constants used across other classes.

controller Contains the controller classes that expose the RESTFul APIs. Controllers
will be explained in more details in section 3.2.4.

converter It contains the classes that convert the WSDtos (Web Service Document
Transfer Object) to the domain objects and vice versa.

domain It contains the domain (persistent) classes in which objects can be persisted into
physical storage that will persist beyond the life of the JVM (Java Virtual Machine).

ethereum It contains the Java compiled version of the Ethereum smart contract that
allows the contract's method to be called from Java classes.

exception Contains the custom exception classes.

repository Contains the repository classes for the corresponding domain classes. Those
classes provide the connection between the domain classes and the database. More
details will be given in section 3.2.2.

response It contains the custom classes that represent the responses from the RESTFul
APIs.

security It contains the Spring Security con�g classes.

service It contains the corresponding classes for each domain class and provides the
business logic. It will in more details in section 3.2.3.

util It contains util classes used by other classes.
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validator It contains the validator classes used to validate the object that is about to be
created and return the corresponding error messages if there any.

wsdto It contains the classes that represent the domain classes but suited to the appli-
cations that use them.

And it is worth mentioning that the class FcServerApplication.java is a class that
contains the main method which starts the application.

Figure 3.2 depicts the layer structure used in the server application. Each of them will be
explaind in the following sections starting from the bottom.

Figure 3.2: Server Layers

3.2.1 Data Persistence Layer

"Persistence, in computer science, is an adjective describing data that outlives the process
that created it." [40]
The �gure 3.3 shows the underlying database design that visualizes the major entities
within the system scope and their inter-relationships.

Short explanation about each table and their �elds is given.

ˆ Producer - represents the producer entity.

{ producer_id - producer's primary key, auto generated value.

{ ethereum_account - represents an ethereum account address so the system
can associate the transaction with the producer.

{ licence_number - the unique licence number assigned to the producer by the
government agency.

{ username- producer's username that a producer logs in with.
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Figure 3.3: ER Diagram

{ password - the hash value of the producer's password.

{ producer_name

{ url - producer's URL address.

ˆ certi�cate - represents the producer's certi�cates that allow him to perform certain
actions to the products.

{ certificate_id - certi�cate's primary key that is autogenerated.

{ certificate_name

ˆ producer certi�cate - aggregate table that keeps the relations between the pro-
ducers and certi�cates since one producer can have many certi�cates.

{ producer_id - producer's primary key value.

{ certificate_id - certi�cate's primary key value.

ˆ action - represents the actions perform on the products.

{ action_id - action's primary key.

{ action_name

ˆ producer action - the aggregate table that stores the producer's default actions
that are preloaded when a producer sign in.

{ producer_id - producer's primary key value.

{ action_id - actions's primary key
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ˆ product tag - keeps the data about the product tags.

{ product_tag_id - product tag's primary key, auto generated.

{ date - date when the product tag is created.

{ latitude - geo data - latitude value

{ longitude - geo data - longitude value

{ producer_id - the foreign key of a producer that created this product tag.

{ product_tag_hash - a hash value of the product tag. This value is also stored
on the smart contract, and also its value is converted to a QR code.

ˆ previous product tag - the aggregate table that keeps the relations between a
product tag and its previous product tags that it originates from. One product tag
can have multiple previous product tags.

{ product_tag_id - foreign key of the current product tag.

{ previous_product_tag_id - foreign key of the previous product tag.

3.2.2 Data Access Layer

In the persistence layer, the Hibernate framework is used in order to map Java classes
to database tables and map Java data types to SQL data types. The most interesting
example of Hibernate in action is the Product Tag model.

The following code snippet shows the product tag domain that is the most interesting one
since it has the references with several other domain classes and with itself as well.

@Entity(name = "ProductTag")
@Table(name = "product_tag")
public class ProductTag implements Serializable {

@Id
@GeneratedValue(strategy = GenerationType.IDENTITY)
@Column(name = "product_tag_id", nullable = false, updatable = false)
private Long productTagId;

@Column(nullable = false, updatable = false)
private LocalDataTime date;

@Column(nullable = false, updatable = false)
private Double longitude;

@Column(nullable = false, updatable = false)
private Double latitude;

@Column(nullable = false, updatable = false, unique = true)
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private String productTagHash;

@ManyToMany(fetch = FetchType.LAZY, cascade = {
CascadeType.DETACH})

@JoinTable(name = "product_tag_action",
joinColumns = @JoinColumn(name = "product_tag_id"),
inverseJoinColumns = @JoinColumn(name = "action_id"))

private Set<Action> productTagActions = new HashSet<>();

@ManyToOne
@JoinColumn(name = "producer_id")
private Producer productTagProducer;

@ManyToMany
@JoinTable(name = "previous_product_tag",

joinColumns = @JoinColumn(name = "product_tag_id"),
inverseJoinColumns = @JoinColumn(name = "previous_product_tag_id")

)
private Set<ProductTag> previousProductTags = new HashSet<>();

@ManyToMany
@JoinTable(name = "previous_product_tag",

joinColumns = @JoinColumn(name = "previous_product_tag_id"),
inverseJoinColumns = @JoinColumn(name = "product_tag_id")

)
private Set<ProductTag> nextProductTags = new HashSet<>();

Important things to note:

ˆ @Entity - speci�es that the class is an entity.

ˆ @Id - speci�es the primary key of an entity.

ˆ @GeneratedValue - speci�es the generation strategy for the primary keys.

ˆ @Column - de�nes the the �eld annotated is an attribute of an entity.

ˆ @ManyToMany - de�nes a many-valued association with many-to-many multiplicity.
In this particular case, one product tag can have many actions while one action can
have many product tags.

ˆ @JoinTable - speci�es a column for joining an entity association or element collec-
tion.

The great thing about Hibernate/JPA is that the developers in most of the cases do not
have to write manually SQL queries. Everything that needs to be done is that for every
model class the corresponding interface which extends the CRUD repository interface.
Hibernate will based on the re
ection API create the basic CRUD methods. Also, for
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more speci�c methods, only the method in that interface has to be declared without
implementing it. The example of the Product Tag repository is shown in the next code
snippet:

public interface ProductTagRepository extends CrudRepository<ProductTag, Long> {
Optional<ProductTag> findByProductTagHash(String hash);

Set<ProductTag> findAllByProductTagProducer(Producer producer);

@Query("SELECT coalesce(max(pt.productTagId), 0) FROM ProductTag pt")
Long getMaxId();

}

3.2.3 Service Layer

The service layer resides on top of the data access layer. It acts as a transaction boundary
and contains both application and infrastracture services. It provides the API for the Web
layer which is on top of it. Each model class has its own service class that contains the
methods that correspond to the ones from the controller layer 3.2.4. In order to pass data
e�ciently between controllers and services, the WSDTOs [38] (Web Service Data Transfer
Objects) are created. The reason is because in some cases, the requests/responses do not
always match our DB entities, so we have better suited objects we want to expose. We
also gain in the performance because we transfer the least amount of data through the
network. The other bene�t is that we can hide the object's database primary keys from
the users since it is a bad practice to expose them. Also, since multiple clients use the
same backend APIs, we are able to tailor the request/response entities to the speci�c
client separately.

In service layer we have various validators that are used while creating new objects. Every
�eld is validated and if its value is not correct, the corresponding error message is returned
to the client.

Here is the place where the Smart contract is called in order to validate if the previous
product tag hash is valid or not. The �gure 3.4 shows the overview of the previous product
tag validation and the dependencies between various validators. The �gure 3.5 shows in
form of a sequence diagram a 
ow of creating and validating a new product tag.

3.2.4 Controller Layer

The server application exposes REST API endpoints that are grouped by several con-
trollers where each of them contains several method that consume and produce JSON
content.

Each of the controllers is explained in the following section.
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Figure 3.4: Previous Product Tag Validation

ActionController

Action Controller provides the RESTFul endpoints for obtaining and creating actions that
can be performed on products.

/actions

ˆ Returns all actions

ˆ Method: GET

ˆ Protected: true

/actions/actionId

ˆ Returns a speci�c action by its id

ˆ Method: GET

ˆ Path Params:

{ Required: actionId

ˆ Protected: true
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/actions

ˆ Create a new action

ˆ Method: POST

ˆ Body Params:

{ Required: actionName

ˆ Protected: true

/actions/actionId

ˆ Update an action

ˆ Method: PUT

ˆ Path Params:

{ Required: actionId

ˆ Body Params:

{ Required: actionName

ˆ Protected: true

Certi�cateController

Certi�cate Controller provides the same types RESTFul endpoints as the Action Con-
troller.

/certi�cates

ˆ Returns all certi�cates

ˆ Method: GET

ˆ Protected: true

/certi�cates/certi�cateId

ˆ Returns a speci�c certi�cate by its id.

ˆ Method: GET

ˆ Path Params:

{ Required: certi�cateId

ˆ Protected: true
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/certi�cates

ˆ Create a new certi�cate

ˆ Method: POST

ˆ Body Params:

{ Required: certi�cateName

ˆ Protected: true

/certi�cate/certi�cateId

ˆ Update a certi�cate

ˆ Method: PUT

ˆ Path Params:

{ Required: certi�cateId

ˆ Body Params:

{ Required: certi�cateName

ˆ Protected: true

ProducerController

Producer Controller exposes the APIs for registering, logging in/out, updating producers.

/producers/register

ˆ Register a new producer

ˆ Method: POST

ˆ Body Params:

{ Required: username

{ Required: password

{ Required: producerName

{ Required: licenceNumber

{ Required: ethereumAccount

{ Required: producerWebsite

{ Required: certi�cateList

{ Required: actionList

ˆ Protected: false
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/producers/login

ˆ Login producer to obtain a JWT token

ˆ Method: POST

ˆ Body Params:

{ Required: username

{ Required: password

ˆ Protected: false

/producers/logout

ˆ Logout from the system

ˆ Method: POST

ˆ Body Params:

{ Required: producerId

ˆ Protected: true

/producers/producerId

ˆ Returns a producer data by its id.

ˆ Method: GET

ˆ Path Params:

{ Required: producerId

ˆ Protected: true

/producers/producerId

ˆ Update producer's data

ˆ Method: PUT

ˆ Path Params:

{ Required: producerId

ˆ Body Params:

{ password
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{ producerName

{ licenceNumber

{ ethereumAccount

{ producerWebsite

{ certi�cateList

{ actionList

ˆ Protected: true

ProductTagController

Product Tag Controller exposes the APIs for creating and obtaining product tags.

/productTags/hash/hashValue

ˆ Returns product tag's data by its hash value

ˆ Method: GET

ˆ Path Params:

{ Required: hash

ˆ Protected: true

/productTags

ˆ Create a new product tag

ˆ Method: POST

ˆ Body Params:

{ Required: longitude

{ Required: latitude

{ Required: actionList

{ Required: producerId

{ Required: previousProductTagHashList

ˆ Protected: true
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/productTags/producer/producerId

ˆ Returns a list of all product tags for the given producer

ˆ Method: GET

ˆ Path Params:

{ Required: producerId

ˆ Protected: true

The next code snippet shows the product tag controller class.

@RestController
@RequestMapping("/api/v1/productTags")
public class ProductTagController {

private final ProductTagService productTagService;

public ProductTagController(ProductTagService productTagService) {
this.productTagService = productTagService;

}

@GetMapping("/{id}")
public ResponseEntity<ProductTag> getProductTagById(@PathVariable String id) {

return ResponseEntity.ok().body(productTagService.getProductTagById(Long.valueOf(id)));
}

@GetMapping("/hash/{hash}")
public ResponseEntity<ProductTagWsDTO> getProductTagByHash(@PathVariable String hash) {

return ResponseEntity.ok().body(productTagService.getProductTagsByHash(hash));
}

@PostMapping
public ResponseEntity<?> addProductTag(@RequestBody CreateProductTagWsDTO productTag) {

return productTagService.addProductTag(productTag);
}

@GetMapping("/producer/{producer_id}")
public Set<ProductTagWsDTO> getProductTagsForProducer(@PathVariable String producer_id) {

return productTagService.getProductTagsForProducer(Long.valueOf(producer_id));
}

}

Things to note here:
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ˆ @RestController - a convinience annotation that tells that this is an endpoint so the
class will be loaded in Spring context, also tells that this is a REST endpoints.

ˆ @RequestMapping - annotation for mapping web requests onto methods in request-
handling classes.

ˆ @GetMapping, @PostMapping - annotations for mapping HTTP GET/POST re-
quests onto speci�c handler methods.

ˆ @CrossOrigin - annotation for permitting cross-origin requests - CORS [39] on spe-
ci�c handler classes and/or handler methods.

We leveraged heavily the Spring Boot framework that is build on top of Spring MVC
framework. It removes some tedious development steps which allowed us to create a
robust, production ready backend application in minimal time.
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Figure 3.5: Create Product Tag - Sequence Diagram
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Smart Contract

Smart contracts allow us to execute credible, traceable and irreversible transactions with-
out third parties. The main goal of using the smart contract is to provide security that is
superior to traditional contract law and to reduce other transaction costs associated with
contracting [41].

Smart Contracts usually run on a blockchain network. Our smart contract runs on the
Ethereum blockchain and it is written in Solidity programming language [42].

It contains just two methods, one for adding product tag hash value and the second one
for checking if the product tag hash value is valid or not. The reason for simplicity is
that these two methods provide necessary functionality and that storing more data would
incur higher costs for running the smart contract on the Ethereum network.

Smart contract code is given in the next code snippet:

pragma solidity ^0.4.17;

contract FoodChain {
address public manager;
mapping(string => bool) productTagHashes;

constructor() public {
manager = msg.sender;

}

function addProductTagHash(string hash) public {
productTagHashes[hash] = true;

}

function isHashValid(string hash) public view returns (bool) {
return productTagHashes[hash];

}
}

25
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The explanation about the �elds and methods is given.

ˆ Fields

{ manager - stores an address of the contract creators. Its value is immutable.

{ productTagHashes - it is a map data type and it stores true values for the
stored hash values.

ˆ Methods

{ constructor - a method that is called only once when the smart contract is
created. It initializes the manager �eld with creator's address.

{ addProductTagHash - method that receives a product tag hash value and
adds it to the productTagHashes map with true value for the given hash.

{ isHashValid - receives a hash value and returnstrue or false depending on
if the given hash is valid or not.

Once we have the smart contract written, the next step is to deploy it to the Rinkeby test
network [43]. The �rst step is to compile our smart contract. For that purpose, simple
script (compile.js ) is written that compiles our smart contract and its compiled version
stores in JSON format. The script is given in the next code sniped:

const path = require('path');
const solc = require('solc');
const fs = require('fs-extra');

const buildPath = path.resolve(__dirname, 'build');
fs.removeSync(buildPath);
const contractPath = path.resolve(__dirname, 'contracts', 'FoodChain.sol');
const source = fs.readFileSync(contractPath, 'utf8');
const output = solc.compile(source, 1).contracts;
fs.ensureDirSync(buildPath);

const contract = output[":FoodChain"];
fs.outputJsonSync(

path.resolve(buildPath, 'FoodChain.json'),
contract

);

You can run the script by executing the command:node ./compile.js

Once we have a compiled version of the smart contract, we are able to deploy it. For that
purpose, the scriptbuild.js is created. Its code is given in the next code scipet:

const HDWalletProvider = require('truffle-hdwallet-provider');
const Web3 = require('web3');
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const compiledFoodChain = require('./build/FoodChain');
const rinkebyConnect = require('../config');

const provider = new HDWalletProvider(
rinkebyConnect.walletMnomenic,
rinkebyConnect.rinkebyAccessNode);

const web3 = new Web3(provider);

const deploy = async () => {
const accounts = await web3.eth.getAccounts();

console.log('Attempting to deploy from account: ', accounts[0]);

const result = await new web3
.eth
.Contract(JSON.parse(compiledFoodChain.interface))
.deploy({data: '0x' + compiledFoodChain.bytecode})
.send({gas: 1500000, from: accounts[0]});

console.log('Contract deployed to: ', result.options.address);
};

deploy().catch(error => {
console.log(error)

});

The contract can be deployed by running the command: node ./deploy.js If there is
no error, the smart contract address should be displayed in the console. To verify
that the smart contract is successfully deployed, you can check theetherscan website
where you can check the address. In our case the contract is deployed on the address:
0x668003aaa66e9f195e5626a3cbba543ffb94fe20and that can be veri�ed by opening
the URL:

https://rinkeby.etherscan.io/address/0x668003aaa66e9f195e5626a3cbba543ffb94fe20
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Android Application

Android platform is considered to be one of the most used and open-source platforms for
mobile application development across the world. Over the past couple of years, we can
observe a huge increase in the use of smartphones all around the world that depend on the
android platform. An important aspect of the Android application environment is that
Android applications have been written in the Java programming language as the native
platform. But now, they can also be written in di�erent new programming languages
such as Kotlin from Google. This master project focuses exclusively on Java, as the
Kotlin is gaining momentum in the developer's community and it might be a good idea
to take a closer look at Kotlin for future extensions. Java is still a dominant language
in the industry as well as in academia because it is a safe place to work for a couple
of reasons. First, it has years' worth of Android resources on the web or among the
development community focused on Java. Second, Java is a language that still has life
in it for other platforms - particularly server-side web technologies. We also used Java
to develop the back-end system for supply chain tracking platform. As a classic object-
oriented programming language proven through industrial applications. It is important
to note, there are several interesting details on how an Android application comes to life,
from the underlying source code, on Android-based smartphones [16].
"Java source code is compiled at the machine level and is formatted into the bytecode, that
represents the complete logic of the written code of the application but not the speci�c
instructions for a speci�c hardware device. Similar to traditional Java environments used
across a wide range of business domains, early versions of Android operated by converting
these so-called bytecodes to hardware-speci�c executable code. This conversion process
is conventionally accomplished by using a standard Just-In-Time (JIT) compiler and it
takes place every time the application is executed. As soon as the JIT compiler converts
the code, it is executed in a virtual machine known as the Dalvik VM. But, the Dalvik
VM has been replaced since the emergence of Android version 4.4 (KitKat). The JIT
compiler converts bytecodes to executable code directly on the device at runtime each
time the application runs; the new approach is called Ahead-of-Time (AOT) compilation.
That is a more e�cient approach in consuming the resource [16]."

28
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Figure 5.1: Dalvik VM versus Android runtime [16]

5.1 Design and Implementation

It is important to know the fundamentals of android application before designing and
implementation of a scalable and extensible application. Apart from the moving pieces of
how applications get converted from source code to running code, from a programming
perspective, there are some fundamentals to understand when starting with Android de-
velopment. App components are important parts of an Android application. Each com-
ponent is an entry point through which the system or a user can enter your app. An
Android application consists of one or more of the following main classi�cations [15].

ˆ Activities: Any android application that has a visible user interface is implemented
through an activity. An activity can be considered an entry point to interact with
the user. It represents a single screen on phone allowing interacting with the user.
When an application is selected from the Home screen or application launcher icon,
an activity gets started. To understand it easily, we can take an example of an
email app that might have one activity that displays a list of new emails, another
activity to compose a new email, and another activity for reading emails. Although
the activities work with each other to form a nice user experience in the email
app, each one is independent of the others. The activity supports the following key
interactions [15].

{ It keeps the track of what the user currently performs on the screen to make
sure that the system keeps running the process that is hosting the activity.

{ It highly prioritizes keeping the processes around e.g. knowing that previously
used processes contain things the user may return to (stopped activities).

{ It also helps the application to handle its process killed so the user can return
to activities with their previous state restored.

{ It provides a way for apps to implement user 
ows between each other, and for
the system to coordinate these 
ows.
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ˆ Services: A service is a general-purpose entry point for keeping an app running in
the background. It is a component that runs in the background to perform long-
running operations or to perform work for remote processes. A service does not
provide a user interface. You can use a service for any application that needs to
persist for a long time, such as a network monitor or update-checking application.
For example, a service might fetch data over the network without blocking user
interaction with an activity. Another component, such as an activity, can start the
service and let it run or bind to it to interact with it [15].

ˆ Content providers: A content provider handles shared app data that you can save
on any persistent storage location. The easiest way to think about content providers
is to view them as a database server. A content provider's job is to manage access
to persisted data. If the scope of application is very simple, it might not necessarily
create a content provider, however, if a complex business application or one which
makes data available to multiple activities and/or applications, a content provider
is a way of accessing the data [15].

ˆ Broadcast receivers: It allows to launch of an Android application to process a
speci�c element of data or respond to an event, such as receiving a text message.
A broadcast receiver is a component that enables the system to deliver events to
the app outside of a regular user 
ow, allowing the app to respond to system-wide
broadcast announcements [15].

5.2 System Design and Overview

Systems design is the process of de�ning the architecture of the system, describing mod-
ules, what are the main interfaces, and 
ow data for a system to meet the requirements. It
allows us to de�ne the context of the system, and its components, showing the actors that
interact with it. The architectural perspective of software highlights the importance of
system structure, functions and views on the system, whereas the logical view on system
design adds an abstract layer to de�ne the data 
ows in the system. System design is a
visual representation of a system, its parts and their interactions with each other [17].

Figure 5.2: System Diagram [17]
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It describes the interactions of all participants with the system e.g producers, consumers,
farmers, etc. where producers are capable to generate QR code at di�erent locations,
whenever a producer makes some changes in the product. It gradually develops a digital
chain that provides the consumer with a facility to trace the life-cycle of a product using
their smartphones [17].

5.2.1 Use Case Diagram

A use case diagram is a visual representation of the interactions among the components
of a system. The purpose of a use case diagram is to show the interaction with the system
in an easy way and to show the salient features of the system. It is considered a high-level
diagram and without showing internal details [17].
"Following use case diagram breakdowns in four elements.

Figure 5.3: Use Case Diagram

1. System:
The system is what we have developed, which is a food chain app for monitoring
and tracking the product life cycle. The rectangle shows a food chain system. This
rectangle shows the scope and context of the system. Anything inside this rectangle
is part of the food chain application.
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2. Actors:
The actor is depicted by a stick �gure. An actor is someone who is using a food chain
application to achieve a goal. In the system, producers and end-users are interacting
with the app. Producer interacts with the app to create and scan QR codes and the
end-user uses this app to scan the QR code of the product to verify the provenance
of the product. These actors are external objects and they are placed outside of our
system.

3. Use cases:
Use case is depicted by oval shape and it represents an action that accomplishes
some sort of task inside system. Food chain application allows producers to register
and then login into system, create QR codes, read QR codes and view them on
map, add actions, add certi�cates, edit actions and edit certi�cates. And it allows
end-users to scan QR codes and see the product lifecycle.

4. Relationships:

ˆ Association: Solid arrows show the association relationship which depicts
the actions, that a particular actor can perform using food chain application.
The consumer is associated to read QR code only because there is no need for
end-user to register or login into the system or perform other actions.

ˆ Include: This relationship shown by a dotted arrow with the head pointing
to use cases that we want to include. It shows we require to add a certi�cate,
add action use case to complete registration and to generate QR code.

ˆ Extend: This relationship describes the use case that meets certain conditions
and it is depicted by a dotted arrow and its head pointing to use case from
which we want to extend. For instance, if the hash query is successful, a
map view is shown to producer or end-users which shows the lifecycle of the
product and if the hash query is unsuccessful then it shows an error message
that product information is not available [17]."

5.2.2 Code Architecture

Code Architecture plays a vital role in the development of a scalable and extensible
application framework. It de�nes the principle on which software is constructed which
saves a programmer's time in the future extensions of the project. It also makes easy to
write the code and helps other developers to understand code easily following the de�ned
structure and work on the project to make changes. Foodchain application following MVC
Architecture for decoupled major components inside the application [17].

Foodchain application has di�erent layers of code as shown in Figure 5.4.

The main layers of code consist of design using XML, the XML layouts are responsible
for the front-end design of User Interface which is accessible to the end-user where an
end-user can interact with the application. The design is considered one of the most
important parts of any application. Controllers and Adapters are main layers in the
application where di�erent functionalities and controlling functionalities exist, e.g event
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Figure 5.4: Code Architecture

listeners and how to handle request and response of an API. It also includes the business
logic for interactions between User Interface, data modeling and data transmission logic
over the network through API calls. The main purpose of Adapters and controllers is
to communicate with the design components and provide the result back to models or
display it on the User Interface with the loaded data from API calls. Adapters are
essential blocks in android development. They work as a bridge between the controllers
and User Interface. In android application, adapters are mainly used to display data on
Listviews, Spinners, Gridviews, Recyclerviews, etc. Android system provides some built-
in adapters like ArrayAdapter, ListAdapter, and BaseAdapter to facilitate developers for a
simple application, but it's required to design custom adapters following the business and
structure of APIs. To develop a clean code, it's imperative to construct all components
separately and de�ne the architecture of the system.

5.2.3 RESTful APIs

Restful APIs use HTTP requests to GET, POST, DELETE and UPDATE data on the
server. Restful APIs make it easy for developers to access and alter data on the server
using API calls. To access data from the server, the Foodchain application is using Retro�t
Library which is an open-source type-safe HTTP client for Android and Java. FoodChain
application has a remote database and to interact with the database it uses di�erent
endpoints. These API calls POST data to the server where it saved and GET data when
the application needs to display it for the end-users. The following list of APIs is being
used in the application.
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Figure 5.5: Architectural Components

Foodchain API end-point: https://foodchain.ddns.net/api/v1/

ˆ Producer

{ Register /register is used to register a new producer, for registering a new
producer with the system a set of the following information is required, e.g.
name, password, certi�cate, eth account, etc.

{ Login /login allows the user to access the system if it has already been regis-
tered. A registered user can log in to the application providing the credentials
i.e. username and password.

{ Get Producer by Id /id an ID is used to get access for the registered user if
the id already exists in the system API will get producer's information in the
response from the server.

{ Get all Producers /producers get all producers in the system, API will get
information of all registered producers in response.

ˆ Product Tag

{ Create Product Tag ./ to create a product tag or tags a set of information is
required such as product hash, previous product hash, actions, current location,
and producer.

{ Get all Product Tags ./ Will get all the product tags from the server. This
information will be used to display on Map showing the list of products to the
end-user and it also contains information about the product e.g. a hash of
product, the geographic position where is it was generated, the previous hash
value on the product, etc.
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{ Get Product by hash /hash returns in response to the information of the prod-
uct if the provided hash matches with the back-end system.

{ Get Product tag by Id /id gets product information by user id. The response
will include the information about the product which matches the id. If the id
does not match on the server it returns a response that id does not exist.

{ Get Product Tag by Producer /producer/id gets all the products that are
generated by a producer with matching id provided through API call.

ˆ Certi�cate

{ Create Certi�cate: ./ it creates a new certi�cate by providing a certi�cate name
in the API request.

{ Get All Certi�cates:./ gets all certi�cates registered in the system in the re-
sponse of an API call.

{ Get Certi�cate by Id:/id it gets the certi�cate which matches the provided id
in API request.

{ Update Certi�cate:/id update a certi�cate by id. This will update one certi�-
cate from the list of certi�cates that matches the provided id.

ˆ Action

{ Create Action:./ creates new action. To create a new action, a name needs to
be provided through API request.

{ Get All Actions:./ gets all the actions created and saved in the system through
API call.

{ Get Action by Id: /id gets an action by ID. This will get in response only to
the action that corresponds to the id. If it does not exist response contains a
message that no actions found.

{ Update Action: /id to update an action it is required to provide an id for the
action which has to be updated. An update will alter only one action with the
matching id.

5.3 Implementation

"Food Chain (supply chain monitoring and tracking system) is a potential means of provid-
ing value to producers, who tend to provide healthy food for consumers, and consumers,
who may select the �nal product based on food chain details. With such a tracking
system, end users can track a product's life cycle from the �rst producer via processing
stakeholders to the point of sale, where the end-user has �nally purchased the product. In
this application, such a supply chain tracking system is designed and developed to ful�ll
the requirements of end-users [17]." The main parts of the Foodchain application consist
of consumer and producer mode as it was initially developed in an independent study
module [17]. The implementation in Master Project is the modi�cations and extensions
in producer and consumer mode along with adding new and advanced features. These
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newly added features such as printing module, multi-QR codes for producer and consumer
mode and other modi�cations are described in the following sections of this report.

"This system is developed in the form of an Android application to enable a fast and easy
tracking, which users and producers can use easily, install on their smartphones, and will
apply to persist all relevant, necessary, may legally require data and information. Food
Chain android-based application consists of following three core components " [17]:

ˆ Producer Mode

ˆ Consumer Mode

ˆ Back-end

5.4 Producer Mode

As discussed in the implementation part, the Foodchain application has two modes, pro-
ducer and consumer modes. A producer needs to get registered into the system to use
functionalities of Producer Mode. It is required to provide information like name, pass-
word, Ethereum account, select actions and certi�cates during the registration. User val-
idation is implemented on this page with appropriate responses from the backend server.
This producer mode o�ers a wide range of functionalities to producers such as multi-QR
code generation and scanning of multi-QR codes, it allows to print the QR code using a
label printer and share the QR code using any third-party app installed on the phone,
other advanced features to make the map interactive and full tracking history of a product
with required attributes, a history of previously generated QR-codes, etc. These features
are explained one by one in the following sections.

5.4.1 Authentication

The FoodChain application provides authentication for security reasons which restricts
malicious users from accessing other users' information. The purpose of this functionality
is to secure the application from unauthorized access. It is required to provide username
and password to log on to the system successfully [17]. FoodChain back-end generates
an authentication token when a user login to the system. This authentication token is
saved inside the application at the front-end. This token is used when a user generates
a QR code, create actions and certi�cates to securely communicate with the server on
the back-end through RESTful APIs. If the token does not exist or if it's expired, the
application disallows the user to set any changes inside the application. It prompts users
to re-login to access the supply chain tracking platform.
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Figure 5.6: Home Page

5.4.2 Home Page

If a producer accesses the application by providing authorized credentials, the main page
of the application will be displayed as shown in the �gure.

This landing page provides access to all features in the application. The bottom navigation
bar contains �ve options.

1. Product History

2. Generate QR Functionality

3. Scanning Feature

4. Wallet- P2P Module

5. System Settings

The home page also shows the available actions in the system that can be performed
on the product while creating a new QR code. A producer can also create new actions,
which will be explained in the System Settings on subsequent sections. A producer can
also create actions at the time of registration with the system. A producer can select
the actions from the available list before generating a QR code. The android application
automatically gets the geographical position of the producer before generating a QR code,
that represents the location where certain actions were performed on a product. This data
is stored in the database and the hash of the data is registered on the Ethereum blockchain
through back-end APIs.
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5.4.3 Multi QR Generation

A producer can generate a new QR code on clicking on the Generate QR code button as
shown in Figure 5.6, the producer has to select a set of actions before generating a new
QR code. If a user does not select any action, a message will be displayed on the screen
"Please select Actions". If the user clicks on the QR code generate button after selecting
the desired actions, the application will check:

ˆ If GPS on phone is turned on. In case if the GPS is o�, the application will display
an error message to turn the GPS on a device.

ˆ It will show an error message if the authentication token is not valid to access the
back-end server, in such a case user needs to re-login.

ˆ Application will also check if it has scanned any previous QR code.

If a producer is generating QR code the �rst time, the application will generate a pop-up
noti�cation "Are you sure it's the �rst product?" as shown in Figure 5.7.

Figure 5.7: First QR Code Figure 5.8: Discard Previous
QR Code

If a user selects the "YES" application will allow the user to generate QR code if the user
selects the "NO" application will ask the user to scan a previous product and a popup will
be displayed "Please scan previous product" which take users to the scanning page. On
scanning the previous product application will allow the user to generate a new QR code,
the newly generated QR will be connected with previous QR code, and it will become a



5.4. PRODUCER MODE 39

part of a chain of QR code in the system. The multi-QR feature allows generating codes
based on previously scanned QR code(s). If the application has already scanned a QR
code, it will show a text on the screen to discard previous code(s) as shown in Figure
5.8. The previous QR-code(s) can represent a single QR-code generated at a location or
this QR code can be connected previous chain of products. The purpose of adding this
feature is to allow producers to combine QR-code(s) into a single QR-code i.e. a product
that is prepared by adding various ingredients from di�erent manufacturers or the same
product with contributions from di�erent vendors. It will allow keeping a track of a full
history of product with all sources of the product at di�erent places. The user can also
generate multiple individual QR codes of a product, In this case, each QR code will be
independent of each other.

5.4.4 Multi QR Scanning

We discussed multi-QR code generation in the previous section, where a user can generate
multiple QR codes by connecting it with previously generated QR code(s) or chain of QR
code(s). The functionality of scanning multi-QR code is developed according to the multi-
QR generation. Each time a user scans a QR code application will check by sending a
request to the server if the product is valid or not. The server veri�es the hash code of
product on the blockchain and sends the result back to the android application for further
actions.

5.4.5 QR Information Page

If the product is invalid a message will be displayed to the user that the "product is
invalid". If the product is valid, which means that the hash code is available on the
blockchain and server sends the data for veri�ed hash code to the android application
through RESTful API. This data is displayed to the user with basic information as shown
in Figure 5.9.

It contains Producer's name, License(s), URL, hash value of QR code. The QR informa-
tion page also contains two buttons.

Display Map: By clicking on the display map button app will allow the producer to
visit a map to see a full history of QR scanned code.

Print QR Code: On clicking the share button a list of options will be available on which
user can share QR code or send QR code.

In multi QR scanning, the server will send a list of QR code(s) to an android application.
This list contains the information of the current code QR code, which might also contain
the information of previous QR code(s) that were created independently or with chain(s)
of QR code(s).

This scanning part is also connected with QR code generation in case if the user wants to
generate a QR code based on the scanned QR code. To create a chain of QR codes, it's
required to generate each QR code based on scanned QR code.
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Figure 5.9: Product Data is Valid

5.4.6 Interactive Map View

When a producer clicks the Display Map button on QR Information Page, it shows an
interactive map on the screen where user can see a detailed view about the history of
products including the information of each product. To this end, markers are displayed
at locations on the map where the QR code(s) were generated. The marker positions on
the screen are numbered in ascending order, which makes the tracking of objects on the
map easy to understand for consumers as shown in Figure 5.10.

This data comes from a server in the form of a nested list of objects or the form of an
array of the object according to the created structure of QR code(s) in the back-end. The
response from the server is handled recursively and is added to a data structure such as
ArrayList. Once the data is loaded into List it is sorted in descending order w.r.t time
and date on which product tag is generated.

MapView displays marker in place of products scanned at di�erent places and at di�erent
times. On clicking each marker, a pop-up window will open on the map which contains
detailed information about the scanned product including the hash of the product, pre-
vious hash, time and date and location details including latitude and longitude, actions
and certi�cates.
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Figure 5.10: Map View Figure 5.11: Product's Infor-
mation on map

5.4.7 QR History Page

QR history page contains a list of date and time of QR codes generated in the past. This
list is sorted in ascending order so that the latest generated QR code always shows on the
top. Each time the producer generates a new QR code of the product, it is displayed on
top of the list. The user can click on a list item as shown in Figure 5.12, on the clicking
list item QR information page will open.

5.4.8 System Settings

The setting page allows the user to perform di�erent settings and functionalities, these
functionalities include[17]:

Create Action A producer can create new action using this functionality, newly included
action(s) will be stored in the system.

Create a Certi�cate A producer can add new certi�cates using this option.

Logout A producer can log out of the system any time when it is not required to use the
application, the current session will expire.

Printer Settings It provides di�erent functionalities for the user to print a QR code
through label printer using di�erent modes of communication such as Bluetooth, WiFi,
and USB Cable. In basic settings, a user can select or change printer model, port, paper
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Figure 5.12: History of QR Codes

size, orientation, number of copies, etc. A user can select a �le from the device to print,
in case the user saved QR on the device or can also use this function for testing the
connection with the hardware. Bluetooth settings will allow a user to on/o� Bluetooth.

All Actions A user can view all currently added actions.

All Certi�cates User can view all available certi�cates in the system.

5.4.9 Multi Language Support

The foodchain application also provides multi-language support for users. It helps the
native users to use the application easily. Android system provides the facility to adopt
the language of the application using localization strings to the native language of the
mobile. In other words, localization provides the functionality to change language strings
into the system language. It helps users using the application in their native language.
The food chain currently supports �ve languages i.e. English, French, Italien, Portuguese
and German as shown in the following images.
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Figure 5.13: French Transla-
tion

Figure 5.14: German Transla-
tion

Figure 5.15: Italian Transla-
tion

Figure 5.16: Portuguese Trans-
lation
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5.5 Consumer Mode

"If you click on the food chain application icon a startup screen appears with following
two options:

ˆ Producer

ˆ Consumer

The consumer view of the app allows the end-users to scan QR codes for provenance
and traceability of the product. Customers can track a product's life cycle from the �rst
producer via processing stakeholders to the shelf, where the end-user �nally purchases
the product. By scanning QR codes they can see the locations on the map at which the
products were produced or actions were performed by the producer [17]."

Consumer mode does not any need registration or credentials to access the application.
This mode is provided with limited functionalities only to scan the product and see object
tracking on the map. Consumer Mode allows a user to scan a QR code of a product, when
a user scans a QR code it will take the user to QR Information Page as shown in Figure 5.9
where user can see the product information. The product information page has a button
to display the map. The map shows markers at locations where the QR codes generated.
The consumer view cannot access the Producer's functionality such as Generating QR
Code, Printing, etc. The consumer view provides the same features on the map but it
does not allow the consumer to update the product.

5.6 Printing Module

Printing Module is an important part of the Foodchain application. To this end, we are
using Brother's QR-820NWB label printer [18]. It allows producers to print QR codes
using three modes of communication i.e. Wi�, Bluetooth and USB cable. It is mandatory
to con�gure the printer before using it in the application. The outline of the general 
ow
of the printing process is shown in Figure 5.17.

A producer can adjust the printer settings from Setting navigation at the bottom as shown
in Figure 5.18

Printer option shows general settings upon clicking the Printer button as shown in Figure
5.19. The main functionality of the printing module are [19] :

Select File : Select �le option allows the user to select a saved �le from device memory
and print the �le using the connected printer. It allows to test the printer works correctly.

Printer Status : The printer status option shows the currently connected printer is
functional. If no printer is connected it will display a message showing "Printer not
found".
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Figure 5.17: Processing Flow of Printer[19]

Figure 5.18: Printer Figure 5.19: Printer Settings

Bluetooth settings : Bluetooth settings allow users to connect with the printer using
Bluetooth functionality. This does not require any peripherals to get connected to a
printer. Bluetooth settings will ask the user to turn on Bluetooth. If the user allows and
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Figure 5.20: Basic Settings Figure 5.21: Bluetooth Set-
tings

turns on Bluetooth option on the devices, the user can search for connected printers. The
Bluetooth setting will show the user all currently visible devices and allow to connect with
them. Users can also search for a connected printer by entering the device name. These
settings also include auto-connection functionality.

Printer settings : Printer settings contain a list of functionalities. Printer Model : The
printer model option allows the user to select the printer model from a list of available
models. A user can select the printer model of choice from the list.

ˆ Port : Port have two options, either connect the printer using Bluetooth port or
USB port.

ˆ Paper size: Paper size has di�erent paper size options, a user can select the desired
paper size(s) from the available options.

ˆ Printer : The printer option allows the user to select a printer from a list of connected
printers.

ˆ Printing orientation : Portrait and Landscape orientations are available for printing.

ˆ Fit to page: Fit to page option have the functionality to adjust the printed page.
A user can select options like �t a page which will print a full-page print. It also
allows the user to �t the print size according to paper size or the user can select a
scale from 1 to 10.
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ˆ Number of copiesNumber of copies de�nes that how many copies user wants to
print. By default, the count is 1.

ˆ Save print �le : Save �le allows the user to save the �le on the device while printing
or can overwrite on an existing �le.

ˆ Timeout: Time out allows the user to set a time interval for printing a paper or
the user can also specify a time for waiting for the printer to connect. If the time
interval over, it will ask the user to try to reconnect or quit.

ˆ IP/MAC address: IP and Mac addresses are two di�erent kinds of methods to
connect with a hardware device. Every hardware device which connects to a network
has an IP and Mac address, using these addresses we can connect to a device. This
functionality allows a user to enter the IP or Mac address of a printer to connect.

ˆ Alignment setting: Alignment settings allow a user to set alignment for print. Print
on paper will be set according to that alignment setting. In case alignment set to
left print will be on the left side of the paper. A user can also specify margins.

ˆ RJ/TD Settings : List of settings are speci�ed inside custom settings, a user can
rotate the paper.

5.7 P2P Payment System

The P2P payment system allows the user to send and receive ethers using the OySy wallet.
OySy wallet was developed at the University of Zurich for the Bazo cryptocurrency, OySy
wallet is a Progressive Web App (PWA)-based Mobile Wallet for Bazo blockchain and it
was built using Vue.js Javascript framework [20]. We integrate the OySy wallet making
the necessary modi�cations with the Supply Chain Tracking platform to enable crypto
payments using Etheruem blockchain.

The Bazo Wallet is integrated with the FoodChain android application using Chrome
custom tabs which allows opening web applications inside the android application. The
OySy wallet is a progressive web application and it works as a native application using
the chrome custom tabs as shown in Figure 5.22.

OySy wallet allows the user to send and receive Ethers. A user can add more than one
Ethereum accounts in the wallet as shown in Figure 5.23. It is required to provide the
public and private keys of the account. It allows us to add multiple accounts in the wallet,
and one account can be select as the primary account for transactions.

For sending payment, the sender's account should have a su�cient balance before initi-
ating a transaction. If the account balance less than the amount to be transferred, the
transaction will not take place. It is required to provide receiver's Ethereum account
address and amount in Ethers before initiating a transaction, once the user provides the
necessary information and click the send transaction button the transaction will be pro-
cessed using Rinkeby Test Network and the transaction can also be veri�ed on online
using https://rinkeby.etherscan.io/ . OySy wallet provides the facility to visit the



48 CHAPTER 5. ANDROID APPLICATION

Figure 5.22: P2P Module

history of previous transactions. It also allows seeing the history of transactions of an
account. Ethereum test network will work on the request sent by the user and once the
transaction mined successfully, the amount will be added to the receiver's account. The
mining process may take a few seconds to complete the transaction.

5.7.1 Integration

It was required to integrate the OySy wallet with the Ethereum blockchain. To this end,
it was required to study the OySy wallet and understand the underlying frameworks of
the wallet.

Transfer Ethers The changes were added in the submitPreparation function in the
UserSend.vue component. The modi�cations are as follows: using a third party APIs
i.e. web3.js and Infura's rinkeby http endpoint, web wallet was connected to the test
blockchain enabling it to commit valid user transactions on the test network.

Web3.eth.getTransactionCount was used to get the current transaction count of the spec-
i�ed sender's address. The transaction count, as well as other values, were used to form
a raw transaction that was signed using the sender's private key.

Inside the web3.eth.getTransactionCount function, another function web3.eth. send-
SignedTransaction was used to send the signed transaction to the network and return
the transaction hashes.

Request Ethers
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Figure 5.23: Accounts

Figure 5.24: P2P Module [20]

The UserRequest.vue �le was changed to request the Ethers. The dropdown was uncom-
mented in the HTML to enable the feature to select destination accounts. Once the user
enters number of Ethers they want to request, selects a destination account and clicks
on the QR code button, the encodedPaymentInformation function in the compute object
assigns the information for this request including recipient's address, amount and posId
to URL which becomes the content of the QR code that is scanned by the sender.

Accounts

In the details section of accounts, the href attribute of the anchor was changed to the
rinkeby network to display the transaction history for the speci�ed account. Besides, an
option was provided to add new account information as shown in Figure 5.23.

Transactions

In the transactions view, a Tx Hash row was added to show transaction hashes as returned
by the transfer function. To this end, a local transaction array is maintained in the
Store.js con�guration �le to hold the state of each successful transaction. The code that
commits to this array can be reviewed in the UserSend.vue component in the last part
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of the web3.eth.sendSignedTransaction promise. This code is calling updateTransactions
function exposed by the Store.js con�guration �le.



Chapter 6

Design and Implementation

In this section, we have covered the user interface(UI) enhancement practices that we have
implemented in our application and the generalization steps which we performed to make
the App generalized for di�erent categories of products. Since explaining each and every
component in the App for UI enhancement and generalization process is a lengthy process
as we have to explain every layout of our app and every category of our generalized version
which is practically very much possible but is not the scope of this report so we focused
on some examples to get an idea about how designs are implemented and structured to
provide user-friendly Interface. The following sections describe some of the examples of
how we implemented the designing.

6.1 UI Enhancement

App's user interface is everything that the user can see and interact with so it plays
a crucial role in any App to be successful. Android provides a variety of pre-built UI
components such as structured layout objects and UI controls that allows building the
graphical user interface it also provides other UI modules for special interfaces such as
dialogs, noti�cations, and menus.

6.1.1 Layout

Layouts are responsible for the structure of the user interface. Views and ViewGroups
are responsible for building each element in the layout, a view is something the user can
see and interact with whereas the ViewGroup is a container that is not visible to the user
but determines the structuring of layouts for Views and other ViewGroup objects. We
have used Linear Layout and relative Layout to design the layouts in the xml.

1. Linear Layout

The main functionality of Linear layout is to allow us to arrange components hori-
zontally in a single column or vertically in a single row. The direction of the Vertical

51
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Figure 6.1: Visualization of a view hierarchy with layout parameters associated with each view [72].

or horizontal components can be speci�ed through an attributeandroid: orien-
tation . Linear layouts are very 
exible and elementary to use, as can be seen in
the �gure:6.1, parent view group de�nes layout parameters for each child view and
it also provides a scroll bar if there are any inconsistencies among lengths of the
screens and windows. The vertically linear layout has only one item per row. The
linear layout has many di�erent attributes that can be used to customize the linear
layout according to needs. \All children of a Linear-Layout are stacked one after the
other, so a vertical list will only have one child per row, no matter how wide they
are, and a horizontal list will only be one row high (the height of the tallest child,
plus padding)"[73]. Below are some attributes of the linear layout of Android.

ˆ Id: Unique identi�er of layout.

ˆ Orientation: Attribute to set linear layout orientation as vertical or horizon-
tal.

ˆ Layout Weight : This attribute assigns important value at each component.

ˆ Gravity: This attribute shows an object position in the x-y plane such as
center, right, top, bottom and left.

ˆ Weight sum: This attribute de�nes the maximum weighted sum.

ˆ Divider: drawable to use as a vertical divider between buttons.

Following are the constructors of Linear Layout.

ˆ LinearLayout(Context context)

ˆ LinearLayout(Context context, AttributeSet attrs)

ˆ LinearLayout(Context context, AttributeSet attrs, int styleAttribute)

ˆ LinearLayout(Context context, AttributeSet attrs, int styleAttribute,
int styleRes)

Figure 6.2 and Figure 6.3 shows the enhanced view of the app during Registration
and Login activity. The Producer Name and UserId �eld etc., and Register button
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each take up only the height they need. This con�guration allows the message itself
to take up the rest of the activity's height. The following code snippet shows how
layout weights might works:

Figure 6.2: Login View Figure 6.3: Registration View

<LinearLayout
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:weightSum="5">

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="1"
android:text="1" />

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="3"
android:text="2" />

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="1"
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android:text="3" />

</LinearLayout>

It's android:layout weight. Weight can only be used in LinearLayout. When the
orientation of linear layout was Vertical, we used android:layoutheight= \0dp"
and when the orientation was horizontal, we used android:layoutweight width =
\0dp".The role of orientation is most important in linear layout because on the behalf
of orientation all UI depends.

2. Relative Layout

The main functionality of the Relative layout is to display the position of components
relative to each other. The position can be speci�ed with respect to consecutive
elements or the parent component. It is one of the most 
exible layouts available
in Android studio, it allows to position elements on the screen and also sets all
components at the top left of the layout by default. \It can be de�ned as a view
group that displays child views in relative positions. The position of each view can
be speci�ed as relative to sibling elements (such as to the left-of or below another
view) or in positions relative to the parent RelativeLayout area (such as aligned to
the bottom, left or center)"[74].

Below are the attributes of linear layout of Android:

ˆ Id: De�nes 'if' of layout

ˆ Gravity: It speci�es position of object in x-y plan.

ˆ IgnoreGravity: It is added to ignore gravity on a speci�c component.

Relative Layout has four di�erent constructors as described below:

ˆ RelativeLayout( Contetxt context)

ˆ RelativeLayout( Contetxt context, AttributeSet attrs)

ˆ RelativeLayout( Contetxt context, AttributeSet attrs, int defStyleAttribute)

ˆ RelativeLayout( Contetxt context, AttributeSet attrs, int defStyleAttribute,
int defStyleRes)

Below are several important methods of relative layout:

ˆ setGravity(): It sets gravity of the child views as centered, left or right.

ˆ setHorizontalGravity() : Used to positioned elements horizontally.

ˆ setVerticalGravity() : Used to positioned elements vertically.

ˆ requestLayout(): Used to request layout. setIgnoreGravity(): Used to ignore
gravity of any particular element.

ˆ getGravity(): Used to get the position of elements.

ˆ getAccessibilityClassName(): Returns class name of object.
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Relative layout has following xml attributes:

(a) android: layout above, It position the bottom edge of the given component
above the given component ID.

(b) android: layout alignBaseline , It position the baseline of the given compo-
nent above the baseline of given component ID.

(c) android: layout alignBottom , It aligns at the bottom of given component
ID.

(d) android: layout alignEnd , It aligns at the end of given component ID.

(e) android: layout alignLeft , It position the component left to the given com-
ponent ID.

(f) android: layout alignRight , It position the component right to the given
component ID.

Following is the example of code snippet which shows how relative layout may look
like in our implementation during registration and its views can be seen in�gure
6.3.

<RelativeLayout xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools"
android:layout_width="match_parent"
android:layout_height="match_parent"
tools:context=".Fragments.ProducerFragments.ProducerLoginFragment">

<ImageView
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:scaleType="fitXY"
android:src="@drawable/loginbackground" />

<EditText
android:layout_above="@+id/password"
android:id="@+id/userName"
android:layout_width="@dimen/_220sdp"
android:elevation="1dp"
android:layout_height="wrap_content"
android:background="@drawable/ed_bg"
android:hint="@string/user_name"
android:layout_centerHorizontal="true"
android:inputType="textEmailAddress"
android:padding="@dimen/_8sdp"
android:layout_marginBottom="@dimen/_16sdp"
android:textColor="@color/black"
android:textColorHint="@color/gray_btn_bg_color" />
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<EditText
android:layout_marginBottom="@dimen/_48sdp"
android:elevation="1dp"
android:id="@+id/password"
android:layout_centerHorizontal="true"
android:layout_width="@dimen/_220sdp"
android:layout_height="wrap_content"
android:layout_above="@+id/rel_bottom"
android:background="@drawable/ed_bg"
android:hint="@string/password"
android:inputType="textPassword"
android:padding="@dimen/_8sdp"
android:textColor="@color/black"
android:textColorHint="@color/gray_btn_bg_color" />

<RelativeLayout
android:layout_marginBottom="@dimen/_16sdp"
android:id="@+id/rel_bottom"
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:layout_alignParentBottom="true"
android:padding="@dimen/_12sdp">

<TextView
android:id="@+id/tvRegisterProducer"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_alignParentLeft="true"
android:layout_gravity="center"
android:layout_weight="1"
android:text="@string/new_producer"
android:textColor="@color/mat_red"
android:textSize="@dimen/_15sdp"
android:textStyle="bold" />

<Button
android:id="@+id/btnProducerSignIn"
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:layout_alignParentRight="true"
android:background="@drawable/nextbtn" />

</RelativeLayout>
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</RelativeLayout>

The main functionality of relative layout is it enables us to specify how child views
are positioned relative to each other. The position of each view can be speci�ed
as relative to sibling elements or relative to the parent. In this we give padding,
padding is the space we need to maintain inside two-component. If we want to give
space outside the components then we can use Margin.

6.2 App Generalization

Generalization is an important module of this project. In this module, we have generalized
our app for more products like Tea and Co�ee, Dairy Products, Fabric and Clothes, Meat
Fish, Handmade and Homemade Products such as lather made products and Rugs, and
Jewelry. We have integrated all these �elds in Category. Each Category e.g., Tea has a
speci�c set of actions and licenses belong to itself. These actions and certi�cates will be
displayed when a producer registers itself in the App. In the following sections, all the
changes are explained in detail.

6.2.1 Registration

The major changes are done during the registration phase of the app. After generalization,
When a producer registers itself as a valid user of the app he/she has to select a speci�c
category to which the product belongs. We have added a separate Field 'Category' which
will display all the available categories o�ered by the app to the producer. When a
producer selects the category then in the following �elds named 'Licenses' and 'Processes
and Actions' all the relevant data belonged to that speci�c category will be displayed.

In the Licenses Field, all the certi�cates related to a speci�c category is displayed and
from these Licenses, the producer has to select the certi�cate that he/she holds. The
same 
ow follows for the Processes and Actions �eld, this �eld will show all the actions
related to a speci�c category and the Producer has to select the relevant actions in the
�eld which he/she is performing on the product.Fig 6.4 and Fig 6.5 shows the changes
made on the registration page. Once the user has �lled all his required details, he can
register himself as a valid user of the app and can log-in into the app.

Below we have mentioned the API and codebase used for the implementation.

1. When we create a new producer we get all the list of categories from API

http : / / 1 8 . 2 1 9 . 3 9 . 2 2 3 : 8 0 8 0 / ap i /v1/ c a t e g o r i e s .
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Figure 6.4: List of Categories Figure 6.5: Selected Category
is Tea

In response to this API we get \categoryId" and \categoryName". We set the value
of these �elds in our model class and add that model class in ArrayList which further
set in the adapter of spinner where all categories list are showing.

Following is the code of this process:

for (int i = 0; i < jsonArr.length(); i++) {
JSONObject jsonObject = jsonArr.getJSONObject(i);
CategoriesModel model = new CategoriesModel();
String certificateId = jsonObject.getString("categoryId");

String certificateName = jsonObject.getString("categoryName");
model.setCategoryId(certificateId);
model.setCategoryName(certificateName);
categoriesList.add(model);

}

CategoriesAdapter arr = new CategoriesAdapter(getActivity(),
categoriesList);
spinner_category.setAdapter(arr);

User has to select a category to choose license and actions as shown in�gure 6.4
and 6.5 . The category that is selected by the user we sent that id further for
selecting license and actions.
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2. On behalf of the category list, the License and Actions are coming. In the following
points, we have explained the implementation of license and actions.

ˆ We get the license list from API

http : / / 1 8 . 2 1 9 . 3 9 . 2 2 3 : 8 0 8 0 / ap i /v1/ c e r t i f i c a t e s / ca tegory

With this API we sent the category id to get a license of that category as shown
in Fig 6.6 and 6.7 .
For example, from previous if we selected a category Tea and its category id is
3 then API looks like:

ht tp : / / 1 8 . 2 1 9 . 3 9 . 2 2 3 : 8 0 8 0 / ap i /v1/ c e r t i f i c a t e s / ca tegory /3

In response to this api we get \certi�cateId" and \certi�cateName". We set
the value of these �elds in our model class (AllCerti�cateModel) and add that
model class in arraylist.
Following is the code of this process:

for (int i = 0; i < jsonArr.length(); i++) {
JSONObject jsonObject = jsonArr.getJSONObject(i);
AllCertificateModel model = new AllCertificateModel();
String certificateId = jsonObject.getString("certificateId");
String certificateName = jsonObject.getString("certificateName");
model.setCertificateId(certificateId);
model.setCertificateName(certificateName);
editLicensesModelArrayList.add(model);

}
editLicenseAdapter.notifyDataSetChanged();

ˆ We get the action list from API

http : / / 1 8 . 2 1 9 . 3 9 . 2 2 3 : 8 0 8 0 / ap i /v1/ a c t i ons / ca tegory

With this API we sent the category id to get Action of that category as shown
in Fig 6.8 and 6.9 .
For example, from previous if we selected a category Co�ee and its category id
is 7 then API looks like:

ht tp : / / 1 8 . 2 1 9 . 3 9 . 2 2 3 : 8 0 8 0 / ap i /v1/ a c t i ons / ca tegory /7

In response to this api we get \actionId"and \actionName". We set the value of
these �elds in our model class (ProcessActionDataModel) and add that model
class in arraylist.
Following is the code of this process:

for (int i = 0; i < jsonArr.length(); i++) {
JSONObject jsonObject = jsonArr.getJSONObject(i);
ProcessActionDataModel model = new ProcessActionDataModel();
String actionId = jsonObject.getString("actionId");
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